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Race condition in RPM 4.11.1 and earlier allows remote attackers to execute arbitrary code via a crafted RPM file whose in
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Applicaton Kpm Kpm 4.10.U Al All Al
Application Rpm Rpm 4.10.1 All All All
Application Rpm Rpm 4.10.2 All All All
Application Rpm Rpm 433 All All All
Application Rpm Rpm 4.4.21 All All All
Application Rpm Rpm 4422 All All All
Application Rpm Rpm 4423 All All All
Application Rpm Rpm 4.5.90 All All All
Application Rpm Rpm 4.6.0 All All All
Application Rpm Rpm 4.6.0 rci All All
Application Rpm Rpm 4.6.0 rc2 All All
Application Rpm Rpm 4.6.0 rc3 All All
Application Rpm Rpm 4.6.0 rc4 All All
Application Rpm Rpm 4.6.1 All All All
Application Rpm Rpm 4.7.0 All All All
Application Rpm Rpm 4.71 All All All
Application Rpm Rpm 4.7.2 All All All
Application Rpm Rpm 4.8.0 All All All
Application Rpm Rpm 4.8.1 All All All
Application Rpm Rpm 4.9.0 All All All
Application Rpm Rpm 4.9.0 alpha All All
Application Rpm Rpm 4.9.0 betal All All
Application Rpm Rpm 4.9.0 rcl All All
Application Rpm Rpm 4.9.1 All All All
Application Rpm Rpm 4.9.1.1 All All All
Application Rpm Rpm 4912 All All All
Application Rpm Rpm All All All All
Reference Source Link Tags
Red Hat Customer Portal REDHAT rhn.redhat.com
Red Hat Customer Portal MISC access.redhat.com
Red Hat Customer Portal REDHAT rhn.redhat.com
Red Hat Customer Portal MISC access.redhat.com
RPM: Multiple vulnerabilities (GLSA 201811-22) — Gentoo security GENTOO security.gentoo.org
Red Hat Customer Portal MISC access.redhat.com
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http://rhn.redhat.com/errata/RHSA-2014-1974.html
https://access.redhat.com/errata/RHSA-2014:1975
http://rhn.redhat.com/errata/RHSA-2014-1976.html
https://access.redhat.com/errata/RHSA-2014:1974
https://security.gentoo.org/glsa/201811-22
https://access.redhat.com/errata/RHSA-2014:1976

Bug 1039811 — CVE-2013-6435 rpm: race condition during the installation process CONFIRM

Oracle VM Server for x86 Bulletin - July 2016 CONFIRM
Support / Security / Advisories / / MDVSA-2015:056 | Mandriva MANDRIVA
RPM CVE-2013-6435 Remote Code Execution Vulnerability BID

Debian -- Security Information -- DSA-3129-1 rpm DEBIAN
access.redhat.com | CVE-2013-6435 MISC

Red Hat Customer Portal REDHAT
Analysis of the CVE-2013-6435 Flaw in RPM | Red Hat Security CONFIRM
Support / Security / Advisories / / MDVSA-2014:251 | Mandriva MANDRIVA

Juniper Networks - 2015-10 Security Bulletin: CTPView: Multiple Vulnerabilities in CTPView  CONFIRM
Mageia Advisory: MGASA-2014-0529 - Updated rpm packages fix security vulnerabilities CONFIRM
CVE Program record CVE.ORG

NVD vulnerability detail NVD

/

bugzilla.redhat.com
www.oracle.com
www.mandriva.com
www.securityfocus.com
www.debian.org
access.redhat.com
rhn.redhat.com
securityblog.redhat.com
www.mandriva.com
kb.juniper.net
advisories.mageia.org
Www.cve.org canon

nvd.nist.gov

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

710222 Gentoo Linux RPM Multiple Vulnerabilities (GLSA 201811-22)
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