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Summary

CVE CVE-2013-6441

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-02-14 15:55:00 UTC

Updated 2014-02-18 15:43:00 UTC

Description The lxc-sshd template (templates/lxc-sshd.in) in LXC before 1.0.0.beta2 uses read-write permissions when mounting /sbin/init, which allows local users to gain privileges by modifying the init file.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Linuxcontainers Lxc 0.1.0 All All All

Application Linuxcontainers Lxc 0.2.0 All All All

Application Linuxcontainers Lxc 0.2.1 All All All

Application Linuxcontainers Lxc 0.3.0 All All All

Application Linuxcontainers Lxc 0.4.0 All All All

Application Linuxcontainers Lxc 0.5.0 All All All

Application Linuxcontainers Lxc 0.5.1 All All All

Application Linuxcontainers Lxc 0.5.2 All All All

Application Linuxcontainers Lxc 0.6.0 All All All

Application Linuxcontainers Lxc 0.6.1 All All All

Application Linuxcontainers Lxc 0.6.2 All All All

Application Linuxcontainers Lxc 0.6.3 All All All

Application Linuxcontainers Lxc 0.6.4 All All All

Application Linuxcontainers Lxc 0.6.5 All All All

Application Linuxcontainers Lxc 0.7.0 All All All

Application Linuxcontainers Lxc 0.7.1 All All All

Application Linuxcontainers Lxc 0.7.2 All All All
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Application Linuxcontainers Lxc 0.7.2 All All All

Application Linuxcontainers Lxc 0.7.3 All All All

Application Linuxcontainers Lxc 0.7.4 All All All

Application Linuxcontainers Lxc 0.7.4.1 All All All

Application Linuxcontainers Lxc 0.7.4.2 All All All

Application Linuxcontainers Lxc 0.7.5 All All All

Application Linuxcontainers Lxc 0.8.0 All All All

Application Linuxcontainers Lxc All All All All

Application Linuxcontainers Lxc 0.1.0 All All All

Application Linuxcontainers Lxc 0.2.0 All All All

Application Linuxcontainers Lxc 0.2.1 All All All

Application Linuxcontainers Lxc 0.3.0 All All All

Application Linuxcontainers Lxc 0.4.0 All All All

Application Linuxcontainers Lxc 0.5.0 All All All

Application Linuxcontainers Lxc 0.5.1 All All All

Application Linuxcontainers Lxc 0.5.2 All All All

Application Linuxcontainers Lxc 0.6.0 All All All

Application Linuxcontainers Lxc 0.6.1 All All All

Application Linuxcontainers Lxc 0.6.2 All All All

Application Linuxcontainers Lxc 0.6.3 All All All

Application Linuxcontainers Lxc 0.6.4 All All All

Application Linuxcontainers Lxc 0.6.5 All All All

Application Linuxcontainers Lxc 0.7.0 All All All

Application Linuxcontainers Lxc 0.7.1 All All All

Application Linuxcontainers Lxc 0.7.2 All All All

Application Linuxcontainers Lxc 0.7.3 All All All

Application Linuxcontainers Lxc 0.7.4 All All All

Application Linuxcontainers Lxc 0.7.4.1 All All All

Application Linuxcontainers Lxc 0.7.4.2 All All All

Application Linuxcontainers Lxc 0.7.5 All All All

Application Linuxcontainers Lxc 0.8.0 All All All
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github.com/dotcloud/lxc/pull/1 CONFIRM github.com

sshd: Don't bind-mount /sbin/init read-write · f4d5cc8 · lxc/lxc · GitHub CONFIRM github.com Exploit, Patch

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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