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The Ixc-sshd template (templates/Ixc-sshd.in) in LXC before 1.0.0.beta2 uses read-write permissions when mounting /sbin/i

| 1|

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Linuxcontainers Lxc 0.1.0 All All All
Linuxcontainers Lxc 0.2.0 All All All
Linuxcontainers Lxc 0.2.1 All All All
Linuxcontainers Lxc 0.3.0 All All All
Linuxcontainers Lxc 0.4.0 All All All
Linuxcontainers Lxc 0.5.0 All All All
Linuxcontainers Lxc 0.5.1 All All All
Linuxcontainers Lxc 0.5.2 All All All
Linuxcontainers Lxc 0.6.0 All All All
Linuxcontainers Lxc 0.6.1 All All All
Linuxcontainers Lxc 0.6.2 All All All
Linuxcontainers Lxc 0.6.3 All All All
Linuxcontainers Lxc 0.6.4 All All All
Linuxcontainers Lxc 0.6.5 All All All
Linuxcontainers Lxc 0.7.0 All All All
Linuxcontainers Lxc 0.7.1 All All All
Linuxcontainers Lxc 0.7.2 All All All
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Application Linuxcontainers Lxc 0.7.3 All All All
Application Linuxcontainers Lxc 0.7.4 All All All
Application Linuxcontainers Lxc 0.7.41 All All All
Application Linuxcontainers Lxc 0.7.4.2 All All All
Application Linuxcontainers Lxc 0.7.5 All All All
Application Linuxcontainers Lxc 0.8.0 All All All
Application Linuxcontainers Lxc All All All All
Application Linuxcontainers Lxc 0.1.0 All All All
Application Linuxcontainers Lxc 0.2.0 All All All
Application Linuxcontainers Lxc 0.2.1 All All All
Application Linuxcontainers Lxc 0.3.0 All All All
Application Linuxcontainers Lxc 0.4.0 All All All
Application Linuxcontainers Lxc 0.5.0 All All All
Application Linuxcontainers Lxc 0.5.1 All All All
Application Linuxcontainers Lxc 0.5.2 All All All
Application Linuxcontainers Lxc 0.6.0 All All All
Application Linuxcontainers Lxc 0.6.1 All All All
Application Linuxcontainers Lxc 0.6.2 All All All
Application Linuxcontainers Lxc 0.6.3 All All All
Application Linuxcontainers Lxc 0.6.4 All All All
Application Linuxcontainers Lxc 0.6.5 All All All
Application Linuxcontainers Lxc 0.7.0 All All All
Application Linuxcontainers Lxc 0.7.1 All All All
Application Linuxcontainers Lxc 0.7.2 All All All
Application Linuxcontainers Lxc 0.7.3 All All All
Application Linuxcontainers Lxc 0.7.4 All All All
Application Linuxcontainers Lxc 0.7.4.1 All All All
Application Linuxcontainers Lxc 0.7.4.2 All All All
Application Linuxcontainers Lxc 0.7.5 All All All
Application Linuxcontainers Lxc 0.8.0 All All All
Reference Source Link Tags

Bug #1261045 “Security bugfix in Ixc-sshd template: add ro to th...” : Bugs : “Ixc” package : Ubuntu CONFIRM bugs.launchpad.net

USN-2104-1: LXC vulnerability | Ubuntu UBUNTU  www.ubuntu.com
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sshd: Don't bind-mount /sbin/init read-write - f4d5cc8 - Ixc/Ixc - GitHub CONFIRM github.com Explc
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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