
CVE-2013-6466
MITRE  NVD  CVE.ORG  Print: PDF 

Summary

CVE CVE-2013-6466

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-01-26 20:55:00 UTC

Updated 2019-07-29 14:24:00 UTC

Description Openswan 2.6.39 and earlier allows remote attackers to cause a denial of service (NULL pointer dereference and IKE daemon restart) via IKEv2 packets that lack expected payloads.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Xelerance Openswan 2.3.0 All All All

Application Xelerance Openswan 2.3.1 All All All

Application Xelerance Openswan 2.4.0 All All All

Application Xelerance Openswan 2.4.1 All All All

Application Xelerance Openswan 2.4.10 All All All

Application Xelerance Openswan 2.4.11 All All All

Application Xelerance Openswan 2.4.12 All All All

Application Xelerance Openswan 2.4.13 All All All

Application Xelerance Openswan 2.4.2 All All All

Application Xelerance Openswan 2.4.3 All All All

Application Xelerance Openswan 2.4.4 All All All

Application Xelerance Openswan 2.4.5 All All All

Application Xelerance Openswan 2.4.6 All All All

Application Xelerance Openswan 2.4.7 All All All

Application Xelerance Openswan 2.4.8 All All All

Application Xelerance Openswan 2.4.9 All All All

Application Xelerance Openswan 2.5.0 All All All
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Application Xelerance Openswan 2.5.0 All All All

Application Xelerance Openswan 2.5.0 sbs4 All All

Application Xelerance Openswan 2.5.0 sbs5 All All

Application Xelerance Openswan 2.5.01 All All All

Application Xelerance Openswan 2.5.02 All All All

Application Xelerance Openswan 2.5.03 All All All

Application Xelerance Openswan 2.5.04 All All All

Application Xelerance Openswan 2.5.05 All All All

Application Xelerance Openswan 2.5.06 All All All

Application Xelerance Openswan 2.5.07 All All All

Application Xelerance Openswan 2.5.08 All All All

Application Xelerance Openswan 2.5.09 All All All

Application Xelerance Openswan 2.5.10 All All All

Application Xelerance Openswan 2.5.11 All All All

Application Xelerance Openswan 2.5.12 All All All

Application Xelerance Openswan 2.5.13 All All All

Application Xelerance Openswan 2.5.14 All All All

Application Xelerance Openswan 2.5.15 All All All

Application Xelerance Openswan 2.5.16 All All All

Application Xelerance Openswan 2.5.17 All All All

Application Xelerance Openswan 2.5.18 All All All

Application Xelerance Openswan 2.6.01 All All All

Application Xelerance Openswan 2.6.02 All All All

Application Xelerance Openswan 2.6.03 All All All

Application Xelerance Openswan 2.6.04 All All All

Application Xelerance Openswan 2.6.05 All All All

Application Xelerance Openswan 2.6.06 All All All

Application Xelerance Openswan 2.6.07 All All All

Application Xelerance Openswan 2.6.08 All All All

Application Xelerance Openswan 2.6.09 All All All

Application Xelerance Openswan 2.6.10 All All All

Application Xelerance Openswan 2.6.11 All All All

Application Xelerance Openswan 2.6.12 All All All

Application Xelerance Openswan 2.6.13 All All All

Application Xelerance Openswan 2.6.14 All All All

Application Xelerance Openswan 2.6.15 All All All
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Application Xelerance Openswan 2.6.16 All All All

Application Xelerance Openswan 2.6.17 All All All

Application Xelerance Openswan 2.6.18 All All All

Application Xelerance Openswan 2.6.19 All All All

Application Xelerance Openswan 2.6.20 All All All

Application Xelerance Openswan 2.6.21 All All All

Application Xelerance Openswan 2.6.22 All All All

Application Xelerance Openswan 2.6.23 All All All

Application Xelerance Openswan 2.6.24 All All All

Application Xelerance Openswan 2.6.25 All All All

Application Xelerance Openswan 2.6.26 All All All

Application Xelerance Openswan 2.6.27 All All All

Application Xelerance Openswan 2.6.28 All All All

Application Xelerance Openswan 2.6.29 All All All

Application Xelerance Openswan 2.6.30 All All All

Application Xelerance Openswan 2.6.31 All All All

Application Xelerance Openswan 2.6.32 All All All

Application Xelerance Openswan 2.6.33 All All All

Application Xelerance Openswan 2.6.34 All All All

Application Xelerance Openswan 2.6.35 All All All

Application Xelerance Openswan 2.6.36 All All All

Application Xelerance Openswan 2.6.37 All All All

Application Xelerance Openswan 2.6.38 All All All

Application Xelerance Openswan 2.3.0 All All All

Application Xelerance Openswan 2.3.1 All All All

Application Xelerance Openswan 2.4.0 All All All

Application Xelerance Openswan 2.4.1 All All All

Application Xelerance Openswan 2.4.10 All All All

Application Xelerance Openswan 2.4.11 All All All

Application Xelerance Openswan 2.4.12 All All All

Application Xelerance Openswan 2.4.13 All All All

Application Xelerance Openswan 2.4.2 All All All

Application Xelerance Openswan 2.4.3 All All All

Application Xelerance Openswan 2.4.4 All All All

Application Xelerance Openswan 2.4.5 All All All

Application Xelerance Openswan 2.4.6 All All All
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Application Xelerance Openswan 2.4.6 All All All

Application Xelerance Openswan 2.4.7 All All All

Application Xelerance Openswan 2.4.8 All All All

Application Xelerance Openswan 2.4.9 All All All

Application Xelerance Openswan 2.5.0 All All All

Application Xelerance Openswan 2.5.0 sbs4 All All

Application Xelerance Openswan 2.5.0 sbs5 All All

Application Xelerance Openswan 2.5.01 All All All

Application Xelerance Openswan 2.5.02 All All All

Application Xelerance Openswan 2.5.03 All All All

Application Xelerance Openswan 2.5.04 All All All

Application Xelerance Openswan 2.5.05 All All All

Application Xelerance Openswan 2.5.06 All All All

Application Xelerance Openswan 2.5.07 All All All

Application Xelerance Openswan 2.5.08 All All All

Application Xelerance Openswan 2.5.09 All All All

Application Xelerance Openswan 2.5.10 All All All

Application Xelerance Openswan 2.5.11 All All All

Application Xelerance Openswan 2.5.12 All All All

Application Xelerance Openswan 2.5.13 All All All

Application Xelerance Openswan 2.5.14 All All All

Application Xelerance Openswan 2.5.15 All All All

Application Xelerance Openswan 2.5.16 All All All

Application Xelerance Openswan 2.5.17 All All All

Application Xelerance Openswan 2.5.18 All All All

Application Xelerance Openswan 2.6.01 All All All

Application Xelerance Openswan 2.6.02 All All All

Application Xelerance Openswan 2.6.03 All All All

Application Xelerance Openswan 2.6.04 All All All

Application Xelerance Openswan 2.6.05 All All All

Application Xelerance Openswan 2.6.06 All All All

Application Xelerance Openswan 2.6.07 All All All

Application Xelerance Openswan 2.6.08 All All All

Application Xelerance Openswan 2.6.09 All All All

Application Xelerance Openswan 2.6.10 All All All

Application Xelerance Openswan 2.6.11 All All All
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Application Xelerance Openswan 2.6.12 All All All

Application Xelerance Openswan 2.6.13 All All All

Application Xelerance Openswan 2.6.14 All All All

Application Xelerance Openswan 2.6.15 All All All

Application Xelerance Openswan 2.6.16 All All All

Application Xelerance Openswan 2.6.17 All All All

Application Xelerance Openswan 2.6.18 All All All

Application Xelerance Openswan 2.6.19 All All All

Application Xelerance Openswan 2.6.20 All All All

Application Xelerance Openswan 2.6.21 All All All

Application Xelerance Openswan 2.6.22 All All All

Application Xelerance Openswan 2.6.23 All All All

Application Xelerance Openswan 2.6.24 All All All

Application Xelerance Openswan 2.6.25 All All All

Application Xelerance Openswan 2.6.26 All All All

Application Xelerance Openswan 2.6.27 All All All

Application Xelerance Openswan 2.6.28 All All All

Application Xelerance Openswan 2.6.29 All All All

Application Xelerance Openswan 2.6.30 All All All

Application Xelerance Openswan 2.6.31 All All All

Application Xelerance Openswan 2.6.32 All All All

Application Xelerance Openswan 2.6.33 All All All

Application Xelerance Openswan 2.6.34 All All All

Application Xelerance Openswan 2.6.35 All All All

Application Xelerance Openswan 2.6.36 All All All

Application Xelerance Openswan 2.6.37 All All All

Application Xelerance Openswan 2.6.38 All All All

Application Xelerance Openswan All All All All

References

Reference Source Link Tags

PHOENIX CONTACT mGuard IKE daemon remote denial of service — English (USA) CONFIRM cert.vde.com

Debian -- Security Information -- DSA-2893-1 openswan DEBIAN www.debian.org

Openswan IKEv2 payloads Remote Denial Of Service Vulnerability BID www.securityfocus.com

libreswan.org/security/CVE-2013-6467/CVE-2013-6467.txt MISC libreswan.org Vendor Advisory

Red Hat Customer Portal REDHAT rhn.redhat.com
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Red Hat Customer Portal REDHAT rhn.redhat.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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CVE.report and Source URL Uptime Status status.cve.report

591298 Phoenix Contact mGuard Denial of Service (DoS) Vulnerability (VDE-2017-001)

http://rhn.redhat.com/errata/RHSA-2014-0185.html
https://exchange.xforce.ibmcloud.com/vulnerabilities/90524
https://www.cve.org/CVERecord?id=CVE-2013-6466
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