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Libreswan 3.7 and earlier allows remote attackers to cause a denial of service (NULL pointer dereference and IKE daemon
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Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Vendor Product Version Update Edition Language
Libreswan Libreswan 3.0 All All All
Libreswan Libreswan 3.1 All All All
Libreswan Libreswan 3.2 All All All
Libreswan Libreswan 3.3 All All All
Libreswan Libreswan 3.4 All All All
Libreswan Libreswan 35 All All All
Libreswan Libreswan 3.6 All All All
Libreswan Libreswan 3.0 All All All
Libreswan Libreswan 3.1 All All All
Libreswan Libreswan 3.2 All All All
Libreswan Libreswan 3.3 All All All
Libreswan Libreswan 3.4 All All All
Libreswan Libreswan 3.5 All All All
Libreswan Libreswan 3.6 All All All
Libreswan Libreswan All All All All
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Security Advisory SA56420 - libreswan IKEv2 Payload NULL Pointer Dereference Denial of Service Vulnerability - Secunia  SECUNIA  se

IBM X-Force Exchange XF ex
102172 OSvDB 0s'
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Libreswan 'IKEv2' Payloads Remote Denial of Service Vulnerability BID wv
CVE Program record CVE.ORG wv
NVD vulnerability detail NVD nvi
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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