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VE-2013-6474

MITRE NVD CVE.ORG JSON API Print: PDF 1)

CVE-2013-6474

PUBLIC

secalert@redhat.com

CVE Program / NVD first with legacy fallback
2014-03-14 15:55:00 UTC

2016-12-31 02:59:00 UTC

Heap-based buffer overflow in the pdftoopvp filter in CUPS and cups-filters before 1.0.47 allows remote attackers to execut

| 1|

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type

Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Application
Application
Application
Application

Application

Vendor Product Version Update Edition Language
Canonical Ubuntu Linux 10.04 - Its All
Canonical Ubuntu Linux 12.04 - Its All
Canonical Ubuntu Linux 12.10 All All All
Canonical Ubuntu Linux 13.10 All All All
Canonical Ubuntu Linux 10.04 - Its All
Canonical Ubuntu Linux 12.04 - Its All
Canonical Ubuntu Linux 12.10 All All All
Canonical Ubuntu Linux 13.10 All All All
Debian Debian Linux All All All All
Debian Debian Linux All All All All
Fedoraproject Fedora All All All All
Fedoraproject Fedora All All All All
Linuxfoundation Cups-filters 1.0 All All All
Linuxfoundation Cups-filters 1.0.1 All All All
Linuxfoundation Cups-filters 1.0.10 All All All
Linuxfoundation Cups-filters 1.0.11 All All All
Linuxfoundation Cups-filters 1.0.12 All All All
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Application Linuxtoundation Cups-tilters 1.0.35 All All All
Application Linuxfoundation Cups-filters 1.0.36 All All All
Application Linuxfoundation Cups-filters 1.0.37 All All All
Application Linuxfoundation Cups-filters 1.0.38 All All All
Application Linuxfoundation Cups-filters 1.0.39 All All All
Application Linuxfoundation Cups-filters 1.0.4 All All All
Application Linuxfoundation Cups-filters 1.0.40 All All All
Application Linuxfoundation Cups-filters 1.0.41 All All All
Application Linuxfoundation Cups-filters 1.0.42 All All All
Application Linuxfoundation Cups-filters 1.0.43 All All All
Application Linuxfoundation Cups-filters 1.0.44 All All All
Application Linuxfoundation Cups-filters 1.0.45 All All All
Application Linuxfoundation Cups-filters 1.0.5 All All All
Application Linuxfoundation Cups-filters 1.0.6 All All All
Application Linuxfoundation Cups-filters 1.0.7 All All All
Application Linuxfoundation Cups-filters 1.0.8 All All All
Application Linuxfoundation Cups-filters 1.0.9 All All All
Application Linuxfoundation Cups-filters All All All All
Reference Source Link
cups-filters 'pdftoopvp' Filter Remote Heap Buffer Overflow Vulnerability BID www.securityfocus.coi
USN-2144-1: CUPS vulnerabilities | Ubuntu UBUNTU  www.ubuntu.com
Debian -- Security Information -- DSA-2876-1 cups DEBIAN www.debian.org

1027548 — (CVE-2013-6474) CVE-2013-6474 cups-filters: heap-based buffer overflow flaw in pdftoopvp CONFIRM  bugzilla.redhat.com

bzr.linuxfoundation.org/loggerhead/openprinting/cups-filters/revision/7176 CONFIRM  bzr.linuxfoundation.or¢
Debian -- Security Information -- DSA-2875-1 cups-filters DEBIAN www.debian.org
USN-2143-1: cups-filters vulnerabilities | Ubuntu UBUNTU  www.ubuntu.com
CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

/

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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