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CVE-2013-6485

MITRE NVD CVE.ORG JSON API Print: PDF 1)

CVE-2013-6485

PUBLIC

secalert@redhat.com

CVE Program / NVD first with legacy fallback
2014-02-06 16:10:00 UTC

2014-03-16 04:42:00 UTC

Buffer overflow in util.c in libpurple in Pidgin before 2.10.8 allows remote HTTP servers to cause a denial of service (applice

| 1|

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Pidgin Pidgin 2.0.0 All All All
Pidgin Pidgin 2.0.1 All All All
Pidgin Pidgin 2.0.2 All All All
Pidgin Pidgin 2.1.0 All All All
Pidgin Pidgin 2.1.1 All All All
Pidgin Pidgin 2.10.0 All All All
Pidgin Pidgin 2.10.1 All All All
Pidgin Pidgin 2.10.2 All All All
Pidgin Pidgin 2.10.3 All All All
Pidgin Pidgin 2104 Al All All
Pidgin Pidgin 2.10.5 All All Al
Pidgin Pidgin 2.10.6 All Al All
Pidgin Pidgin 2.2.0 All All Al
Pidgin Pidgin 2.2.1 All Al All
Pidgin Pidgin 222 All All All
Pidgin Pidgin 2.3.0 All All All
Pidgin Pidain 2.3.1 All All All
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Application Pidgin Pidgin 2.6.4 Al Al Al
Application Pidgin Pidgin 2.6.5 All All All

Application Pidgin Pidgin 2.6.6 All All All

Application Pidgin Pidgin 2.7.0 All All All

Application Pidgin Pidgin 2.7.1 All All All

Application Pidgin Pidgin 2.7.10 All All All

Application Pidgin Pidgin 2.7.11 All All All

Application Pidgin Pidgin 2.7.2 All All All

Application Pidgin Pidgin 2.7.3 All All All

Application Pidgin Pidgin 2.7.4 All All All

Application Pidgin Pidgin 275 All All All

Application Pidgin Pidgin 2.7.6 All All All

Application Pidgin Pidgin 2.7.7 All All All

Application Pidgin Pidgin 2.7.8 All All All

Application Pidgin Pidgin 2.7.9 All All All

Application Pidgin Pidgin 2.8.0 All All All

Application Pidgin Pidgin 2.9.0 All All All

Application Pidgin Pidgin All All All All

Reference Source Link Tags

Pidgin 'process_chunked_data()' Function Heap Buffer Overflow Vulnerability =~ BID www.securityfocus.com
openSUSE-SU-2014:0326-1: moderate: update for pidgin SUSE lists.opensuse.org

pidgin/main: changeset c9e5aba2dafd CONFIRM  hg.pidgin.im

Debian -- Security Information -- DSA-2859-1 pidgin DEBIAN www.debian.org

Pidgin Security Advisories CONFIRM  pidgin.im Vendor Advisory
openSUSE-SU-2014:0239-1: moderate: update for pidgin, pidgin-branding-op  SUSE lists.opensuse.org

USN-2100-1: Pidgin vulnerabilities | Ubuntu UBUNTU  www.ubuntu.com

Red Hat Customer Portal REDHAT  rhn.redhat.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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