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Summary

CVE CVE-2013-6501

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-03-30 10:59:00 UTC

Updated 2016-11-30 02:59:00 UTC

Description The default soap.wsdl_cache_dir setting in (1) php.ini-production and (2) php.ini-development in PHP through 5.6.7 specifies the /tmp directory, which makes it easier for local users to conduct WSDL injection attacks by creating a file under /tmp with a predictable filename that is used by the get_sdl function in ext/soap/php_sdl.c.

Risk And Classification

Problem Types: CWE-74

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Php Php All All All All

Operating System Suse Linux Enterprise Server 11.0 sp3 All All

Operating System Suse Linux Enterprise Server 11.0 sp3 All All

Operating System Suse Linux Enterprise Server 11.0 sp3 All All

Operating System Suse Linux Enterprise Server 11.0 sp3 All All

References

Reference Source Link

[security-announce] SUSE-SU-2015:0436-1: important: Security update for SUSE lists.opensuse.org

Oracle Solaris Third Party Bulletin - July 2015 CONFIRM www.oracle.com

Bug 1009103 – CVE-2013-6501 php: predictable file name used for cache in world writeable directory CONFIRM bugzilla.redhat.com

PHP wdsl Extension CVE-2013-6501 Security Weakness BID www.securityfocus.com

PHP: Multiple vulnerabilities (GLSA 201606-10) — Gentoo security GENTOO security.gentoo.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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