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Use-after-free vulnerability in the Channel::SendRTCPPacket function in voice_engine/channel.cc in libjingle in WebRTC, a

] 1|

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type

Application
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Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Google Chrome 31.0.1650.0 All All All
Google Chrome 31.0.1650.10 All All All
Google Chrome 31.0.1650.11 All All All
Google Chrome 31.0.1650.12 All All All
Google Chrome 31.0.1650.13 All All All
Google Chrome 31.0.1650.14 All All All
Google Chrome 31.0.1650.15 All All All
Google Chrome 31.0.1650.16 All All All
Google Chrome 31.0.1650.17 All All All
Google Chrome 31.0.1650.18 All All All
Google Chrome 31.0.1650.19 All All All
Google Chrome 31.0.1650.2 All All All
Google Chrome 31.0.1650.20 All All All
Google Chrome 31.0.1650.22 All All All
Google Chrome 31.0.1650.23 All All All
Google Chrome 31.0.1650.25 All All All
Google Chrome 31.0.1650.26 All All All
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openSUSE-SU-2014:0065-1: moderate: update for chromium

Issue 296804 - chromium - Heap-use-after-free in webrtc::voe::Channel::SendRTCPPacket - An open-source project to help move the web for
[security-announce] openSUSE-SU-2013:1861-1: important: chromium: update

r4827 - webrtc - Web-based real-time communication - Google Project Hosting

[security-announce] openSUSE-SU-2013:1776-1: important: chromium: 31.0.1

[security-announce] openSUSE-SU-2013:1777-1: important: chromium: update

Issue 2275008: Fix for Heap-use-after-free in webrtc::voe::Channel::SendRTCPPacket - Code Review
Debian -- Security Information -- DSA-2799-1 chromium-browser

Chrome Releases: Stable Channel Update
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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