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Use-after-free vulnerability in the editing implementation in Blink, as used in Google Chrome before 31.0.1650.63, allows re

| 1|

Risk And Classification

Problem Types: CWE-399

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Google Chrome 31.0.1650.0 All All All
Google Chrome 31.0.1650.10 All All All
Google Chrome 31.0.1650.11 All All All
Google Chrome 31.0.1650.12 All All All
Google Chrome 31.0.1650.13 All All All
Google Chrome 31.0.1650.14 All All All
Google Chrome 31.0.1650.15 All All All
Google Chrome 31.0.1650.16 All All All
Google Chrome 31.0.1650.17 All All All
Google Chrome 31.0.1650.18 All All All
Google Chrome 31.0.1650.19 All All All
Google Chrome 31.0.1650.2 All All All
Google Chrome 31.0.1650.20 All All All
Google Chrome 31.0.1650.22 All All All
Google Chrome 31.0.1650.23 All All All
Google Chrome 31.0.1650.25 All All All
Google Chrome 31.0.1650.26 All All All
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Application Google Chrome 31.0.1650.39 Al Al Al
Application Google Chrome 31.0.1650.4 All All All
Application Google Chrome 31.0.1650.41 All All All
Application Google Chrome 31.0.1650.42 All All All
Application Google Chrome 31.0.1650.43 All All All
Application Google Chrome 31.0.1650.44 All All All
Application Google Chrome 31.0.1650.45 All All All
Application Google Chrome 31.0.1650.46 All All All
Application Google Chrome 31.0.1650.47 All All All
Application Google Chrome 31.0.1650.48 All All All
Application Google Chrome 31.0.1650.49 All All All
Application Google Chrome 31.0.1650.5 All All All
Application Google Chrome 31.0.1650.50 All All All
Application Google Chrome 31.0.1650.51 All All All
Application Google Chrome 31.0.1650.52 All All All
Application Google Chrome 31.0.1650.53 All All All
Application Google Chrome 31.0.1650.54 All All All
Application Google Chrome 31.0.1650.55 All All All
Application Google Chrome 31.0.1650.57 All All All
Application Google Chrome 31.0.1650.58 All All All
Application Google Chrome 31.0.1650.59 All All All
Application Google Chrome 31.0.1650.6 All All All
Application Google Chrome 31.0.1650.60 All All All
Application Google Chrome 31.0.1650.61 All All All
Application Google Chrome 31.0.1650.7 All All All
Application Google Chrome 31.0.1650.8 All All All
Application Google Chrome 31.0.1650.9 All All All
Application Google Chrome All All All All
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Google Chrome Multiple Bugs Let Remote Users Execute Arbitrary Code, Conduct Session Fixation Attacks, and Spoof the Address Bar - Sec
About the security content of iTunes 12.0.1 - Apple Support

About the security content of iOS 7.1 - Apple Support

About the security content of Safari 6.1.2 and Safari 7.0.2

openSUSE-SU-2013:1933-1: moderate: update for chromium
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openSUSE-SU-2014:0065-1: moderate: update for chromium

Security Advisory SA56217 - SUSE update for chromium - Secunia

About the security content of Apple TV 6.1 - Apple Support

[blink] Revision 161598

openSUSE-SU-2013:1927-1: moderate: update for chromium

314469 - chromium - An open-source project to help move the web forward. - Monorail
Chrome Releases: Stable Channel Update

Debian -- Security Information -- DSA-2811-1 chromium-browser

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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