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Summary

CVE CVE-2013-6638

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-12-07 00:55:00 UTC

Updated 2023-11-07 02:17:00 UTC

Description Multiple buffer overflows in runtime.cc in Google V8 before 3.22.24.7, as used in Google Chrome before 31.0.1650.63, allow remote attackers to cause a denial of service or possibly have unspecified other impact via vectors that trigger a large typed array, related to the (1) Runtime_TypedArrayInitialize and (2) Runtime_TypedArrayInitializeFromArrayLike functions.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Google Chrome 31.0.1650.0 All All All

Application Google Chrome 31.0.1650.10 All All All

Application Google Chrome 31.0.1650.11 All All All

Application Google Chrome 31.0.1650.12 All All All

Application Google Chrome 31.0.1650.13 All All All

Application Google Chrome 31.0.1650.14 All All All

Application Google Chrome 31.0.1650.15 All All All

Application Google Chrome 31.0.1650.16 All All All

Application Google Chrome 31.0.1650.17 All All All

Application Google Chrome 31.0.1650.18 All All All

Application Google Chrome 31.0.1650.19 All All All

Application Google Chrome 31.0.1650.2 All All All

Application Google Chrome 31.0.1650.20 All All All

Application Google Chrome 31.0.1650.22 All All All

Application Google Chrome 31.0.1650.23 All All All

Application Google Chrome 31.0.1650.25 All All All

Application Google Chrome 31.0.1650.26 All All All
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Application Google Chrome 31.0.1650.26 All All All

Application Google Chrome 31.0.1650.27 All All All

Application Google Chrome 31.0.1650.28 All All All

Application Google Chrome 31.0.1650.29 All All All

Application Google Chrome 31.0.1650.3 All All All

Application Google Chrome 31.0.1650.30 All All All

Application Google Chrome 31.0.1650.31 All All All

Application Google Chrome 31.0.1650.32 All All All

Application Google Chrome 31.0.1650.33 All All All

Application Google Chrome 31.0.1650.34 All All All

Application Google Chrome 31.0.1650.35 All All All

Application Google Chrome 31.0.1650.36 All All All

Application Google Chrome 31.0.1650.37 All All All

Application Google Chrome 31.0.1650.38 All All All

Application Google Chrome 31.0.1650.39 All All All

Application Google Chrome 31.0.1650.4 All All All

Application Google Chrome 31.0.1650.41 All All All

Application Google Chrome 31.0.1650.42 All All All

Application Google Chrome 31.0.1650.43 All All All

Application Google Chrome 31.0.1650.44 All All All

Application Google Chrome 31.0.1650.45 All All All

Application Google Chrome 31.0.1650.46 All All All

Application Google Chrome 31.0.1650.47 All All All

Application Google Chrome 31.0.1650.48 All All All

Application Google Chrome 31.0.1650.49 All All All

Application Google Chrome 31.0.1650.5 All All All

Application Google Chrome 31.0.1650.50 All All All

Application Google Chrome 31.0.1650.51 All All All

Application Google Chrome 31.0.1650.52 All All All

Application Google Chrome 31.0.1650.53 All All All

Application Google Chrome 31.0.1650.54 All All All

Application Google Chrome 31.0.1650.55 All All All

Application Google Chrome 31.0.1650.57 All All All

Application Google Chrome 31.0.1650.58 All All All

Application Google Chrome 31.0.1650.59 All All All

Application Google Chrome 31.0.1650.6 All All All
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Application Google Chrome 31.0.1650.60 All All All

Application Google Chrome 31.0.1650.61 All All All

Application Google Chrome 31.0.1650.7 All All All

Application Google Chrome 31.0.1650.8 All All All

Application Google Chrome 31.0.1650.9 All All All

Application Google Chrome 31.0.1650.0 All All All

Application Google Chrome 31.0.1650.10 All All All

Application Google Chrome 31.0.1650.11 All All All

Application Google Chrome 31.0.1650.12 All All All

Application Google Chrome 31.0.1650.13 All All All

Application Google Chrome 31.0.1650.14 All All All

Application Google Chrome 31.0.1650.15 All All All

Application Google Chrome 31.0.1650.16 All All All

Application Google Chrome 31.0.1650.17 All All All

Application Google Chrome 31.0.1650.18 All All All

Application Google Chrome 31.0.1650.19 All All All

Application Google Chrome 31.0.1650.2 All All All

Application Google Chrome 31.0.1650.20 All All All

Application Google Chrome 31.0.1650.22 All All All

Application Google Chrome 31.0.1650.23 All All All

Application Google Chrome 31.0.1650.25 All All All

Application Google Chrome 31.0.1650.26 All All All

Application Google Chrome 31.0.1650.27 All All All

Application Google Chrome 31.0.1650.28 All All All

Application Google Chrome 31.0.1650.29 All All All

Application Google Chrome 31.0.1650.3 All All All

Application Google Chrome 31.0.1650.30 All All All

Application Google Chrome 31.0.1650.31 All All All

Application Google Chrome 31.0.1650.32 All All All

Application Google Chrome 31.0.1650.33 All All All

Application Google Chrome 31.0.1650.34 All All All

Application Google Chrome 31.0.1650.35 All All All

Application Google Chrome 31.0.1650.36 All All All

Application Google Chrome 31.0.1650.37 All All All

Application Google Chrome 31.0.1650.38 All All All

Application Google Chrome 31.0.1650.39 All All All
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Application Google Chrome 31.0.1650.39 All All All

Application Google Chrome 31.0.1650.4 All All All

Application Google Chrome 31.0.1650.41 All All All

Application Google Chrome 31.0.1650.42 All All All

Application Google Chrome 31.0.1650.43 All All All

Application Google Chrome 31.0.1650.44 All All All

Application Google Chrome 31.0.1650.45 All All All

Application Google Chrome 31.0.1650.46 All All All

Application Google Chrome 31.0.1650.47 All All All

Application Google Chrome 31.0.1650.48 All All All

Application Google Chrome 31.0.1650.49 All All All

Application Google Chrome 31.0.1650.5 All All All

Application Google Chrome 31.0.1650.50 All All All

Application Google Chrome 31.0.1650.51 All All All

Application Google Chrome 31.0.1650.52 All All All

Application Google Chrome 31.0.1650.53 All All All

Application Google Chrome 31.0.1650.54 All All All

Application Google Chrome 31.0.1650.55 All All All

Application Google Chrome 31.0.1650.57 All All All

Application Google Chrome 31.0.1650.58 All All All

Application Google Chrome 31.0.1650.59 All All All

Application Google Chrome 31.0.1650.6 All All All

Application Google Chrome 31.0.1650.60 All All All

Application Google Chrome 31.0.1650.61 All All All

Application Google Chrome 31.0.1650.7 All All All

Application Google Chrome 31.0.1650.8 All All All

Application Google Chrome 31.0.1650.9 All All All

Application Google Chrome All All All All

Application Google V8 3.22.0 All All All

Application Google V8 3.22.1 All All All

Application Google V8 3.22.10 All All All

Application Google V8 3.22.11 All All All

Application Google V8 3.22.12 All All All

Application Google V8 3.22.13 All All All

Application Google V8 3.22.14 All All All

Application Google V8 3.22.15 All All All
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Application Google V8 3.22.16 All All All

Application Google V8 3.22.17 All All All

Application Google V8 3.22.18 All All All

Application Google V8 3.22.19 All All All

Application Google V8 3.22.2 All All All

Application Google V8 3.22.20 All All All

Application Google V8 3.22.21 All All All

Application Google V8 3.22.22 All All All

Application Google V8 3.22.23 All All All

Application Google V8 3.22.3 All All All

Application Google V8 3.22.4 All All All

Application Google V8 3.22.5 All All All

Application Google V8 3.22.6 All All All

Application Google V8 3.22.7 All All All

Application Google V8 3.22.8 All All All

Application Google V8 3.22.9 All All All

Application Google V8 3.22.0 All All All

Application Google V8 3.22.1 All All All

Application Google V8 3.22.10 All All All

Application Google V8 3.22.11 All All All

Application Google V8 3.22.12 All All All

Application Google V8 3.22.13 All All All

Application Google V8 3.22.14 All All All

Application Google V8 3.22.15 All All All

Application Google V8 3.22.16 All All All

Application Google V8 3.22.17 All All All

Application Google V8 3.22.18 All All All

Application Google V8 3.22.19 All All All

Application Google V8 3.22.2 All All All

Application Google V8 3.22.20 All All All

Application Google V8 3.22.21 All All All

Application Google V8 3.22.22 All All All

Application Google V8 3.22.23 All All All

Application Google V8 3.22.3 All All All

Application Google V8 3.22.4 All All All
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Application Google V8 3.22.5 All All All

Application Google V8 3.22.6 All All All

Application Google V8 3.22.7 All All All

Application Google V8 3.22.8 All All All

Application Google V8 3.22.9 All All All

Application Google V8 All All All All
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CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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