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AV-NIAC:LIAU:NIC:P/LP/AP Certain versions of Chrome from Google contain the foIIowing
’ vulnerability:

The DehoistArraylndex function in hydrogen-dehoist.cc (aka
hydrogen.cc) in Google V8 before 3.22.24.7, as used in Google
Chrome before 31.0.1650.63, allows remote attackers to cause a
denial of service (out-of-bounds write) or possibly have unspecified
other impact via JavaScript code that sets the value of an array
element with a crafted index.

CVE-2013-6639 has been assigned by [J] cve@mitre.org to track the vulnerability

CVSS2 Score: 7.5-HIGH |

Access Access Authentication
Vector Complexity

NETWORK LoW [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

CVE References

Description Tags Link

Google Chrome Multiple Bugs Let Remote () SECTRACK 1029442

Users Execute Arbitrary Code, Conduct Session

Fixation Attacks, and Spoof the Address Bar -

Security Tracker

r17801 - v8 - V8 JavaScript Engine - Google Z (Z) CONFIRM code.google.com/p/v8/source/detail?
Project Hosting r=17801

openSUSE-SU-2013:1962-1: moderate: v8 9 SUSE openSUSE-SU-2013:1962
openSUSE-SU-2013:1933-1: moderate: update 9 SUSE openSUSE-SU-2013:1933

far chraminm [ tovi/bim) |


https://cve.report/
https://cve.report/CVE-2013-6639/mitre
https://cve.report/CVE-2013-6639/nist
https://cve.report/CVE-2013-6639/cve_org
https://cve.report/CVE-2013-6639.pdf
http://cve.report/software/google/chrome
http://cve.report/vendor/google
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://www.securitytracker.com/id/1029442
http://code.google.com/p/v8/source/detail?r=17801
http://lists.opensuse.org/opensuse-updates/2013-12/msg00124.html
http://lists.opensuse.org/opensuse-updates/2013-12/msg00096.html

R [ SR

openSUSE-SU-2014:0065-1: moderate: update 9 SUSE openSUSE-SU-2014:0065

for chromium

Security Advisory SA56217 - SUSE update for Y SECUNIA 56217

chromium - Secunia

319835 - chromium - An open-source project to (%) CONFIRM

help move the web forward. - Monorail code.google.com/p/chromium/issues/detail?

id=319835

openSUSE-SU-2014:0092-1: moderate: v8 ) SUSE openSUSE-SU-2014:0092

openSUSE-SU-2013:1927-1: moderate: update 9 SUSE openSUSE-SU-2013:1927

for chromium

openSUSE-SU-2013:1960-1: moderate: v8 9 SUSE openSUSE-SU-2013:1960

Chrome Releases: Stable Channel Update & CONFIRM
googlechromereleases.blogspot.com/2013/12/stable-
channel-update.html

Security Advisory SA56216 - SUSE update for Y SECUNIA 56216

v8 - Secunia

Debian -- Security Information -- DSA-2811-1 (© DEBIAN DSA-2811

chromium-browser

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Google Chrome 31.0.1650.0 All All All
Application Google Chrome 31.0.1650.10 All All All
Application Google Chrome 31.0.1650.11 All All All
Application Google Chrome 31.0.1650.12 All All All
Application Google Chrome 31.0.1650.13 All All All
Application Google Chrome 31.0.1650.14 All All All
Application Google Chrome 31.0.1650.15 All All All
Application Google Chrome 31.0.1650.16 All All All
Application Google Chrome 31.0.1650.17 All All All
Application Google Chrome 31.0.1650.18 All All All
Application Google Chrome 31.0.1650.19 All All All

Aoplication Gooale Chrome 31.0.1650.2 All All All


http://lists.opensuse.org/opensuse-updates/2014-01/msg00042.html
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https://code.google.com/p/chromium/issues/detail?id=319835
http://lists.opensuse.org/opensuse-updates/2014-01/msg00063.html
http://lists.opensuse.org/opensuse-updates/2013-12/msg00090.html
http://lists.opensuse.org/opensuse-updates/2013-12/msg00122.html
http://googlechromereleases.blogspot.com/2013/12/stable-channel-update.html
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cpe:2.3:a:google:chrome:31.0.1650.0:*:*:*:*:*:*:*:

cpe:2.3:a:google:chrome:31.0.1650.2

R L

dkukakakakakak.

cpe:2.3:a:google:chrome:31.0.1650.20:™:*:*:*:*:*:*:

dkukakakakakak.

cpe:2.3:a:google:chrome:31.0.1650.22:*:*:*:*:*:*:*:

cpe:2.3:a:google:chrome:31.0.1650.2

dkukakukakakak.

I 2

cpe:2.3:a:google:chrome:31.0.1650.25:*:*:*:*:*:*:*:

dkukakkkakak.

cpe:2.3:a:google:chrome:31.0.1650.26:*:*:*:*:*:*:*:

dk Lk ak Lk kakak.

cpe:2.3:a:google:chrome:31.0.1650.27: %" :*:

dkkakkkakak.

cpe:2.3:a:google:chrome:31.0.1650.28:*:*:*:*:*:*:*:

rne 2 Raannnlechramea:R1 N 1RRN DQ Xk kokukukk.
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KLk kKK kK,

cpe:2.3:a:google:chrome:31.0.1650.3:*:*:*:*:**:*:

dkk Lk kkakuk.

cpe:2.3:a:google:chrome:31.0.1650.30::*:*:**:*:*:

Lk Lk k kR akak.

cpe:2.3:a:google:chrome:31.0.1650.31::*:*:**:*:*:

dkk kR ok akak.

cpe:2.3:a:google:chrome:31.0.1650.33:*:*:*:**:*:*:

dkk ok akakakak.

cpe:2.3:a:google:chrome:31.0.1650.34::*:*:**:*:*:

LRk kR ok ak k.

cpe:2.3:a:google:chrome:31.0.1650.35::*:*:**:*:*:

dkakak kR akak.

cpe:2.3:a:google:chrome:31.0.1650.36::*:*:*:*:*:*:

dkakakak ok ak k.

cpe:2.3:a:google:chrome:31.0.1650.38::*:*:**:*:*:

sk Rk kR akak.

cpe:2.3:a:google:chrome:31.0.1650.39:":*:*:*:*:*:*:

cpe:2.3:a:google:chrome:31.0.1650.4: %% ":*:*:*:

dkakakakakakak.

cpe:2.3:a:google:chrome:31.0.1650.49: :*:*:*:*:*:*":

cpe:2.3:a:google:chrome:31.0.1650.5:*:*:*:*:*:*:*:

dkukakakakakak.

cpe:2.3:a:google:chrome:31.0.1650.50:™:*:*:*:*:*:*:

dkkakukkakak.

cpe:2.3:a:google:chrome:31.0.1650.52:*:*:*:*:*:*:*:

dkkakkkakak.

cpe:2.3:a:google:chrome:31.0.1650.53:*:*:*:*:*:*:*:

dkkakkkakak.

cpe:2.3:a:google:chrome:31.0.1650.54 %% :*:

dk Lk akakakakak.

cpe:2.3:a:google:chrome:31.0.1650.55:: " :*:*:



dkkakkakakak.

cpe:2.3:a:google:chrome:31.0.1650.57:*:***:*:*:*:

Lkk ok kkakak.

cpe:2.3:a:google:chrome:31.0.1650.58:*:*:*:*:*:*:*:

Sk Lk k Lk akakuk.

cpe:2.3:a:google:chrome:31.0.1650.59::*:*:*:*:*:*:

cpe:2.3:a:google:chrome:31.0.1650.6:*:*:*:*:*:*:*:

dkk kR ok akak.

cpe:2.3:a:google:chrome:31.0.1650.61::*:*:**:*:*:

Kk kKK kK,

cpe:2.3:a:google:chrome:31.0.1650.7:*:***:**:*:

cpe:2.3:a:google:chrome:31.0.1650.8:*:*:*:*:*:*:*:

cpe:2.3:a:google:chrome:31.0.1650.9:*:**:*:**:*:

Kk koK kKK,

cpe:2.3:a:google:chrome:31.0.1650.0:*:*:*:*:*:*:*:

sk ok ak kR akak,

cpe:2.3:a:google:chrome:31.0.1650.10:":*:*:*:*:*:*:

dkakakakakakak.

cpe:2.3:a:google:chrome:31.0.1650.1 1" "

cpe:2.3:a:google:chrome:31.0.1650.2:*:*:*:*:*:*:*:

dkukakukakakak.

cpe:2.3:a:google:chrome:31.0.1650.20:™:*:*:*:*:*:*:

skukakkakakak.

cpe:2.3:a:google:chrome:31.0.1650.22:*:*:*:*:*:*:*:

dkakakakakakak.

cpe:2.3:a:google:chrome:31.0.1650.23: """

dkukakkakakak.

cpe:2.3:a:google:chrome:31.0.1650.25: % :*:*:*:*:

dkkakkkakuk.

cpe:2.3:a:google:chrome:31.0.1650.26:*:*:*:*:*:*:*:

Sk Lk ak Lk akakuk.

cpe:2.3:a:google:chrome:31.0.1650.27:*:*:*:**:*:*:

dkukakukakakak.

cpe:2.3:a:google:chrome:31.0.1650.28:*:*:*:*:*:*:*:



cpe:z.3:a:google:chrome:31.0.1650.29:":" "7

cpe:2.3:a:google:chrome:31.0.1650.3:*:*:*:*:**:*:

dkk ok kkakak.

cpe:2.3:a:google:chrome:31.0.1650.30::*:*:*:*:*:*:

SRk kk Lk akak.

cpe:2.3:a:google:chrome:31.0.1650.31::*:*:**:*:*:

Sk Lk ak Lk akakak.

cpe:2.3:a:google:chrome:31.0.1650.32::*:*:*:*:*:*:

Lk Lk ak kR akak.

cpe:2.3:a:google:chrome:31.0.1650.34::*:*:**:*:*:

dk Rk kR ok ak.

cpe:2.3:a:google:chrome:31.0.1650.35::*:*:**:*:*:

Sk Lk ak kR akak.

cpe:2.3:a:google:chrome:31.0.1650.36::*:*:*:*:*:*:

Sk Kk kR akak.

cpe:2.3:a:google:chrome:31.0.1650.37:*:*:*:**:*:*:

dkakakak ok akak,

cpe:2.3:a:google:chrome:31.0.1650.39:":*:*:*:*:*:*:

cpe:2.3:a:google:chrome:31.0.1650.4: %" ":*:*:*:

dkukakakakakak.

cpe:2.3:a:google:chrome:31.0.1650.49: " *:*:*:

AkLk kKKK Lk,

cpe:2.3:a:google:chrome:31.0.1650.5:*:*:*:*:*:*:*:

dkkakakakakak.

cpe:2.3:a:google:chrome:31.0.1650.50: :*:*:*:*:*:*:

dkakakukakakak.

cpe:2.3:a:google:chrome:31.0.1650.51 " "™

dkukakkkakak.

cpe:2.3:a:google:chrome:31.0.1650.52:*:*:*:*:*:*:*:

dkkakkkakak.

cpe:2.3:a:google:chrome:31.0.1650.53:*:*:*:*:*:*:*:

dkkakkkakak.

cpe:2.3:a:google:chrome:31.0.1650.54 %% :*:

dkkak Lk akakak.

cpe:2.3:a:google:chrome:31.0.1650.55:: " :*:*:



dk Rk Lk akakak.

cpe:2.3:a:google:chrome:31.0.1650.57:*:***:*:*:*:

Sk Lk ak Lk kakak.

cpe:2.3:a:google:chrome:31.0.1650.58:*:*:*:*:*:*:*:

Sk Lk k Lk akakak.

cpe:2.3:a:google:chrome:31.0.1650.59::*:*:*:*:*:*:

Kk kKK kK,

cpe:2.3:a:google:chrome:31.0.1650.6:*:*:*:*:*:*:*:

LRk ak kR akak,

cpe:2.3:a:google:chrome:31.0.1650.60::*:*:*:*:*:*:

cpe:2.3:a:google:chrome:31.0.1650.7:*:*:**:**:*:

Kk koK kR k.

cpe:2.3:a:google:chrome:31.0.1650.8:*:*:*:*:*:*:*:

Kk kKK kK,

cpe:2.3:a:google:chrome:31.0.1650.9:*:**:*:**:*:

dkak kR ok akakk.

cpe:2.3:a:google:chrome:*:*:**:*:**:*:

dk kR ok ak Rk,

cpe:2.3:a:google:v8:3.22.0: "

akak Kok ak Rk,

cpe:2.3:a:google:v8:3.22.1 "

akLk LKLk LKL KLk,

cpe:2.3:a:google:v8:3.22.19:*: "

akLkLk ok kak k.

cpe:2.3:a:google:v8:3.22.2:%* "

Ak kLKL Lk LKLk,

cpe:2.3:a:google:v8:3.22.20: "

Ak kKK kLK Lk,

cpe:2.3:a:google:v8:3.22.21 7 :F

Ak kKK kKK,

cpe:2.3:a:google:v8:3.22.22:* %

Ak kKK KLk Lk,

cpe:2.3:a:google:v8:3.22.23: % :*

ARk kR kR k.

cpe:2.3:a:google:v8:3.22.3:****



cpe:2.3:a:google:v8:3.22.4: ik

ARk kR kLR k.

cpe:2.3:a:google:v8:3.22.5:% % *

cpe:2.3:a:google:v8:3.22.6:

ARk kR kR k.

cpe:2.3:a:google:v8:3.22.7:**** i

ARk kR kR k.

cpe:2.3:a:google:v8:3.22.8:

cpe:2.3:a:google:v8:3.22.9: ki

ak Kk ok akakk,

cpe:2.3:a:google:v8:3.22.0:%

cpe:2.3:a:google:v8:3.22.1: ™

Kk ok kKKK,

cpe:2.3:a:google:v8:3.22.10: " "% ™:

cpe:2.3:a:google:v8:3.22.20: %"

akK KKK KLk

cpe:2.3:a:google:v8:3.22.22:™:* "

Ak kLKL KKK,

cpe:2.3:a:google:v8:3.22.23: % "

cpe:2.3:a:google:v8:3.22.3:
cpe:2.3:a:google:v8:3.22.4: ***
cpe:2.3:a:google:v8:3.22.5:%* **
cpe:2.3:a:google:v8:3.22.6:%:***
cpe:2.3:a:google:v8:3.22. 7 *

dkak kR Lk ak k.

cpe:2.3:a:google:v8:3.22.8:



cpe:2.3:a:google:v8:3.22.9:%* **

cpe:2.3:a:google:v8:

No vendor comments have been submitted for this CVE
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