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Summary

CVE CVE-2013-6668

State PUBLISHED

Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-03-05 05:11:22 UTC

Updated 2026-04-29 01:13:23 UTC

Description Multiple unspecified vulnerabilities in Google V8 before 3.24.35.10, as used in Google Chrome before 33.0.1750.146, allow attackers to cause a denial of service or possibly have other impact via unknown vectors.

Risk And Classification

Primary CVSS: v2.0 7.5 from nvd@nist.gov

AV:N/AC:L/Au:N/C:P/I:P/A:P

EPSS: 0.128200000 probability, percentile 0.940500000 (date 2026-05-02)

Problem Types: NVD-CWE-noinfo | n/a

CVSS v2.0 Breakdown

AV:N/AC:L/Au:N/C:P/I:P/A:P

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Access Vector

Network

Access Complexity

Low

Authentication

None

Confidentiality

Partial

Integrity

Partial

Availability

Partial

https://cve.report/
https://cve.report/CVE-2013-6668/mitre
https://cve.report/CVE-2013-6668/nist
https://cve.report/CVE-2013-6668/cve_org
https://cve.report/api/cve/CVE-2013-6668.json
https://cve.report/CVE-2013-6668.pdf


Operating System Debian Debian Linux 7.0 All All All

Operating System Debian Debian Linux 8.0 All All All

Application Google Chrome 33.0.1750.0 All All All

Application Google Chrome 33.0.1750.1 All All All

Application Google Chrome 33.0.1750.10 All All All

Application Google Chrome 33.0.1750.104 All All All

Application Google Chrome 33.0.1750.106 All All All

Application Google Chrome 33.0.1750.107 All All All

Application Google Chrome 33.0.1750.108 All All All

Application Google Chrome 33.0.1750.109 All All All

Application Google Chrome 33.0.1750.11 All All All

Application Google Chrome 33.0.1750.110 All All All

Application Google Chrome 33.0.1750.111 All All All

Application Google Chrome 33.0.1750.112 All All All

Application Google Chrome 33.0.1750.113 All All All

Application Google Chrome 33.0.1750.115 All All All

Application Google Chrome 33.0.1750.116 All All All

Application Google Chrome 33.0.1750.117 All All All

Application Google Chrome 33.0.1750.12 All All All

Application Google Chrome 33.0.1750.124 All All All

Application Google Chrome 33.0.1750.125 All All All

Application Google Chrome 33.0.1750.126 All All All

Application Google Chrome 33.0.1750.13 All All All

Application Google Chrome 33.0.1750.132 All All All

Application Google Chrome 33.0.1750.133 All All All

Application Google Chrome 33.0.1750.135 All All All

Application Google Chrome 33.0.1750.136 All All All

Application Google Chrome 33.0.1750.14 All All All

Application Google Chrome 33.0.1750.15 All All All

Application Google Chrome 33.0.1750.16 All All All

Application Google Chrome 33.0.1750.18 All All All

Application Google Chrome 33.0.1750.19 All All All

Application Google Chrome 33.0.1750.2 All All All

Application Google Chrome 33.0.1750.20 All All All

Application Google Chrome 33.0.1750.21 All All All

Application Google Chrome 33.0.1750.22 All All All
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Application Google Chrome 33.0.1750.22 All All All

Application Google Chrome 33.0.1750.23 All All All

Application Google Chrome 33.0.1750.24 All All All

Application Google Chrome 33.0.1750.25 All All All

Application Google Chrome 33.0.1750.26 All All All

Application Google Chrome 33.0.1750.27 All All All

Application Google Chrome 33.0.1750.28 All All All

Application Google Chrome 33.0.1750.29 All All All

Application Google Chrome 33.0.1750.3 All All All

Application Google Chrome 33.0.1750.30 All All All

Application Google Chrome 33.0.1750.31 All All All

Application Google Chrome 33.0.1750.34 All All All

Application Google Chrome 33.0.1750.35 All All All

Application Google Chrome 33.0.1750.36 All All All

Application Google Chrome 33.0.1750.37 All All All

Application Google Chrome 33.0.1750.38 All All All

Application Google Chrome 33.0.1750.39 All All All

Application Google Chrome 33.0.1750.4 All All All

Application Google Chrome 33.0.1750.40 All All All

Application Google Chrome 33.0.1750.41 All All All

Application Google Chrome 33.0.1750.42 All All All

Application Google Chrome 33.0.1750.43 All All All

Application Google Chrome 33.0.1750.44 All All All

Application Google Chrome 33.0.1750.45 All All All

Application Google Chrome 33.0.1750.46 All All All

Application Google Chrome 33.0.1750.47 All All All

Application Google Chrome 33.0.1750.48 All All All

Application Google Chrome 33.0.1750.49 All All All

Application Google Chrome 33.0.1750.5 All All All

Application Google Chrome 33.0.1750.50 All All All

Application Google Chrome 33.0.1750.51 All All All

Application Google Chrome 33.0.1750.52 All All All

Application Google Chrome 33.0.1750.53 All All All

Application Google Chrome 33.0.1750.54 All All All

Application Google Chrome 33.0.1750.55 All All All

Application Google Chrome 33.0.1750.56 All All All

http://cve.report/vendor/google
http://cve.report/software/google/chrome
http://cve.report/vendor/google
http://cve.report/software/google/chrome
http://cve.report/vendor/google
http://cve.report/software/google/chrome
http://cve.report/vendor/google
http://cve.report/software/google/chrome
http://cve.report/vendor/google
http://cve.report/software/google/chrome
http://cve.report/vendor/google
http://cve.report/software/google/chrome
http://cve.report/vendor/google
http://cve.report/software/google/chrome
http://cve.report/vendor/google
http://cve.report/software/google/chrome
http://cve.report/vendor/google
http://cve.report/software/google/chrome
http://cve.report/vendor/google
http://cve.report/software/google/chrome
http://cve.report/vendor/google
http://cve.report/software/google/chrome
http://cve.report/vendor/google
http://cve.report/software/google/chrome
http://cve.report/vendor/google
http://cve.report/software/google/chrome
http://cve.report/vendor/google
http://cve.report/software/google/chrome
http://cve.report/vendor/google
http://cve.report/software/google/chrome
http://cve.report/vendor/google
http://cve.report/software/google/chrome
http://cve.report/vendor/google
http://cve.report/software/google/chrome
http://cve.report/vendor/google
http://cve.report/software/google/chrome
http://cve.report/vendor/google
http://cve.report/software/google/chrome
http://cve.report/vendor/google
http://cve.report/software/google/chrome
http://cve.report/vendor/google
http://cve.report/software/google/chrome
http://cve.report/vendor/google
http://cve.report/software/google/chrome
http://cve.report/vendor/google
http://cve.report/software/google/chrome
http://cve.report/vendor/google
http://cve.report/software/google/chrome
http://cve.report/vendor/google
http://cve.report/software/google/chrome
http://cve.report/vendor/google
http://cve.report/software/google/chrome
http://cve.report/vendor/google
http://cve.report/software/google/chrome
http://cve.report/vendor/google
http://cve.report/software/google/chrome
http://cve.report/vendor/google
http://cve.report/software/google/chrome
http://cve.report/vendor/google
http://cve.report/software/google/chrome
http://cve.report/vendor/google
http://cve.report/software/google/chrome
http://cve.report/vendor/google
http://cve.report/software/google/chrome
http://cve.report/vendor/google
http://cve.report/software/google/chrome
http://cve.report/vendor/google
http://cve.report/software/google/chrome
http://cve.report/vendor/google
http://cve.report/software/google/chrome
http://cve.report/vendor/google
http://cve.report/software/google/chrome


Application Google Chrome 33.0.1750.57 All All All

Application Google Chrome 33.0.1750.58 All All All

Application Google Chrome 33.0.1750.59 All All All

Application Google Chrome 33.0.1750.6 All All All

Application Google Chrome 33.0.1750.60 All All All

Application Google Chrome 33.0.1750.61 All All All

Application Google Chrome 33.0.1750.62 All All All

Application Google Chrome 33.0.1750.63 All All All

Application Google Chrome 33.0.1750.64 All All All

Application Google Chrome 33.0.1750.65 All All All

Application Google Chrome 33.0.1750.66 All All All

Application Google Chrome 33.0.1750.67 All All All

Application Google Chrome 33.0.1750.68 All All All

Application Google Chrome 33.0.1750.69 All All All

Application Google Chrome 33.0.1750.7 All All All

Application Google Chrome 33.0.1750.70 All All All

Application Google Chrome 33.0.1750.71 All All All

Application Google Chrome 33.0.1750.73 All All All

Application Google Chrome 33.0.1750.74 All All All

Application Google Chrome 33.0.1750.75 All All All

Application Google Chrome 33.0.1750.76 All All All

Application Google Chrome 33.0.1750.77 All All All

Application Google Chrome 33.0.1750.79 All All All

Application Google Chrome 33.0.1750.8 All All All

Application Google Chrome 33.0.1750.80 All All All

Application Google Chrome 33.0.1750.81 All All All

Application Google Chrome 33.0.1750.82 All All All

Application Google Chrome 33.0.1750.83 All All All

Application Google Chrome 33.0.1750.85 All All All

Application Google Chrome 33.0.1750.88 All All All

Application Google Chrome 33.0.1750.89 All All All

Application Google Chrome 33.0.1750.9 All All All

Application Google Chrome 33.0.1750.90 All All All

Application Google Chrome 33.0.1750.91 All All All

Application Google Chrome 33.0.1750.92 All All All
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Application Google Chrome 33.0.1750.93 All All All

Application Google Chrome All All All All

Application Google V8 3.24.0 All All All

Application Google V8 3.24.1 All All All

Application Google V8 3.24.10 All All All

Application Google V8 3.24.11 All All All

Application Google V8 3.24.12 All All All

Application Google V8 3.24.13 All All All

Application Google V8 3.24.14 All All All

Application Google V8 3.24.15 All All All

Application Google V8 3.24.16 All All All

Application Google V8 3.24.17 All All All

Application Google V8 3.24.18 All All All

Application Google V8 3.24.19 All All All

Application Google V8 3.24.2 All All All

Application Google V8 3.24.20 All All All

Application Google V8 3.24.21 All All All

Application Google V8 3.24.22 All All All

Application Google V8 3.24.23 All All All

Application Google V8 3.24.24 All All All

Application Google V8 3.24.25 All All All

Application Google V8 3.24.26 All All All

Application Google V8 3.24.27 All All All

Application Google V8 3.24.28 All All All

Application Google V8 3.24.29 All All All

Application Google V8 3.24.3 All All All

Application Google V8 3.24.30 All All All

Application Google V8 3.24.31 All All All

Application Google V8 3.24.32 All All All

Application Google V8 3.24.33 All All All

Application Google V8 3.24.34 All All All

Application Google V8 3.24.4 All All All

Application Google V8 3.24.5 All All All

Application Google V8 3.24.6 All All All

Application Google V8 3.24.7 All All All

Application Google V8 3.24.8 All All All
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Application Google V8 3.24.8 All All All

Application Google V8 3.24.9 All All All

Application Google V8 All All All All

Application Nodejs Node.js All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

References

Reference

Issue 344186 - chromium - OOB write due to invalid bounds check in v8 - An open-source project to help move the web forward. - Google Project Hosting

Issue 343964 - chromium - UNKNOWN in v8::internal::FixedArray::get - An open-source project to help move the web forward. - Google Project Hosting

Mageia Advisory: MGASA-2014-0516 - Updated nodejs package fixes security vulnerabilities

Security Advisory SA61184 - IBM SDK for Node.js Multiple Vulnerabilities - Secunia

v8 - V8 JavaScript Engine - Monorail

Security Bulletin: Multiple Vulnerabilities in Current Release of IBM® SDK for Node.js™

Issue 347909 - chromium - CHECK failure in CHECK(value->IsHeapObject()) failed: ../src/objects-debug.cc(295) - An open-source project to help move the web forward. - Google Project Hosting

Debian -- Security Information -- DSA-2883-1 chromium-browser

v8 - V8 JavaScript Engine - Monorail

Support / Security / Advisories / / MDVSA-2015:142 | Mandriva

Chrome Releases: Stable Channel Update

Google Chrome Prior to 33.0.1750.146 Multiple Security Vulnerabilities

v8 - V8 JavaScript Engine - Monorail

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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