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Summary

CVE CVE-2013-6673

State PUBLIC

Assigner security@mozilla.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-12-11 15:55:00 UTC

Updated 2020-08-12 14:49:00 UTC

Description Mozilla Firefox before 26.0, Firefox ESR 24.x before 24.2, Thunderbird before 24.2, and SeaMonkey before 2.23 do not recognize a user's removal of trust from an EV X.509 certificate, which makes it easier for man-in-the-middle attackers to spoof SSL servers in opportunistic circumstances via a valid certificate that is unacceptable to the user.

Risk And Classification

Problem Types: CWE-310

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Canonical Ubuntu Linux 12.04 All All All

Operating System Canonical Ubuntu Linux 12.10 All All All

Operating System Canonical Ubuntu Linux 13.04 All All All

Operating System Canonical Ubuntu Linux 13.10 All All All

Operating System Canonical Ubuntu Linux 12.04 All All All

Operating System Canonical Ubuntu Linux 12.10 All All All

Operating System Canonical Ubuntu Linux 13.04 All All All

Operating System Canonical Ubuntu Linux 13.10 All All All

Operating System Fedoraproject Fedora 18 All All All

Operating System Fedoraproject Fedora 19 All All All

Operating System Fedoraproject Fedora 20 All All All

Operating System Fedoraproject Fedora 18 All All All

Operating System Fedoraproject Fedora 19 All All All

Operating System Fedoraproject Fedora 20 All All All

Application Mozilla Firefox All All All All

Application Mozilla Firefox All All All All

Application Mozilla Firefox Esr All All All All
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Application Mozilla Firefox Esr All All All All

Application Mozilla Firefox Esr All All All All

Application Mozilla Seamonkey All All All All

Application Mozilla Seamonkey All All All All

Application Mozilla Thunderbird All All All All

Application Mozilla Thunderbird All All All All

Operating System Opensuse Opensuse 12.2 All All All

Operating System Opensuse Opensuse 12.3 All All All

Operating System Opensuse Opensuse 13.1 All All All

Operating System Opensuse Opensuse 12.2 All All All

Operating System Opensuse Opensuse 12.3 All All All

Operating System Opensuse Opensuse 13.1 All All All

Operating System Suse Linux Enterprise Desktop 11 sp3 All All

Operating System Suse Linux Enterprise Desktop 11 sp3 All All

Operating System Suse Linux Enterprise Server 11 sp3 All All

Operating System Suse Linux Enterprise Server 11 sp3 All All

Operating System Suse Linux Enterprise Server 11 sp3 All All

Operating System Suse Linux Enterprise Server 11 sp3 All All

Application Suse Suse Linux Enterprise Software Development Kit 11.0 sp3 All All

Application Suse Suse Linux Enterprise Software Development Kit 11.0 sp3 All All

References

Reference Source

Oracle Solaris Bulletin - April 2016 CONFIRM

openSUSE-SU-2014:0008-1: moderate: update for seamonkey SUSE

openSUSE-SU-2013:1958-1: moderate: update for MozillaThunderbird SUSE

USN-2052-1: Firefox vulnerabilities | Ubuntu UBUNTU

[SECURITY] Fedora 20 Update: firefox-26.0-3.fc20 FEDORA

Mozilla Firefox Multiple Flaws Let Remote Users Execute Arbitrary Code and Conduct Cross-Site Scripting Attacks - SecurityTracker SECTRACK

[SECURITY] Fedora 18 Update: thunderbird-24.2.0-2.fc18 FEDORA

MFSA 2013-113: Trust settings for built-in roots ignored during EV certificate validation CONFIRM

[security-announce] SUSE-SU-2013:1919-1: important: Security update for SUSE

Gentoo Security GENTOO

Mozilla Seamonkey Multiple Flaws Let Remote Users Execute Arbitrary Code and Conduct Cross-Site Scripting Attacks - SecurityTracker SECTRACK

openSUSE-SU-2013:1918-1: moderate: update for MozillaFirefox SUSE

Mozilla Firefox/Thunderbird/SeaMonkey CVE-2013-6673 Security Bypass Vulnerability BID

USN-2053-1: Thunderbird vulnerabilities | Ubuntu UBUNTU
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USN-2053-1: Thunderbird vulnerabilities | Ubuntu UBUNTU

[SECURITY] Fedora 19 Update: firefox-26.0-2.fc19 FEDORA

openSUSE-SU-2013:1917-1: moderate: update for MozillaFirefox SUSE

917380 – (CVE-2013-6673) Extended validation root certificates are trusted even if the user has explicitly removed their trust CONFIRM

openSUSE-SU-2013:1916-1: moderate: update for MozillaFirefox SUSE

openSUSE-SU-2013:1957-1: moderate: update for MozillaThunderbird SUSE

[SECURITY] Fedora 19 Update: thunderbird-24.2.0-2.fc19 FEDORA

openSUSE-SU-2013:1959-1: moderate: update for MozillaThunderbird SUSE

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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