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CVE-2013-6689

Source: Mitre Source: NIST CVE.ORG Print: PDF %5

AVUACMAUNCCICAC Certain versions of Unified Communications Manager from Cisco
’ contain the following vulnerability:

Cisco Unified Communications Manager (Unified CM) 9.1(1) and
earlier allows local users to bypass file permissions, and read, modify,
or create arbitrary files, via an "overload" of the command-line utility,
aka Bug ID CSCui58229.

CVE-2013-6689 has been assigned by ;& psirt@cisco.com to track the vulnerability

CVSS2 Score: 6.9 - MEDIUM

Access Access Authentication
Vector Complexity
[ NONE |
Confidentiality Integrity Availability
Impact Impact Impact
CVE References
Description Tags Link
Cisco Security Notice: Cisco Unified Communications Manager (% CISCO 20131113 Cisco Unified Communications
Arbitrary File Read/Write Vulnerability Manager Arbitrary File Read/Write Vulnerability
Alert Details - Security Center - Cisco Systems () CONFIRM

tools.cisco.com/security/center/viewAlert.x?
alertld=31758

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE
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Unified Communications Manager
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cpe:2.3:a:cisco:unified_communications_manager:4.1\(3\)sr3

cpe:2.3:a:cisco:unified_communications_manager:4.1\(3\)sr4

cpe:2.3:a:cisco:unified_communications_manager:4.2

cpe:2.3:a:cisco:unified_communications_manager:4.2.1:*:*:*:**:*::

cpe:2.3:a:cisco:unified_communications_manager:4.2.2:*:*:*:**:*:*:

cpe:2.3:a:cisco:unified_communications_manager:4.2.3:*:*:*:**

cpe:2.3:a:cisco:unified_communications_manager:4.2.3sr1
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akLk KKK LKLk,

Ak kLKL LK LKLk,

dkukakakakakak.

ARk kKK LKLk,
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9.0\(1))
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dkak kR akakk.

cpe:2.3:a:cisco:unified_communications_manager:4.2.3sr2b:*:*:*:*

Skukakakkakak.

cpe:2.3:a:cisco:unified_communications_manager:4.3:*:**:*:*:*:*:

Kk koK kKK,

cpe:2.3:a:cisco:unified_communications_manager:4.3(1):*:*: "
cpe:2.3:a:cisco:unified_communications_manager:4.3\(1\):*:* "

cpe:2.3:a:cisco:unified_communications_manager:5.0:*:*:*:**:*:*:

cpe:2.3:a:cisco:unified_communications_manager:5.1:*:*:*:**:*:*:

AnAD iacnicnninifind Anmmiininatinne mananarR A\ Fokakokokakk,



UMG.L.0.A.VIDULU.UITITIGU_LUITHITTIUTIVAUUVLID_HTalayGl.J. IT\\VV ).« o 0 v o e

Skuk Lk kkakak.

cpe:2.3:a:cisco:unified_communications_manager:6.0:*:**:*:*:*:*:

Ak kLK LK LKLk LK,

cpe:2.3:a:cisco:unified_communications_manager:6.1(5):*:*:*:*:*:*:*:

dkkakkkakak.

cpe:2.3:a:cisco:unified_communications_manager:6.1(5)sut:*:**:**:*:*:

dkakakkakakak.

cpe:2.3:a:cisco:unified_communications_manager:6.1(5)su2:*:*:*:*:*:*:*:






akLk kKK kK,

cpe:2.3:a:cisco:unified_communications_manager:7.1(2a)sut " " ™

Kk kL kKKK,

cpe:2.3:a:cisco:unified_communications_manager:7.1(5):*:*****:*:

sk Rk ok akakak.

cpe:2.3:a:cisco:unified_communications_manager:7.1(5)sul:*:*:**:**:*:

akLkak kKKK,

cpe:2.3:a:cisco:unified_communications_manager:7.1\(3a\)suta:*:*:*:"*:*:*:



dkk ok k Lk akuk.

cpe:2.3:a:cisco:unified_communications_manager:7.1\(3b\)su1:*:

dkk ok kakakak.

cpe:2.3:a:cisco:unified_communications_manager:7.1\(3b\)su2:*:*:*:*:*:*:*:

dkakakokakakok.

cpe:2.3:a:cisco:unified_communications_manager:8.0(2¢):*:*:*:*:*:*:*:

R

cpe:2.3:a:cisco:unified_communications_manager:8.0(2c)sut:*:*:*:*:*:*:*:

Ak kLK LK LKLk LK,

cpe:2.3:a:cisco:unified_communications_manager:8.0(3):*:*:*:*:**:*:

aKLk kKKK Lk,

cpe:2.3:a:cisco:unified_communications_manager:8.0(3a)su:*:*:*:*:*:*:*:

akLk kKKK Lk,

cpe:2.3:a:cisco:unified_communications_manager:8.0(3a)su2:*:*:*:*:*:*:*:



dkakakakakakak.

cpe:2.3:a:cisco:unified_communications_manager:8.5:*:*:*:*:*:*:*:

Wkk kK kKK,

cpe:2.3:a:cisco:unified_communications_manager:8.5(1):*:*:****:*:

R R L

cpe:2.3:a:cisco:unified_communications_manager:8.5\(1\)sub:*:*:*:*:*:*:*:

cpe:2.3:a:cisco:unified_communications_manager:8.6:*:*:*:*:*:*:*:

Ak kKK kKK,

cpe:2.3:a:cisco:unified_communications_manager:8.6(1):*:*:*:*:*:*:*:



KLk kKK kLK,

cpe:2.3:a:cisco:unified_communications_manager:8.6(2a)sut:*:*:*:**:*:*:

Sk Rk kR akak.

cpe:2.3:a:cisco:unified_communications_manager:8.6\(2a\)su2:*:*:*:*:*:*:*:

dkakakak ok akak.

cpe:2.3:a:cisco:unified_communications_manager:8.6\(2a\)su3:*:*:*:*:*:*:*:

ARk kKK LKLk,

cpe:2.3:a:cisco:unified_communications_manager:4.1\(3\)sr4:*:*:****:*:

cpe:2.3:a:cisco:unified_communications_manager:4.2:*:*:*:*:*:*:*:

cpe:2.3:a:cisco:unified_communications_manager:4.2.1:*:*:*:**:*:*:

cpe:2.3:a:cisco:unified_communications_manager:4.2.2:*:*:*:* %

cpe:2.3:a:cisco:unified_communications_manager:4.2.3:*:*:*:**:*:*:



Ak koK kKKK,

cpe:2.3:a:cisco:unified_communications_manager:4.2.3sr1:*:*:**:* %

Kk ok kKKK,

cpe:2.3:a:cisco:unified_communications_manager:4.2.3sr2:*:*:*:*:**:*:

LRk kR Lk ak k.

cpe:2.3:a:cisco:unified_communications_manager:4.2.3sr2b:*:*:*:*:*:*:*:

Sk Lk k kR akak.

cpe:2.3:a:cisco:unified_communications_manager:4.3:*:*:*:*:*:*:*:

Sk Lk ak kR akak.

cpe:2.3:a:cisco:unified_communications_manager:5.0:*:*:*:*:*:*:*:
PR I O L 0

cpe:2.3:a:cisco:unified_communications_manager:5.1:*:*:*:**:*:*:

cpe:2.3:a:cisco:unified_communications_manager:5.1.2:*:*:*:*:*:*:*:

rne2 R:arieen-inified commiinicatinne mananarf 1\(D\\qi g-*-xkkkokk.



R T T L T I T R Ly L I



dkk ok kakakak.

cpe:2.3:a:cisco:unified_communications_manager:7.1\(5b\)su2:*:*:**:*:*:*:

Lk Lk ak kR akak.

cpe:2.3:a:cisco:unified_communications_manager:7.1\(5b\)sud:*:*:*:*:*:*:*:



Kk kKK kK,

cpe:2.3:a:cisco:unified_communications_manager:8.5\(1\)su5:*:*:*:***:*:

cpe:2.3:a:cisco:unified_communications_manager:8.6:*:*:*:*:*:*:*:

Lk Lk ak kR akak.

cpe:2.3:a:cisco:unified_communications_manager:8.6\(2a\)su1:*:*:*:*:*:*:*:

Lk Lk ak kR akak.

cpe:2.3:a:cisco:unified_communications_manager:8.6\(2a\)su2:*:*:*:*:*:*:*:

No vendor comments have been submitted for this CVE
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