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Summary

CVE CVE-2013-6717

State PUBLIC

Assigner psirt@us.ibm.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-12-19 22:55:00 UTC

Updated 2018-09-25 10:29:00 UTC

Description The OLAP query engine in IBM DB2 and DB2 Connect 9.7 through FP9, 9.8 through FP5, 10.1 through FP3, and 10.5 through FP2, and the DB2 pureScale Feature 9.8 for Enterprise Server Edition, allows remote authenticated users to cause a denial of service (database outage and deactivation) via unspecified vectors.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Ibm Db2 10.1 All All All

Application Ibm Db2 10.1.0.1 All All All

Application Ibm Db2 10.1.0.2 All All All

Application Ibm Db2 10.1.0.3 All All All

Application Ibm Db2 10.5 All All All

Application Ibm Db2 10.5.0.1 All All All

Application Ibm Db2 10.5.0.2 All All All

Application Ibm Db2 9.7 All All All

Application Ibm Db2 9.7.0.1 All All All

Application Ibm Db2 9.7.0.2 All All All

Application Ibm Db2 9.7.0.3 All All All

Application Ibm Db2 9.7.0.4 All All All

Application Ibm Db2 9.7.0.5 All All All

Application Ibm Db2 9.7.0.6 All All All

Application Ibm Db2 9.7.0.7 All All All

Application Ibm Db2 9.7.0.8 All All All

Application Ibm Db2 9.7.0.9 All All All
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Application Ibm Db2 9.7.0.9 All All All

Application Ibm Db2 9.8 All All All

Application Ibm Db2 9.8.0.3 All All All

Application Ibm Db2 9.8.0.4 All All All

Application Ibm Db2 9.8.0.5 All All All

Application Ibm Db2 10.1 All All All

Application Ibm Db2 10.1.0.1 All All All

Application Ibm Db2 10.1.0.2 All All All

Application Ibm Db2 10.1.0.3 All All All

Application Ibm Db2 10.5 All All All

Application Ibm Db2 10.5.0.1 All All All

Application Ibm Db2 10.5.0.2 All All All

Application Ibm Db2 9.7 All All All

Application Ibm Db2 9.7.0.1 All All All

Application Ibm Db2 9.7.0.2 All All All

Application Ibm Db2 9.7.0.3 All All All

Application Ibm Db2 9.7.0.4 All All All

Application Ibm Db2 9.7.0.5 All All All

Application Ibm Db2 9.7.0.6 All All All

Application Ibm Db2 9.7.0.7 All All All

Application Ibm Db2 9.7.0.8 All All All

Application Ibm Db2 9.7.0.9 All All All

Application Ibm Db2 9.8 All All All

Application Ibm Db2 9.8.0.3 All All All

Application Ibm Db2 9.8.0.4 All All All

Application Ibm Db2 9.8.0.5 All All All

Application Ibm Db2 Connect 10.1 All All All

Application Ibm Db2 Connect 10.1.0.1 All All All

Application Ibm Db2 Connect 10.1.0.2 All All All

Application Ibm Db2 Connect 10.1.0.3 All All All

Application Ibm Db2 Connect 10.5 All All All

Application Ibm Db2 Connect 10.5.0.1 All All All

Application Ibm Db2 Connect 10.5.0.2 All All All

Application Ibm Db2 Connect 9.7 All All All

Application Ibm Db2 Connect 9.7.0.1 All All All

Application Ibm Db2 Connect 9.7.0.2 All All All
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Application Ibm Db2 Connect 9.7.0.3 All All All

Application Ibm Db2 Connect 9.7.0.4 All All All

Application Ibm Db2 Connect 9.7.0.5 All All All

Application Ibm Db2 Connect 9.7.0.6 All All All

Application Ibm Db2 Connect 9.7.0.7 All All All

Application Ibm Db2 Connect 9.7.0.8 All All All

Application Ibm Db2 Connect 9.7.0.9 All All All

Application Ibm Db2 Connect 9.8 All All All

Application Ibm Db2 Connect 9.8.0.3 All All All

Application Ibm Db2 Connect 9.8.0.4 All All All

Application Ibm Db2 Connect 9.8.0.5 All All All

Application Ibm Db2 Connect 10.1 All All All

Application Ibm Db2 Connect 10.1.0.1 All All All

Application Ibm Db2 Connect 10.1.0.2 All All All

Application Ibm Db2 Connect 10.1.0.3 All All All

Application Ibm Db2 Connect 10.5 All All All

Application Ibm Db2 Connect 10.5.0.1 All All All

Application Ibm Db2 Connect 10.5.0.2 All All All

Application Ibm Db2 Connect 9.7 All All All

Application Ibm Db2 Connect 9.7.0.1 All All All

Application Ibm Db2 Connect 9.7.0.2 All All All

Application Ibm Db2 Connect 9.7.0.3 All All All

Application Ibm Db2 Connect 9.7.0.4 All All All

Application Ibm Db2 Connect 9.7.0.5 All All All

Application Ibm Db2 Connect 9.7.0.6 All All All

Application Ibm Db2 Connect 9.7.0.7 All All All

Application Ibm Db2 Connect 9.7.0.8 All All All

Application Ibm Db2 Connect 9.7.0.9 All All All

Application Ibm Db2 Connect 9.8 All All All

Application Ibm Db2 Connect 9.8.0.3 All All All

Application Ibm Db2 Connect 9.8.0.4 All All All

Application Ibm Db2 Connect 9.8.0.5 All All All

Application Ibm Db2 Purescale Feature 9.8 - - - All

Application Ibm Db2 Purescale Feature 9.8 - - - All
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Reference

About Secunia Research | Flexera

Security Bulletin: Executing a query with an OLAP specification causes the DB2 server to terminate database connections. (CVE-2013-6717)

IC97762

IBM DB2 and DB2 Connect CVE-2013-6717 Remote Denial of Service Vulnerability

IC97737: SECURITY: QUERY WITH OLAP SPECIFICATION CAUSES DB2 SERVER TO SHUTDOWN DATABASE. (CVE-2013-6717)

IC95641: SECURITY: QUERY WITH OLAP SPECIFICATION CAUSES DB2 SERVER TO SHUTDOWN DATABASE. (CVE-2013-6717)

IBM X-Force Exchange

IBM notice: The page you requested cannot be displayed

IC97738: SECURITY: QUERY WITH OLAP SPECIFICATION CAUSES DB2 SERVER TO SHUTDOWN DATABASE. (CVE-2013-6717)

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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