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Summary

CVE CVE-2013-6786

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-01-16 19:55:00 UTC

Updated 2023-04-26 18:55:00 UTC

Description Cross-site scripting (XSS) vulnerability in Allegro RomPager before 4.51, as used on the ZyXEL P660HW-D1, Huawei MT882, Sitecom WL-174, TP-LINK TD-8816, and D-Link DSL-2640R and DSL-2641R, when the "forbidden author header" protection mechanism is bypassed, allows remote attackers to inject arbitrary web script or HTML by requesting a nonexistent URI in conjunction with a crafted HTTP Referer header that is not properly handled in a 404 page. 

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Allegrosoft Rompager All All All All

Hardware D-link Dsl-2640r - All All All

Hardware D-link Dsl-2640r - All All All

Hardware D-link Dsl-2641r - All All All

Hardware D-link Dsl-2641r - All All All

Hardware Dlink Dsl-2640r - All All All

Hardware Dlink Dsl-2641r - All All All

Hardware Huawei Mt882 - All All All

Hardware Huawei Mt882 - All All All

Hardware Sitecom Wl-174 - All All All

Hardware Sitecom Wl-174 - All All All

Hardware Tp-link Td-8816 - All All All

Hardware Tp-link Td-8816 - All All All

Hardware Zyxel P-660hw D1 - All All All

Hardware Zyxel P-660hw D1 - All All All

References

https://cve.report/
https://cve.report/CVE-2013-6786/mitre
https://cve.report/CVE-2013-6786/nist
https://cve.report/CVE-2013-6786/cve_org
https://cve.report/CVE-2013-6786.pdf
http://cve.report/vendor/allegrosoft
http://cve.report/software/allegrosoft/rompager
http://cve.report/vendor/d-link
http://cve.report/software/d-link/dsl-2640r
http://cve.report/vendor/d-link
http://cve.report/software/d-link/dsl-2640r
http://cve.report/vendor/d-link
http://cve.report/software/d-link/dsl-2641r
http://cve.report/vendor/d-link
http://cve.report/software/d-link/dsl-2641r
http://cve.report/vendor/dlink
http://cve.report/software/dlink/dsl-2640r
http://cve.report/vendor/dlink
http://cve.report/software/dlink/dsl-2641r
http://cve.report/vendor/huawei
http://cve.report/software/huawei/mt882
http://cve.report/vendor/huawei
http://cve.report/software/huawei/mt882
http://cve.report/vendor/sitecom
http://cve.report/software/sitecom/wl-174
http://cve.report/vendor/sitecom
http://cve.report/software/sitecom/wl-174
http://cve.report/vendor/tp-link
http://cve.report/software/tp-link/td-8816
http://cve.report/vendor/tp-link
http://cve.report/software/tp-link/td-8816
http://cve.report/vendor/zyxel
http://cve.report/software/zyxel/p-660hw_d1
http://cve.report/vendor/zyxel
http://cve.report/software/zyxel/p-660hw_d1


Reference Source Link Tags

antoniovazquezblanco.github.io/docs/advisories/Advisory_RomPagerXSS.pdf MISC antoniovazquezblanco.github.io Exploit

osvdb.org/ref/99/rompager407.pdf MISC osvdb.org Exploit

99694 OSVDB osvdb.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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