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AVNACAUNCPILPIAN Certain versions of Chrome from Google contain the following
vulnerability:

Google Chrome before 31.0.1650.57 allows remote attackers to bypass
intended sandbox restrictions by leveraging access to a renderer
process, as demonstrated during a Mobile Pwn20wn competition at
PacSec 2013, a different vulnerability than CVE-2013-6632.

CVE-2013-6802 has been assigned by [f] cve@mitre.org to track the vulnerability

CVSS2 Score: 5.8- MEDIUM

Access Access Authentication
Vector Complexity

[ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

[ NONE |
CVE References

Description Tags Link

IBM X-Force Exchange € XF google-chrome-cve20136802-sec-
bypass(89201)

Sign in - Google Accounts () CONFIRM
code.google.com/p/chromium/issues/detail ?id=319125

Chrome Releases: Chrome for Android Update [T & CONFIRM
googlechromereleases.blogspot.com/2013/11/chrome-
for-android-update.hti
tsxthtml]|

Chrome Releases: Stable Channel Update [ Patch | & CONFIRM

googlechromereleases.blogspot.com/2013/11/stable-

channeal-iindate 14 html
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https://cve.report/CVE-2013-6802/cve_org
https://cve.report/CVE-2013-6802.pdf
http://cve.report/software/google/chrome
http://cve.report/vendor/google
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://exchange.xforce.ibmcloud.com/vulnerabilities/89201
https://code.google.com/p/chromium/issues/detail?id=319125
http://googlechromereleases.blogspot.com/2013/11/chrome-for-android-update.html
http://googlechromereleases.blogspot.com/2013/11/stable-channel-update_14.html

text/html

Chrome on a Nexus 4 and Samsung Galaxy ™ MISC www.hppwn2own.com/chrome-nexus-4-
S4 falls - PWN20OWN samsung-galaxy-s4-falls/

319117 - chromium - An open-source project 2) CONFIRM
to help move the web forward. - Monorail code.google.com/p/chromium/issues/detail?id=319117

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Google Chrome All All All All

No vendor comments have been submitted for this CVE
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