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Summary

CVE CVE-2013-6810

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-12-12 17:55:00 UTC

Updated 2017-09-16 01:29:00 UTC

Description The server in Brocade Network Advisor before 12.1.0, as used in EMC Connectrix Manager Converged Network Edition (CMCNE), HP B-series SAN Network Advisor, and possibly other products, allows remote attackers to execute arbitrary code by using a servlet to upload an executable file.

Risk And Classification

Problem Types: CWE-94

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Emc Connectrix Manager 11.2.1 - - All

Application Emc Connectrix Manager 12.0.1 - - All

Application Emc Connectrix Manager 12.0.3 - - All

Application Emc Connectrix Manager 11.2.1 - - All

Application Emc Connectrix Manager 12.0.1 - - All

Application Emc Connectrix Manager 12.0.3 - - All

References

Reference

Zero Day Initiative

Security Advisory SA56143 - HP B-series SAN Network Advisor Security Bypass Security Issue - Secunia

'[security bulletin] HPSBHF02953 rev.1 - HP B-series SAN Network Advisor, Remote Code Execution' - MARC

20131211 ESA-2013-089: EMC Connectrix Manager Converged Network Edition Remote Code Execution Vulnerabilities

[VIM] CVE-2013-6810 / EMC / HP issue is actually Brocade

EMC CMCNE 11.2.1 - FileUploadController Remote Code Execution (Metasploit) - Java remote Exploit

EMC CMCNE Inmservlets.war FileUploadController 11.2.1 - Remote Code Execution (Metasploit)

EMC Connectrix Manager Converged Network Edition Servlet Bugs Let Remote Users View and Upload Files and Execute Arbitrary Code - SecurityTracker
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IBM X-Force Exchange

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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