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AV:NIACMAUNICPIPIAN Certain versions of Netweaver from Sap contain the foIIowing
’ vulnerability:

The J2EE Engine in SAP NetWeaver 6.40, 7.02, and earlier allows
remote attackers to redirect users to arbitrary web sites, conduct
phishing attacks, and obtain sensitive information (cookies and
SAPPASSPORT) via unspecified vectors.

CVE-2013-6814 has been assigned by [ cve@mitre.org to track the vulnerability

CVSS2 Score: 5.8- MEDIUM

Access Access Authentication
Vector Complexity

[NONE_
Confidentiality Integrity Availability
Impact Impact Impact

[ NONE |
CVE References

Description Tags Link
Acknowledgments to Security Researchers | SCN g CONFIRM scn.sap.com/docs/DOC-8218
[ERPSCAN-13-021] SAP Portal - Unvalidated redirect ) MISC erpscan.io/advisories/erpscan-13-

021-sap-portal-unvalidated-redirect/

Security Advisory SA55778 - SAP Netweaver Web Application Server Y SECUNIA 55778
J2EE SAP Portal Redirection Weakness - Secunia

2y CONFIRM
service.sap.com/sap/support/notes/1854826

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
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https://cve.report/
https://cve.report/CVE-2013-6814/mitre
https://cve.report/CVE-2013-6814/nist
https://cve.report/CVE-2013-6814/cve_org
https://cve.report/CVE-2013-6814.pdf
http://cve.report/software/sap/netweaver
http://cve.report/vendor/sap
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://scn.sap.com/docs/DOC-8218
https://erpscan.io/advisories/erpscan-13-021-sap-portal-unvalidated-redirect/
https://web.archive.org/web/2013/http://secunia.com/advisories/55778
https://service.sap.com/sap/support/notes/1854826
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comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Sap Netweaver 6.4 All All All
Application Sap Netweaver 6.4 All All All
Application Sap Netweaver All All All All

cpe:2.3:a:sap:netweaver:6.4:

ARk koK kR k.

cpe:2.3:a:sap:netweaver:6.4:*:**r

dkak kR ok ak Rk,

cpe:2.3:a:sap:netweaver:*: "

No vendor comments have been submitted for this CVE
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