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Summary

CVE CVE-2013-6853

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-01-26 01:55:00 UTC

Updated 2021-09-22 14:22:00 UTC

Description Cross-site scripting (XSS) vulnerability in clickstream.js in Y! Toolbar plugin for FireFox 3.1.0.20130813024103 for Mac, and 2.5.9.2013418100420 for Windows, allows remote attackers to inject arbitrary web script or HTML via a crafted URL that is stored by the victim.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Apple Macos All All All All

Operating System Apple Mac Os All All All All

Operating System Apple Mac Os All All All All

Application Mozilla Firefox All All All All

Application Mozilla Firefox All All All All

Application Yahoo Toolbar 2.5.9.2013418100420 All All All

Application Yahoo Toolbar 3.1.0.20130813024103 All All All

Application Yahoo Toolbar 2.5.9.2013418100420 All All All

Application Yahoo Toolbar 3.1.0.20130813024103 All All All

References

Reference Source Link

Y! Toolbar Cross Site Scripting ≈ Packet Storm MISC packetstormsecurity.com

Yahoo! Toolbar for FireFox CVE-2013-6853 Unspecified HTML Injection Vulnerability BID www.securityfocus.com

XSS.CX Blog: CVE-2013-6853: Stored XSS in Y! Toolbar DOM for FireFox on MAC V3.1 + Windows V2.5 Resolved MISC www.cloudscan.me

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

102175 OSVDB osvdb.org
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CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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