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AUNACUAUNCPILPIAP Certain versions of Nagios Xi from Nagios contain the following
’ vulnerability:

SQL injection vulnerability in functions/prepend_adm.php in Nagios
Core Config Manager in Nagios X| before 2012R2.4 allows remote
attackers to execute arbitrary SQL commands via the tfPassword
parameter to nagiosql/index.php.

CVE-2013-6875 has been assigned by [J] cve@mitre.org to track the vulnerability

CVSS2 Score: 7.5-HIGH

Access Access Authentication
Vector Complexity

Low [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

CVE References

Description Tags Link
Risks in | Exploit | ¢ MISC www.security-
POS assessment.com/files/documents/advisory/NagiosQL%20Core%20Config%20Manager%20SQL
Systems: %20DA .pdf
The
Importance
of a
Security
Assessment
About ){ SECUNIA 55695
Secunia [ secunia.com |
Research |
Flexera
N CONFIRM assets.nagios.com/downloads/nagiosxi/CHANGES-2012.TXT
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https://cve.report/CVE-2013-6875/nist
https://cve.report/CVE-2013-6875/cve_org
https://cve.report/CVE-2013-6875.pdf
http://cve.report/software/nagios/nagios_xi
http://cve.report/vendor/nagios
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://cve.report/CVE-2013-6875/0ef883a1
https://cve.report/CVE-2013-6875/61371185
https://cve.report/CVE-2013-6875/b9f546ab

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,

CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

comment@cve.report.
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There are currently no QIDs associated with this CVE
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No vendor comments have been submitted for this CVE
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