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Certain versions of Ditto Forensic Fieldstation from Cru-inc contain the
following vulnerability:

Cross-site request forgery (CSRF) vulnerability in CRU Ditto Forensic
FieldStation with firmware before 2013Oct15a allows remote attackers
to hijack the authentication of administrators for requests that modify
the disk erase technique settings via unspecified vectors.
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CVE References

Description Tags Link

Security Advisory SA55989 - Ditto Forensic
FieldStation Multiple Vulnerabilities - Secunia

web.archive.org

text/html

 SECUNIA 55989

Full Disclosure: Ditto Forensic FieldStation,
multiple vulnerabilities

Exploit

seclists.org

text/html

 FULLDISC 20131212 Ditto Forensic FieldStation,
multiple vulnerabilities

No Description Provided osvdb.org

Inactive Link Not Archived

 OSVDB 100999

Ditto Forensic FieldStation 2013Oct15a - Multiple
Vulnerabilities

www.exploit-db.com

Proof of Concept

text/html

 EXPLOIT-DB 30396

Ditto Firmware Release Notes 2013Jun30a | CRU www.cru-inc.com

text/html

 MISC www.cru-inc.com/support/software-
downloads/ditto-firmware-updates/ditto-firmware-release-
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← Previous ID Next ID→

text/html downloads/ditto-firmware-updates/ditto-firmware-release-
notes-2013jun30a

Ditto Forensic FieldStation 2013Oct15a XSS/
CSRF / Command Execution ≈ Packet Storm

packetstormsecurity.com

text/html

 MISC packetstormsecurity.com/files/124420/Ditto-
Forensic-FieldStation-2013Oct15a-XSS-CSRF-Command-
Execution.html

Ditto Firmware Release Notes 2013Oct15a | CRU www.cru-inc.com

text/html

 MISC www.cru-inc.com/support/software-
downloads/ditto-firmware-updates/ditto-firmware-release-
notes-2013oct15a

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Hardware Cru-inc Ditto Forensic Fieldstation - All All All

Hardware Cru-inc Ditto Forensic Fieldstation - All All All

Operating
System

Cru-inc Ditto Forensic Fieldstation Firmware All All All All

No vendor comments have been submitted for this CVE
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