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Summary

CVE CVE-2013-6972

State PUBLISHED

Assigner cisco

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-12-14 22:55:14 UTC

Updated 2026-04-29 01:13:23 UTC

Description Cisco WebEx Training Center allows remote attackers to discover session numbers, and bypass host approval for audio-conference attendance, by reading HTML source code, aka Bug ID CSCul57126.

Risk And Classification

Primary CVSS: v2.0 5 from nvd@nist.gov

AV:N/AC:L/Au:N/C:P/I:N/A:N

EPSS: 0.006570000 probability, percentile 0.712220000 (date 2026-05-14)

Problem Types: CWE-200 | n/a

CVSS v2.0 Breakdown

AV:N/AC:L/Au:N/C:P/I:N/A:N

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Access Vector

Network

Access Complexity

Low

Authentication

None

Confidentiality

Partial

Integrity

None

Availability

None

https://cve.report/
https://cve.report/CVE-2013-6972/mitre
https://cve.report/CVE-2013-6972/nist
https://cve.report/CVE-2013-6972/cve_org
https://cve.report/api/cve/CVE-2013-6972.json
https://cve.report/CVE-2013-6972.pdf


Application Cisco Webex Training Center - All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

References

Reference

osvdb.org/100914

Cisco Security Notice: Cisco WebEx Training Center Training Session Number Disclosure Vulnerability

Alert Details - Security Center - Cisco Systems

IBM X-Force Exchange

Cisco WebEx Training Center Training Session Number Information Disclosure Vulnerability

Cisco WebEx Training Center Multiple Flaws Let Remote Users Conduct Cross-Site Scripting and Cross-Site Request Forgery Attacks and Obtain Sensitive Information - SecurityTracker

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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