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Summary

CVE CVE-2013-7004

State PUBLISHED

Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-12-19 04:24:57 UTC

Updated 2026-04-29 01:13:23 UTC

Description D-Link DSR-150 with firmware before 1.08B44; DSR-150N with firmware before 1.05B64; DSR-250 and DSR-250N with firmware before 1.08B44; and DSR-500, DSR-500N, DSR-1000, and DSR-1000N with firmware before 1.08B77 have a hardcoded account of username gkJ9232xXyruTRmY, which makes it easier for remote attackers to obtain access by leveraging knowledge of the username.

Risk And Classification

Primary CVSS: v2.0 7.8 from nvd@nist.gov

AV:N/AC:L/Au:N/C:C/I:N/A:N

EPSS: 0.003330000 probability, percentile 0.561370000 (date 2026-05-09)

Problem Types: CWE-255 | n/a

CVSS v2.0 Breakdown

AV:N/AC:L/Au:N/C:C/I:N/A:N

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Access Vector

Network

Access Complexity

Low

Authentication

None

Confidentiality

Complete

Integrity

None

Availability

None

https://cve.report/
https://cve.report/CVE-2013-7004/mitre
https://cve.report/CVE-2013-7004/nist
https://cve.report/CVE-2013-7004/cve_org
https://cve.report/api/cve/CVE-2013-7004.json
https://cve.report/CVE-2013-7004.pdf


Hardware Dlink Dsr-1000 - All All All

Hardware Dlink Dsr-1000n - All All All

Operating System Dlink Dsr-1000n Firmware 1.01b50 All All All

Operating System Dlink Dsr-1000n Firmware 1.02b11 All All All

Operating System Dlink Dsr-1000n Firmware 1.02b25 All All All

Operating System Dlink Dsr-1000n Firmware 1.03b12 All All All

Operating System Dlink Dsr-1000n Firmware 1.03b23 All All All

Operating System Dlink Dsr-1000n Firmware 1.03b27 All All All

Operating System Dlink Dsr-1000n Firmware 1.03b36 All All All

Operating System Dlink Dsr-1000n Firmware 1.03b43 All All All

Operating System Dlink Dsr-1000n Firmware 1.04b58 All All All

Operating System Dlink Dsr-1000n Firmware 1.06b43 All All All

Operating System Dlink Dsr-1000n Firmware 1.06b53 All All All

Operating System Dlink Dsr-1000n Firmware All All All All

Operating System Dlink Dsr-1000 Firmware 1.01b50 All All All

Operating System Dlink Dsr-1000 Firmware 1.02b11 All All All

Operating System Dlink Dsr-1000 Firmware 1.02b25 All All All

Operating System Dlink Dsr-1000 Firmware 1.03b12 All All All

Operating System Dlink Dsr-1000 Firmware 1.03b23 All All All

Operating System Dlink Dsr-1000 Firmware 1.03b27 All All All

Operating System Dlink Dsr-1000 Firmware 1.03b36 All All All

Operating System Dlink Dsr-1000 Firmware 1.03b43 All All All

Operating System Dlink Dsr-1000 Firmware 1.04b58 All All All

Operating System Dlink Dsr-1000 Firmware 1.06b43 All All All

Operating System Dlink Dsr-1000 Firmware 1.06b53 All All All

Operating System Dlink Dsr-1000 Firmware All All All All

Hardware Dlink Dsr-150 - All All All

Hardware Dlink Dsr-150n - All All All

Operating System Dlink Dsr-150n Firmware All All All All

Operating System Dlink Dsr-150 Firmware 1.05b29 All All All

Operating System Dlink Dsr-150 Firmware 1.05b35 All All All

Operating System Dlink Dsr-150 Firmware 1.05b46 All All All

Operating System Dlink Dsr-150 Firmware 1.05b50 All All All

Operating System Dlink Dsr-150 Firmware All All All All

Hardware Dlink Dsr-250 - All All All

Hardware Dlink Dsr-250n - All All All
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Hardware Dlink Dsr-250n - All All All

Operating System Dlink Dsr-250n Firmware 1.01b46 All All All

Operating System Dlink Dsr-250n Firmware 1.01b56 All All All

Operating System Dlink Dsr-250n Firmware 1.05b20 All All All

Operating System Dlink Dsr-250n Firmware 1.05b53 All All All

Operating System Dlink Dsr-250n Firmware 1.08b31 All All All

Operating System Dlink Dsr-250n Firmware All All All All

Operating System Dlink Dsr-250 Firmware 1.01b46 All All All

Operating System Dlink Dsr-250 Firmware 1.01b56 All All All

Operating System Dlink Dsr-250 Firmware 1.05b20 All All All

Operating System Dlink Dsr-250 Firmware 1.05b53 All All All

Operating System Dlink Dsr-250 Firmware 1.08b31 All All All

Operating System Dlink Dsr-250 Firmware All All All All

Hardware Dlink Dsr-500 - All All All

Hardware Dlink Dsr-500n - All All All

Operating System Dlink Dsr-500n Firmware 1.02b11 All All All

Operating System Dlink Dsr-500n Firmware 1.02b25 All All All

Operating System Dlink Dsr-500n Firmware 1.03b12 All All All

Operating System Dlink Dsr-500n Firmware 1.03b23 All All All

Operating System Dlink Dsr-500n Firmware 1.03b27 All All All

Operating System Dlink Dsr-500n Firmware 1.03b36 All All All

Operating System Dlink Dsr-500n Firmware 1.03b43 All All All

Operating System Dlink Dsr-500n Firmware 1.04b58 All All All

Operating System Dlink Dsr-500n Firmware 1.06b43 All All All

Operating System Dlink Dsr-500n Firmware 1.06b53 All All All

Operating System Dlink Dsr-500n Firmware All All All All

Operating System Dlink Dsr-500 Firmware 1.02b11 All All All

Operating System Dlink Dsr-500 Firmware 1.02b25 All All All

Operating System Dlink Dsr-500 Firmware 1.03b12 All All All

Operating System Dlink Dsr-500 Firmware 1.03b23 All All All

Operating System Dlink Dsr-500 Firmware 1.03b27 All All All

Operating System Dlink Dsr-500 Firmware 1.03b36 All All All

Operating System Dlink Dsr-500 Firmware 1.03b43 All All All

Operating System Dlink Dsr-500 Firmware 1.04b58 All All All

Operating System Dlink Dsr-500 Firmware 1.06b43 All All All

Operating System Dlink Dsr-500 Firmware 1.06b53 All All All
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Operating System Dlink Dsr-500 Firmware All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

References

Reference Source

tsd.dlink.com.tw/temp/PMD/12879/DSR-500_500N_1000_1000N_A1_Release_Notes_FW_v1... af854a3a-2127-422b-91ae-364da2661108

tsd.dlink.com.tw/temp/PMD/12966/DSR-150_A1_A2_Release_Notes_FW_v1.08B44_WW.pdf af854a3a-2127-422b-91ae-364da2661108

tsd.dlink.com.tw/temp/PMD/13039/DSR-250_250N_A1_A2_Release_Notes_FW_v1.08B44_W... af854a3a-2127-422b-91ae-364da2661108

Zine: D-Link DSR Router Series - Remote Command Execution - Multiple papers Exploit af854a3a-2127-422b-91ae-364da2661108

tsd.dlink.com.tw/temp/PMD/12960/DSR-150N_A2_Release_Notes_FW_v1.05B64_WW.pdf af854a3a-2127-422b-91ae-364da2661108

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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