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CVE-2013-7014

Source: Mitre

AV:N/AC:MAUN/C:P/ILPIAP

Source: NIST

CVE.ORG Print: PDF %5
Certain versions of Fimpeg from Ffmpeg contain the following
vulnerability:

Integer signedness error in the add_bytes_12_c function in
libavcodec/pngdsp.c in FFmpeg before 2.1 allows remote attackers to
cause a denial of service (out-of-bounds array access) or possibly have
unspecified other impact via crafted PNG data.

CVE-2013-7014 has been assigned by [J] cve@mitre.org to track the vulnerability

CVSS2 Score: 6.8- MEDIUM

Access
Vector

NETWORK

Confidentiality
Impact

Access Authentication
Complexity

3
Integrity Availability
Impact Impact

CVE References

Description

git.libav.org Git - libav.git/blob
- Changelog

FFmpeg Security

FFmpeg: Multiple
vulnerabilities (GLSA 201603-
06) — Gentoo Security

oss-security - Re: CVE
Request: FFmpeg 2.1 multiple
problems

Debian -- Security Information
-- DSA-2855-1 libav

Tags Link

git.libav.org

F2 GENTOO GLSA-201603-06

2y CONFIRM git.libav.org/?p=libav.git;a=blob;f=Changelog;hb=refs/tags/v9.11

%4 CONFIRM ffmpeg.org/security.html

¢ > MLIST [oss-security] 20131208 Re: CVE Request: FFmpeg 2.1 multiple problems
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'
#2919 (png: invalid write 2) — ¥4 CONFIRM trac.ffmpeg.org/ticket/2919

FFmpeg

avcodec/pngdsp: fix
(un)signed type in end
comparission -
FFmpeg/FFmpeg@86736f5 -

¢) CONFIRM
github.com/FFmpeg/FFmpeg/commit/86736f59d6a527d8bc807d09b93f971c0feObb07

GitHub
oss-security - CVE Request: [ Patch | ¢ > MLIST [oss-security] 20131126 CVE Request: FFmpeg 2.1 multiple problems
FFmpeg 2.1 multiple problems

text/html

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Ffmpeg Ffmpeg 0.10 All All All
Application Ffmpeg Ffmpeg 0.10.3 All All All
Application Ffmpeg Ffmpeg 0.10.4 All All All
Application Ffmpeg Ffmpeg 0.11 All All All
Application Ffmpeg Ffmpeg 0.3 All All All
Application Ffmpeg Ffmpeg 0.3.1 All All All
Application Ffmpeg Ffmpeg 0.3.2 All All All
Application Ffmpeg Ffmpeg 0.3.3 All All All
Application Ffmpeg Ffmpeg 0.3.4 All All All
Application Ffmpeg Ffmpeg 0.4.0 All All All
Application Ffmpeg Ffmpeg 0.4.2 All All All
Application Ffmpeg Ffmpeg 0.4.3 All All All
Application Ffmpeg Ffmpeg 0.4.4 All All All
Application Ffmpeg Ffmpeg 0.4.5 All All All
Application Ffmpeg Ffmpeg 0.4.6 All All All
Application Ffmpeg Ffmpeg 0.4.7 All All All
Application Ffmpeg Ffmpeg 0.4.8 All All All
Application Ffmpeg Ffmpeg 0.4.9 pret All All
Application Ffmpeg Ffmpeg 0.5 All All All

Application Ffmpeg Ffmpeg 0.5.1 All All All
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cpe:2.3:a:ffmpeg:ffmpeg:0.10:* "™

cpe:2.3:a:ffmpeg:ffmpeg:0.10.3:* " *:

cpe:2.3:a:ffmpeg:ffmpeg:0.10.4: "

cpe:2.3:a:ffmpeg:ffmpeg:0.3:*:*****:*:

cpe:2.3:a:ffmpeg:ffmpeg:0.3.1:

cpe:2.3:a:ffmpeg:ffmpeg:0.3.2:*:***

cpe:2.3:a:ffmpeg:ffmpeg:0.3.3:

cpe:2.3:a:ffmpeg:ffmpeg:0.3.4:****

cpe:2.3:a:ffmpeg:ffmpeg:0.4.0:*:*:

cpe:2.3:a:ffmpeg:ffmpeg:0.4.2:*:*:*:*

cpe:2.3:a:ffmpeg:ffmpeg:0.4.3:*:*** ™

cpe:2.3:a:ffmpeg:ffmpeg:0.4.4: " "

cpe:2.3:a:ffmpeg:ffmpeg:0.4.5: " ™"

cpe:2.3:a:ffmpeg:ffmpeg:0.4.6:* " """

cpe:2.3:a:ffmpeg:ffmpeg:0.4.7:* " "

cpe:2.3:a:ffmpeg:ffmpeg:0.4.8: " """

cpe:2.3:a:ffmpeg:ffmpeg:0.5:" " ™

cpe:2.3:a:ffmpeg:ffmpeg:0.5.1: " "

cpe:2.3:a:ffmpeg:ffmpeg:0.5.2: " ™"

cpe:2.3:a:ffmpeg:ffmpeg:0.5.3:":* "

cpe:2.3:a:ffmpeg:ffmpeg:0.5.4:*: "

cpe:2.3:a:ffmpeg:ffmpeg:0.5.4.6:*: "

cpe:2.3:a:ffmpeg:ffmpeg:0.5.5:* "

cpe:2.3:a:ffmpeg:ffmpeg:0.6:*:*:****::

cpe:2.3:a:ffmpeg:ffmpeg:0.6.1: ™


http://cve.report/vendor/ffmpeg
http://cve.report/software/ffmpeg/ffmpeg

cpe:2.3:a:ffmpeg:ffmpeg:0.6.2:*: ™

cpe:2.3:a:ffmpeg:ffmpeg:0.6.3:*: "

Kk kKK kLK,

cpe:2.3:a:ffmpeg:ffmpeg:0.7:*:** "

cpe:2.3:a:ffmpeg:ffmpeg:0.7.1:

ARk koK kR k.

cpe:2.3:a:ffmpeg:ffmpeg:0.7.12:** "

cpe:2.3:a:ffmpeg:ffmpeg:0.7.2:

cpe:2.3:a:ffmpeg:ffmpeg:0.7.3:

cpe:2.3:a:ffmpeg:ffmpeg:0.7.4:

cpe:2.3:a:ffmpeg:ffmpeg:0.7.5:

cpe:2.3:a:ffmpeg:ffmpeg:0.7.6:*:**:***:*:

cpe:2.3:a:ffmpeg:ffmpeg:0.7.7:****

cpe:2.3:a:ffmpeg:ffmpeg:0.7.8:******:*:

cpe:2.3:a:ffmpeg:ffmpeg:0.7.9: " """

cpe:2.3:a:ffmpeg:ffmpeg:0.8.0: " ™"

cpe:2.3:a:ffmpeg:ffmpeg:0.8.1: " ™"

cpe:2.3:a:ffmpeg:ffmpeg:0.8.2: ™ ™"
cpe:2.3:a:ffmpeg:ffmpeg:0.8.5: " ™"
cpe:2.3:a:ffmpeg:ffmpeg:0.8.5.3: " *:*:
cpe:2.3:a:ffmpeg:ffmpeg:0.8.5.4: " **
cpe:2.3:a:ffmpeg:ffmpeg:0.8.6:*:*:*:**:*:*:
cpe:2.3:a:ffmpeg:ffmpeg:0.8.7:%: "
cpe:2.3:a:ffmpeg:ffmpeg:0.8.8:*:**:**:*:*:
cpe:2.3:a:ffmpeg:ffmpeg:0.9:*: "
cpe:2.3:a:ffmpeg:ffmpeg:0.9.1: % :*:

Ak kKK kKK,

cpe:2.3:a:ffmpeg:ffmpeg:1.0:*:*:*



cpe:2.3:a:ffmpeg:ffmpeg:1.1.1:
cpe:2.3:a:ffmpeg:ffmpeg:1.1.2:
cpe:2.3:a:ffmpeg:ffmpeg:1.1.3:
cpe:2.3:a:ffmpeg:ffmpeg:1.1.4:*
cpe:2.3:a:ffmpeg:ffmpeg:1.2:* " "

cpe:2.3:a:ffmpeg:ffmpeg:1.2.1:

Kk kKK kK,

cpe:2.3:a:ffmpeg:ffmpeg:2.0:*:*:****:*:

Lk kR kR akak.

cpe:2.3:a:ffmpeg:ffmpeg:0.10:*:** " *:

dkak kR ok ak Lk

cpe:2.3:a:ffmpeg:ffmpeg:0.10.3:*:*:**:*:*:

*

cpe:2.3:a:ffmpeg:ffmpeg:0.10.4:*:

dkakak kR akak.

cpe:2.3:a:ffmpeg:ffmpeg:0.11:**** " *:

cpe:2.3:a:ffmpeg:ffmpeg:0.3:*:*:**:**:*:

cpe:2.3:a:ffmpeg:ffmpeg:0.3.1:

cpe:2.3:a:ffmpeg:ffmpeg:0.3.2: " """

cpe:2.3:a:ffmpeg:ffmpeg:0.3.3: """

cpe:2.3:a:ffmpeg:ffmpeg:0.3.4: " "

cpe:2.3:a:ffmpeg:ffmpeg:0.4.0: " "

cpe:2.3:a:ffmpeg:ffmpeg:0.4.2: " ™"

cpe:2.3:a:ffmpeg:ffmpeg:0.4.3: " "

cpe:2.3:a:ffmpeg:ffmpeg:0.4.4: " "

cpe:2.3:a:ffmpeg:ffmpeg:0.4.5: " ="

cpe:2.3:a:ffmpeg:ffmpeg:0.4.6:* " ™"

cpe:2.3:a:ffmpeg:ffmpeg:0.4.7:%:* "

cpe:2.3:a:ffmpeg:ffmpeg:0.4.8:%:* "

cpe:2.3:a:ffmpeg:ffmpeg:0.5:%: "

cpe:2.3:a:ffmpeg:ffmpeg:0.5.1: % "

cpe:2.3:a:ffmpeg:ffmpeg:0.5.2:*:*****:*:

cpe:2.3:a:ffmpeg:ffmpeg:0.5.3: "



cpe:2.3:a:ffmpeg:ffmpeg:0.5.4:
cpe:2.3:a:ffmpeg:ffmpeg:0.5.4.5: ™
cpe:2.3:a:ffmpeg:ffmpeg:0.5.4.6:* " " " *:
cpe:2.3:a:ffmpeg:ffmpeg:0.5.5:
cpe:2.3:a:ffmpeg:ffmpeg:0.6:*:*:*:*:**:*:
cpe:2.3:a:ffmpeg:ffmpeg:0.6.1:*:***
cpe:2.3:a:ffmpeg:ffmpeg:0.6.2:*:*:*:***:*:
cpe:2.3:a:ffmpeg:ffmpeg:0.6.3:*:*:*:***:*:
cpe:2.3:a:ffmpeg:ffmpeg:0.7:*:*****:*:
cpe:2.3:a:ffmpeg:ffmpeg:0.7.1:

akak kR kR k.

cpe:2.3:a:ffmpeg:ffmpeg:0.7.1 1 "

dkakak ok akak k.

cpe:2.3:a:ffmpeg:ffmpeg:0.7.12:*** " *:

cpe:2.3:a:ffmpeg:ffmpeg:0.7.2:****

cpe:2.3:a:ffmpeg:ffmpeg:0.7.3: " """

cpe:2.3:a:ffmpeg:ffmpeg:0.7.4: " "

cpe:2.3:a:ffmpeg:ffmpeg:0.7.5: " "

cpe:2.3:a:ffmpeg:ffmpeg:0.7.6:* """

cpe:2.3:a:ffmpeg:ffmpeg:0.7.7: " "

cpe:2.3:a:ffmpeg:ffmpeg:0.7.8: " ™"

cpe:2.3:a:ffmpeg:ffmpeg:0.7.9: " ™"

cpe:2.3:a:ffmpeg:ffmpeg:0.8.0: " ™"

cpe:2.3:a:ffmpeg:ffmpeg:0.8.1:%:*:****:*":

AkLkLk ok kakk,

cpe:2.3:a:ffmpeg:ffmpeg:0.8.11: "

cpe:2.3:a:ffmpeg:ffmpeg:0.8.2:*:* "

cpe:2.3:a:ffmpeg:ffmpeg:0.8.5:*:* "

cpe:2.3:a:ffmpeg:ffmpeg:0.8.5.3:*: " **

cpe:2.3:a:ffmpeg:ffmpeg:0.8.5.4:*: "



cpe:2.3:a:ffmpeg:ffmpeg:0.8.6: ™

cpe:2.3:a:ffmpeg:ffmpeg:0.8.7: ™

cpe:2.3:a:ffmpeg:ffmpeg:0.8.8:*:*:*:***:*:

cpe:2.3:a:ffmpeg:ffmpeg:0.9:*:*: " *:*:

cpe:2.3:a:ffmpeg:ffmpeg:0.9.1:

cpe:2.3:a:ffmpeg:ffmpeg:1.0:** "

cpe:2.3:a:ffmpeg:ffmpeg:1.1.1:

cpe:2.3:a:ffmpeg:ffmpeg:1.1.2:

cpe:2.3:a:ffmpeg:ffmpeg:1.1.3:

cpe:2.3:a:ffmpeg:ffmpeg:1.1.4:

cpe:2.3:a:ffmpeg:ffmpeg:1.2:*** "™

cpe:2.3:a:ffmpeg:ffmpeg:1.2.1:

cpe:2.3:a:ffmpeg:ffmpeg:2.0:*:*:**:**:*:

No vendor comments have been submitted for this CVE
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