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Summary

CVE CVE-2013-7027

State PUBLISHED

Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-12-09 18:55:10 UTC

Updated 2026-04-29 01:13:23 UTC

Description The ieee80211_radiotap_iterator_init function in net/wireless/radiotap.c in the Linux kernel before 3.11.7 does not check whether a frame contains any data outside of the header, which might allow attackers to cause a denial of service (buffer over-read) via a crafted header.

Risk And Classification

Primary CVSS: v2.0 6.1 from nvd@nist.gov

AV:A/AC:L/Au:N/C:N/I:N/A:C

EPSS: 0.003370000 probability, percentile 0.565000000 (date 2026-04-29)

Problem Types: CWE-119 | n/a

CVSS v2.0 Breakdown

AV:A/AC:L/Au:N/C:N/I:N/A:C

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Access Vector

Adjacent

Access Complexity

Low

Authentication

None

Confidentiality

None

Integrity

None

Availability

Complete

https://cve.report/
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https://cve.report/api/cve/CVE-2013-7027.json
https://cve.report/CVE-2013-7027.pdf
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Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified
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