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The MHD_http_unescape function in libmicrohttpd before 0.9.32 might allow remote attackers to obtain sensitive informatio
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Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Gnu Libmicrohttpd 0.9.16 All All All
Gnu Libmicrohttpd 0.9.17 All All All
Gnu Libmicrohttpd 0.9.18 All All All
Gnu Libmicrohttpd 0.9.19 All All All
Gnu Libmicrohttpd 0.9.20 All All All
Gnu Libmicrohttpd 0.9.21 All All All
Gnu Libmicrohttpd 0.9.22 All All All
Gnu Libmicrohttpd 0.9.23 All All All
Gnu Libmicrohttpd 0.9.24 All All All
Gnu Libmicrohttpd 0.9.25 All All All
Gnu Libmicrohttpd 0.9.26 All All All
Gnu Libmicrohttpd 0.9.27 All All All
Gnu Libmicrohttpd 0.9.28 All All All
Gnu Libmicrohttpd 0.9.29 All All All
Gnu Libmicrohttpd 0.9.30 All All All
Gnu Libmicrohttpd All All All All
Gnu Libmicrohttpd 0.9.16 All All All
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Application Gnu Libmicrohttpd 0.9.17 All All All
Application Gnu Libmicrohttpd 0.9.18 All All All
Application Gnu Libmicrohttpd 0.9.19 All All All
Application Gnu Libmicrohttpd 0.9.20 All All All
Application Gnu Libmicrohttpd 0.9.21 All All All
Application Gnu Libmicrohttpd 0.9.22 All All All
Application Gnu Libmicrohttpd 0.9.23 All All All
Application Gnu Libmicrohttpd 0.9.24 All All All
Application Gnu Libmicrohttpd 0.9.25 All All All
Application Gnu Libmicrohttpd 0.9.26 All All All
Application Gnu Libmicrohttpd 0.9.27 All All All
Application Gnu Libmicrohttpd 0.9.28 All All All
Application Gnu Libmicrohttpd 0.9.29 All All All
Application Gnu Libmicrohttpd 0.9.30 All All All
Reference Source Link

1039384 — (CVE-2013-7038) CVE-2013-7038 libmicrohttpd: out-of-bounds read in MHD_http_unescape() CONFIRM bugzilla.redhat.com
Libmicrohttpd Multiple Remote Security Vulnerabilities BID www.securityfocus.c

493450 — (CVE-2013-7038) <net-libs/libmicrohttpd-0.9.32 : Two Vulnerabilities (CVE-2013-{7038,7039}) CONFIRM  bugs.gentoo.org

Security Advisory SA559083 - libmicrohttpd Two Vulnerabilities - Secunia SECUNIA  secunia.com
Gentoo Linux Documentation -- GNU libmicrohttpd: Multiple vulnerabilities GENTOO  security.gentoo.org
404 Not Found CONFIRM  gnunet.org
oss-security - Re: CVE request: two issues in libmicrohttpd MLIST www.openwall.com
CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

L]

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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