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Python 2.7 before 3.4 only uses the last eight bits of the prefix to randomize hash values, which causes it to compute hash
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Risk And Classification

Problem Types: CWE-310

NVD Known Affected Configurations (CPE 2.3)

Type
Operating System
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Apple Mac Os X All All All All
Python Python 2.71 All All All
Python Python 2.71 rct All All
Python Python 2.7.1150 All All All
Python Python 2.7.2 rct All All
Python Python 2.7.2150 All All All
Python Python 2.7.3 All All All
Python Python 274 All All All
Python Python 275 All All All
Python Python 2.7.6 All All All
Python Python 277 All All All
Python Python 3.0 All All All
Python Python 3.0.1 All All All
Python Python 3.1 All All All
Python Python 3.1.1 All All All
Python Python 3.1.2 All All All
Python Python 3.1.3 All All All
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Application Python Python 3.0 All All All
Application Python Python 3.0.1 All All All
Application Python Python 3.1 All All All
Application Python Python 3.1.1 All All All
Application Python Python 3.1.2 All All All
Application Python Python 31.3 All All All
Application Python Python 3.1.4 All All All
Application Python Python 3.15 All All All
Application Python Python 3.2 All All All
Application Python Python 3.2 alpha All All
Application Python Python 3.2.0 All All All
Application Python Python 3.2.1 All All All
Application Python Python 322 All All All
Application Python Python 3.2.2150 All All All
Application Python Python 3.2.3 All All All
Application Python Python 3.24 All All All
Application Python Python 3.2.5 All All All
Application Python Python 3.3 All All All
Application Python Python 3.3 beta2 All All
Application Python Python 3.3.0 All All All
Application Python Python 3.3.1 All All All
Application Python Python 3.3.1 rci All All
Application Python Python 3.3.2 All All All
Application Python Python 3.3.3 All All All
Application Python Python 3.3.3 rci All All
Application Python Python 3.33 rc2 All All
Application Python Python 3.3.4 All All All
Application Python Python 3.34 rcl All All
Application Python Python 3.35 - All All
Application Python Python 3.35 rcl All All
Application Python Python 3.35 rc2 All All
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Python CVE-2013-7040 Information Disclosure Weakness BID www.securityfocus.com

oss-security - Re: CPython hash secret can be recoved remotely MLIST www.openwall.com
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About the security content of OS X Yosemite v10.10.5 and Security Update 2015-006 - Apple Support CONFIRM  support.apple.com

APPLE-SA-2015-08-13-2 OS X Yosemite v10.10.5 and Security Update 2015-006 APPLE lists.apple.com
oss-security - CPython hash secret can be recoved remotely MLIST www.openwall.com
Issue 14621: Hash function is not randomized properly - Python tracker CONFIRM  bugs.python.org
CVE Program record CVE.ORG www.cve.org
NVD vulnerability detail NVD nvd.nist.gov
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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