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State

Assigner
Source Priority
Published
Updated

Description

/

CVE-2013-707/8

MITRE NVD CVE.ORG JSON API Print: PDF 1)

CVE-2013-7078

PUBLIC

cve@mitre.org

CVE Program / NVD first with legacy fallback
2014-01-19 18:55:00 UTC

2017-08-29 01:34:00 UTC

Cross-site scripting (XSS) vulnerability in the errorAction method in the ActionController base class in the Extbase Framewc

] 1|

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)
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Vendor Product Version Update Edition Language
Typo3 Typo3 4.5 All All All
Typo3 Typo3 45.0 All All All
Typo3 Typo3 4.5.1 All All All
Typo3 Typo3 4510 All All All
Typo3 Typo3 4.5.11 All All All
Typo3 Typo3 4512 All All All
Typo3 Typo3 4.5.13 All All All
Typo3 Typo3 4514 All All All
Typo3 Typo3 4.5.15 All All All
Typo3 Typo3 4516 All All All
Typo3 Typo3 4517 All All All
Typo3 Typo3 4518 All All All
Typo3 Typo3 4519 All All All
Typo3 Typo3 452 All All All
Typo3 Typo3 4.5.20 All All All
Typo3 Typo3 4.5.21 All All All
Typo3 Typo3 4.5.22 All All All


https://cve.report/
https://cve.report/CVE-2013-7078/mitre
https://cve.report/CVE-2013-7078/nist
https://cve.report/CVE-2013-7078/cve_org
https://cve.report/api/cve/CVE-2013-7078.json
https://cve.report/CVE-2013-7078.pdf
http://cve.report/vendor/typo3
http://cve.report/software/typo3/typo3
http://cve.report/vendor/typo3
http://cve.report/software/typo3/typo3
http://cve.report/vendor/typo3
http://cve.report/software/typo3/typo3
http://cve.report/vendor/typo3
http://cve.report/software/typo3/typo3
http://cve.report/vendor/typo3
http://cve.report/software/typo3/typo3
http://cve.report/vendor/typo3
http://cve.report/software/typo3/typo3
http://cve.report/vendor/typo3
http://cve.report/software/typo3/typo3
http://cve.report/vendor/typo3
http://cve.report/software/typo3/typo3
http://cve.report/vendor/typo3
http://cve.report/software/typo3/typo3
http://cve.report/vendor/typo3
http://cve.report/software/typo3/typo3
http://cve.report/vendor/typo3
http://cve.report/software/typo3/typo3
http://cve.report/vendor/typo3
http://cve.report/software/typo3/typo3
http://cve.report/vendor/typo3
http://cve.report/software/typo3/typo3
http://cve.report/vendor/typo3
http://cve.report/software/typo3/typo3
http://cve.report/vendor/typo3
http://cve.report/software/typo3/typo3
http://cve.report/vendor/typo3
http://cve.report/software/typo3/typo3
http://cve.report/vendor/typo3
http://cve.report/software/typo3/typo3

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Typo3
Typo3
Typo3
Typo3
Typo3
Typo3
Typo3
Typo3
Typo3
Typo3
Typo3
Typo3
Typo3
Typo3
Typo3
Typo3
Typo3
Typo3
Typo3
Typo3
Typo3
Typo3
Typo3
Typo3
Typo3
Typo3
Typo3
Typo3
Typo3
Typo3
Typo3
Typo3
Typo3
Typo3

Typo3

Typo3
Typo3
Typo3
Typo3
Typo3
Typo3
Typo3
Typo3
Typo3
Typo3
Typo3
Typo3
Typo3
Typo3
Typo3
Typo3
Typo3
Typo3
Typo3
Typo3
Typo3
Typo3
Typo3
Typo3
Typo3
Typo3
Typo3
Typo3
Typo3
Typo3
Typo3
Typo3
Typo3
Typo3

Typo3

4.5.23

4.5.24

4.5.25

4.5.26

4.5.27

4.5.28

4.5.29

4.5.3

4.5.30

4.5.31

454

4.5.5

4.5.6

4.5.7

4.5.8

4.5.9

4.7

4.7.0

4.7.1

4.7.10

4.7.11

4712

4.7.13

4714

4.7.15

4.7.16

4.7.2

4.7.3

4.7.4

4.7.5

4.7.6

4.7.7

4.7.8

4.7.9

6.0

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All


http://cve.report/vendor/typo3
http://cve.report/software/typo3/typo3
http://cve.report/vendor/typo3
http://cve.report/software/typo3/typo3
http://cve.report/vendor/typo3
http://cve.report/software/typo3/typo3
http://cve.report/vendor/typo3
http://cve.report/software/typo3/typo3
http://cve.report/vendor/typo3
http://cve.report/software/typo3/typo3
http://cve.report/vendor/typo3
http://cve.report/software/typo3/typo3
http://cve.report/vendor/typo3
http://cve.report/software/typo3/typo3
http://cve.report/vendor/typo3
http://cve.report/software/typo3/typo3
http://cve.report/vendor/typo3
http://cve.report/software/typo3/typo3
http://cve.report/vendor/typo3
http://cve.report/software/typo3/typo3
http://cve.report/vendor/typo3
http://cve.report/software/typo3/typo3
http://cve.report/vendor/typo3
http://cve.report/software/typo3/typo3
http://cve.report/vendor/typo3
http://cve.report/software/typo3/typo3
http://cve.report/vendor/typo3
http://cve.report/software/typo3/typo3
http://cve.report/vendor/typo3
http://cve.report/software/typo3/typo3
http://cve.report/vendor/typo3
http://cve.report/software/typo3/typo3
http://cve.report/vendor/typo3
http://cve.report/software/typo3/typo3
http://cve.report/vendor/typo3
http://cve.report/software/typo3/typo3
http://cve.report/vendor/typo3
http://cve.report/software/typo3/typo3
http://cve.report/vendor/typo3
http://cve.report/software/typo3/typo3
http://cve.report/vendor/typo3
http://cve.report/software/typo3/typo3
http://cve.report/vendor/typo3
http://cve.report/software/typo3/typo3
http://cve.report/vendor/typo3
http://cve.report/software/typo3/typo3
http://cve.report/vendor/typo3
http://cve.report/software/typo3/typo3
http://cve.report/vendor/typo3
http://cve.report/software/typo3/typo3
http://cve.report/vendor/typo3
http://cve.report/software/typo3/typo3
http://cve.report/vendor/typo3
http://cve.report/software/typo3/typo3
http://cve.report/vendor/typo3
http://cve.report/software/typo3/typo3
http://cve.report/vendor/typo3
http://cve.report/software/typo3/typo3
http://cve.report/vendor/typo3
http://cve.report/software/typo3/typo3
http://cve.report/vendor/typo3
http://cve.report/software/typo3/typo3
http://cve.report/vendor/typo3
http://cve.report/software/typo3/typo3
http://cve.report/vendor/typo3
http://cve.report/software/typo3/typo3
http://cve.report/vendor/typo3
http://cve.report/software/typo3/typo3
http://cve.report/vendor/typo3
http://cve.report/software/typo3/typo3

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Typo3
Typo3
Typo3
Typo3
Typo3
Typo3
Typo3
Typo3
Typo3
Typo3
Typo3
Typo3
Typo3
Typo3
Typo3
Typo3
Typo3
Typo3
Typo3
Typo3
Typo3
Typo3
Typo3
Typo3
Typo3
Typo3
Typo3
Typo3
Typo3
Typo3
Typo3
Typo3
Typo3
Typo3

Typo3

Typo3
Typo3
Typo3
Typo3
Typo3
Typo3
Typo3
Typo3
Typo3
Typo3
Typo3
Typo3
Typo3
Typo3
Typo3
Typo3
Typo3
Typo3
Typo3
Typo3
Typo3
Typo3
Typo3
Typo3
Typo3
Typo3
Typo3
Typo3
Typo3
Typo3
Typo3
Typo3
Typo3
Typo3

Typo3

6.0.1

6.0.10

6.0.11

6.0.2

6.0.3

6.0.4

6.0.5

6.0.6

6.0.7

6.0.8

6.0.9

6.1

4.5

4.5.0

4.5.1

4.5.10

4.5.11

4512

4.5.13

4.5.14

4.5.15

4.5.16

4517

4.5.18

4.5.19

4.5.2

4.5.20

4.5.21

4.5.22

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All


http://cve.report/vendor/typo3
http://cve.report/software/typo3/typo3
http://cve.report/vendor/typo3
http://cve.report/software/typo3/typo3
http://cve.report/vendor/typo3
http://cve.report/software/typo3/typo3
http://cve.report/vendor/typo3
http://cve.report/software/typo3/typo3
http://cve.report/vendor/typo3
http://cve.report/software/typo3/typo3
http://cve.report/vendor/typo3
http://cve.report/software/typo3/typo3
http://cve.report/vendor/typo3
http://cve.report/software/typo3/typo3
http://cve.report/vendor/typo3
http://cve.report/software/typo3/typo3
http://cve.report/vendor/typo3
http://cve.report/software/typo3/typo3
http://cve.report/vendor/typo3
http://cve.report/software/typo3/typo3
http://cve.report/vendor/typo3
http://cve.report/software/typo3/typo3
http://cve.report/vendor/typo3
http://cve.report/software/typo3/typo3
http://cve.report/vendor/typo3
http://cve.report/software/typo3/typo3
http://cve.report/vendor/typo3
http://cve.report/software/typo3/typo3
http://cve.report/vendor/typo3
http://cve.report/software/typo3/typo3
http://cve.report/vendor/typo3
http://cve.report/software/typo3/typo3
http://cve.report/vendor/typo3
http://cve.report/software/typo3/typo3
http://cve.report/vendor/typo3
http://cve.report/software/typo3/typo3
http://cve.report/vendor/typo3
http://cve.report/software/typo3/typo3
http://cve.report/vendor/typo3
http://cve.report/software/typo3/typo3
http://cve.report/vendor/typo3
http://cve.report/software/typo3/typo3
http://cve.report/vendor/typo3
http://cve.report/software/typo3/typo3
http://cve.report/vendor/typo3
http://cve.report/software/typo3/typo3
http://cve.report/vendor/typo3
http://cve.report/software/typo3/typo3
http://cve.report/vendor/typo3
http://cve.report/software/typo3/typo3
http://cve.report/vendor/typo3
http://cve.report/software/typo3/typo3
http://cve.report/vendor/typo3
http://cve.report/software/typo3/typo3
http://cve.report/vendor/typo3
http://cve.report/software/typo3/typo3
http://cve.report/vendor/typo3
http://cve.report/software/typo3/typo3
http://cve.report/vendor/typo3
http://cve.report/software/typo3/typo3
http://cve.report/vendor/typo3
http://cve.report/software/typo3/typo3
http://cve.report/vendor/typo3
http://cve.report/software/typo3/typo3
http://cve.report/vendor/typo3
http://cve.report/software/typo3/typo3
http://cve.report/vendor/typo3
http://cve.report/software/typo3/typo3
http://cve.report/vendor/typo3
http://cve.report/software/typo3/typo3

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Typo3
Typo3
Typo3
Typo3
Typo3
Typo3
Typo3
Typo3
Typo3
Typo3
Typo3
Typo3
Typo3
Typo3
Typo3
Typo3
Typo3
Typo3
Typo3
Typo3
Typo3
Typo3
Typo3
Typo3
Typo3
Typo3
Typo3
Typo3
Typo3
Typo3
Typo3
Typo3
Typo3
Typo3
Typo3

Typo3

Typo3
Typo3
Typo3
Typo3
Typo3
Typo3
Typo3
Typo3
Typo3
Typo3
Typo3
Typo3
Typo3
Typo3
Typo3
Typo3
Typo3
Typo3
Typo3
Typo3
Typo3
Typo3
Typo3
Typo3
Typo3
Typo3
Typo3
Typo3
Typo3
Typo3
Typo3
Typo3
Typo3
Typo3
Typo3

Typo3

4.5.23

4.5.24

4.5.25

4.5.26

4.5.27

4.5.28

4.5.29

4.5.3

4.5.30

4.5.31

4.5.4

4.5.5

4.5.6

4.5.7

4.5.8

4.5.9

4.7

4.7.0

4.7.1

4.7.10

4.7.11

4712

4.7.13

4714

4.7.15

4.7.16

4.7.2

4.7.3

4.7.4

4.7.5

4.7.6

4.7.7

4.7.8

4.7.9

6.0

6.0.1

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All


http://cve.report/vendor/typo3
http://cve.report/software/typo3/typo3
http://cve.report/vendor/typo3
http://cve.report/software/typo3/typo3
http://cve.report/vendor/typo3
http://cve.report/software/typo3/typo3
http://cve.report/vendor/typo3
http://cve.report/software/typo3/typo3
http://cve.report/vendor/typo3
http://cve.report/software/typo3/typo3
http://cve.report/vendor/typo3
http://cve.report/software/typo3/typo3
http://cve.report/vendor/typo3
http://cve.report/software/typo3/typo3
http://cve.report/vendor/typo3
http://cve.report/software/typo3/typo3
http://cve.report/vendor/typo3
http://cve.report/software/typo3/typo3
http://cve.report/vendor/typo3
http://cve.report/software/typo3/typo3
http://cve.report/vendor/typo3
http://cve.report/software/typo3/typo3
http://cve.report/vendor/typo3
http://cve.report/software/typo3/typo3
http://cve.report/vendor/typo3
http://cve.report/software/typo3/typo3
http://cve.report/vendor/typo3
http://cve.report/software/typo3/typo3
http://cve.report/vendor/typo3
http://cve.report/software/typo3/typo3
http://cve.report/vendor/typo3
http://cve.report/software/typo3/typo3
http://cve.report/vendor/typo3
http://cve.report/software/typo3/typo3
http://cve.report/vendor/typo3
http://cve.report/software/typo3/typo3
http://cve.report/vendor/typo3
http://cve.report/software/typo3/typo3
http://cve.report/vendor/typo3
http://cve.report/software/typo3/typo3
http://cve.report/vendor/typo3
http://cve.report/software/typo3/typo3
http://cve.report/vendor/typo3
http://cve.report/software/typo3/typo3
http://cve.report/vendor/typo3
http://cve.report/software/typo3/typo3
http://cve.report/vendor/typo3
http://cve.report/software/typo3/typo3
http://cve.report/vendor/typo3
http://cve.report/software/typo3/typo3
http://cve.report/vendor/typo3
http://cve.report/software/typo3/typo3
http://cve.report/vendor/typo3
http://cve.report/software/typo3/typo3
http://cve.report/vendor/typo3
http://cve.report/software/typo3/typo3
http://cve.report/vendor/typo3
http://cve.report/software/typo3/typo3
http://cve.report/vendor/typo3
http://cve.report/software/typo3/typo3
http://cve.report/vendor/typo3
http://cve.report/software/typo3/typo3
http://cve.report/vendor/typo3
http://cve.report/software/typo3/typo3
http://cve.report/vendor/typo3
http://cve.report/software/typo3/typo3
http://cve.report/vendor/typo3
http://cve.report/software/typo3/typo3
http://cve.report/vendor/typo3
http://cve.report/software/typo3/typo3
http://cve.report/vendor/typo3
http://cve.report/software/typo3/typo3

Application Typo3 Typo3 6.0.10 All All All
Application Typo3 Typo3 6.0.11 All All All
Application Typo3 Typo3 6.0.2 All All All
Application Typo3 Typo3 6.0.3 All All All
Application Typo3 Typo3 6.0.4 All All All
Application Typo3 Typo3 6.0.5 All All All
Application Typo3 Typo3 6.0.6 All All All
Application Typo3 Typo3 6.0.7 All All All
Application Typo3 Typo3 6.0.8 All All All
Application Typo3 Typo3 6.0.9 All All All
Application Typo3 Typo3 6.1 All All All
Application Typo3 Typo3 6.1.1 All All All
Application Typo3 Typo3 6.1.2 All All All
Application Typo3 Typo3 6.1.3 All All All
Application Typo3 Typo3 6.1.4 All All All
Application Typo3 Typo3 6.1.5 All All All
Application Typo3 Typo3 6.1.6 All All All
Reference Source Link Te
100885 OSvDB osvdb.org

TYPO3 Extbase 'errorAction' Method Cross Site Scripting Vulnerability BID www.securityfocus.com

oss-sec: Re: CVE request: TYPO3-CORE-SA-2013-004 and TYPO3-FLOW-SA-2013-001  MLIST seclists.org

oss-sec: CVE request: TYPO3-CORE-SA-2013-004 and TYPO3-FLOW-SA-2013-001 MLIST seclists.org

Multiple Vulnerabilities in TYPO3 CMS - TYPOQ - The Enterprise Open Source CMS CONFIRM  typo3.org Ve
IBM X-Force Exchange XF exchange.xforce.ibmcloud.com
CVE Program record CVE.ORG www.cve.org ca
NVD vulnerability detail NVD nvd.nist.gov ca

i [

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

© CVE.report 2026 |
Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
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