
CVE-2013-7095
MITRE  NVD  CVE.ORG  JSON API  Print: PDF 

Summary

CVE CVE-2013-7095

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-12-13 20:08:00 UTC

Updated 2018-12-10 19:29:00 UTC

Description The XML parser (crm_flex_data) in SAP Customer Relationship Management (CRM) 7.02 EHP 2 has unknown impact and attack vectors related to an XML External Entity (XXE) issue.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Sap Customer Relationship Management 7.02 ehp2 All All

Application Sap Customer Relationship Management 7.02 ehp2 All All

References

Reference Source

IBM X-Force Exchange XF

Security Advisory SA56064 - SAP Customer Relationship Management (CRM) XML External Entities Vulnerability - Secunia SECUNIA

Acknowledgments to Security Researchers | SCN CONFIRM

[ERPSCAN-13-025] SAP CRM crm_flex_data - XXE MISC

service.sap.com/sap/support/notes/1909665 CONFIRM

SAP Customer Relationship Management XML External Entity Processing Flaw Lets Remote Users Obtain Information - SecurityTracker SECTRACK

SAP Customer Relationship Management XML External Entity Injection Vulnerability BID

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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