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Summary

CVE CVE-2013-7130

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-02-06 17:00:00 UTC

Updated 2017-08-29 01:34:00 UTC

Description The i_create_images_and_backing (aka create_images_and_backing) method in libvirt driver in OpenStack Compute (Nova) Grizzly, Havana, and Icehouse, when using KVM live block migration, does not properly create all expected files, which allows attackers to obtain snapshot root disk contents of other users via ephemeral storage.

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Openstack Compute 2012.2 All All All

Application Openstack Compute 2013.1 All All All

Application Openstack Compute 2013.1.1 All All All

Application Openstack Compute 2013.1.2 All All All

Application Openstack Compute 2013.1.3 All All All

Application Openstack Compute 2012.2 All All All

Application Openstack Compute 2013.1 All All All

Application Openstack Compute 2013.1.1 All All All

Application Openstack Compute 2013.1.2 All All All

Application Openstack Compute 2013.1.3 All All All

Application Openstack Grizzly - All All All

Application Openstack Grizzly - All All All

Application Openstack Havana - All All All

Application Openstack Havana - All All All

Application Openstack Icehouse - All All All

Application Openstack Icehouse - All All All
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References

Reference Source

[SECURITY] Fedora 19 Update: openstack-nova-2013.1.4-6.fc19 FEDORA

[SECURITY] Fedora 20 Update: openstack-nova-2013.2.1-4.fc20 FEDORA

Security Advisory SA56450 - OpenStack Compute (Nova) Live Migration Root Disk Contents Disclosure Security Issue - Secunia SECUNIA

Gerrit Code Review CONFIRM

USN-2247-1: OpenStack Nova vulnerabilities | Ubuntu UBUNTU

Malformed Request BID

Gerrit Code Review CONFIRM

Red Hat Customer Portal REDHAT

oss-security - [OSSA 2014-003] Live migration can leak root disk into ephemeral storage (CVE-2013-7130) MLIST

102416 OSVDB

Gerrit Code Review CONFIRM

Bug #1251590 “[OSSA 2014-003] Live migration can leak root disk ...” : Bugs : OpenStack Compute (nova) MISC

IBM X-Force Exchange XF

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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