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PUBLIC

cve@mitre.org

CVE Program / NVD first with legacy fallback
2014-01-15 16:08:00 UTC

2018-12-25 11:29:00 UTC

Off-by-one error in the process_cgivars function in contrib/daemonchk.c in Nagios Core 3.5.1, 4.0.2, and earlier allows rem

| 1|

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)
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Vendor Product Version Update Edition Language
Nagios Nagios 3.0 All All All
Nagios Nagios 3.0 alphat All All
Nagios Nagios 3.0 alpha2 All All
Nagios Nagios 3.0 alpha3 All All
Nagios Nagios 3.0 alpha4 All All
Nagios Nagios 3.0 alphab All All
Nagios Nagios 3.0 betal All All
Nagios Nagios 3.0 beta2 All All
Nagios Nagios 3.0 beta3 All All
Nagios Nagios 3.0 beta4 All All
Nagios Nagios 3.0 beta5 All All
Nagios Nagios 3.0 betab All All
Nagios Nagios 3.0 beta7 All All
Nagios Nagios 3.0 rci All All
Nagios Nagios 3.0 rc2 All All
Nagios Nagios 3.0 rc3 All All
Nagios Nagios 3.0.1 All All All
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References

Reference

CVE Program record

NVD vulnerability detail

1]

Nagios Core / Nagios Core / Commit [d97e03]

Support / Security / Advisories / / MDVSA-2014:004 | Mandriva

[SECURITY] [DLA 1615-1] nagios3 security update

oss-security - Re: CVE request: denial of service in Nagios (process_cgivars())

Nagios 'process_cgivars()' Function Off-By-One Error Denial Of Service Vulnerability

Security Advisory SA55976 - Nagios &quot;process_cgivars()&quot; Off-By-One Vulnerabilities - Secunia

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

MANDRIVA

Link

secunia.com
sourceforge.net
www.securityfocus.
www.mandriva.corn
www.openwall.com
lists.debian.org

www.cve.org

nvd.nist.gov
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