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Summary

CVE CVE-2013-7220

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-04-29 14:38:00 UTC

Updated 2014-04-29 18:53:00 UTC

Description js/ui/screenShield.js in GNOME Shell (aka gnome-shell) before 3.8 allows physically proximate attackers to execute arbitrary commands by leveraging an unattended workstation with the keyboard focus on the Activities search.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Gnome Gnome-shell 3.0.0 All All All

Application Gnome Gnome-shell 3.0.0.1 All All All

Application Gnome Gnome-shell 3.0.0.2 All All All

Application Gnome Gnome-shell 3.0.1 All All All

Application Gnome Gnome-shell 3.0.2 All All All

Application Gnome Gnome-shell 3.1.3 All All All

Application Gnome Gnome-shell 3.1.4 All All All

Application Gnome Gnome-shell 3.1.90 All All All

Application Gnome Gnome-shell 3.1.90.1 All All All

Application Gnome Gnome-shell 3.1.91 All All All

Application Gnome Gnome-shell 3.1.91.1 All All All

Application Gnome Gnome-shell 3.1.92 All All All

Application Gnome Gnome-shell 3.2.0 All All All

Application Gnome Gnome-shell 3.2.1 All All All

Application Gnome Gnome-shell 3.2.2 All All All

Application Gnome Gnome-shell 3.2.2.1 All All All

Application Gnome Gnome-shell 3.3.2 All All All
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Application Gnome Gnome-shell 3.3.2 All All All

Application Gnome Gnome-shell 3.3.3 All All All

Application Gnome Gnome-shell 3.3.5 All All All

Application Gnome Gnome-shell 3.3.90 All All All

Application Gnome Gnome-shell 3.3.91 All All All

Application Gnome Gnome-shell 3.3.92 All All All

Application Gnome Gnome-shell 3.4.0 All All All

Application Gnome Gnome-shell 3.4.1 All All All

Application Gnome Gnome-shell 3.4.2 All All All

Application Gnome Gnome-shell 3.5.2 All All All

Application Gnome Gnome-shell 3.5.3 All All All

Application Gnome Gnome-shell 3.5.4 All All All

Application Gnome Gnome-shell 3.5.90 All All All

Application Gnome Gnome-shell 3.5.91 All All All

Application Gnome Gnome-shell 3.5.92 All All All

Application Gnome Gnome-shell 3.6.0 All All All

Application Gnome Gnome-shell 3.6.1 All All All

Application Gnome Gnome-shell 3.6.2 All All All

Application Gnome Gnome-shell 3.6.3 All All All

Application Gnome Gnome-shell 3.6.3.1 All All All

Application Gnome Gnome-shell 3.7.1 All All All

Application Gnome Gnome-shell 3.7.2 All All All

Application Gnome Gnome-shell 3.7.2.1 All All All

Application Gnome Gnome-shell 3.7.3 All All All

Application Gnome Gnome-shell 3.7.3.1 All All All

Application Gnome Gnome-shell 3.7.4 All All All

Application Gnome Gnome-shell 3.7.4.1 All All All

Application Gnome Gnome-shell 3.7.5 All All All

Application Gnome Gnome-shell 3.7.91 All All All

Application Gnome Gnome-shell 3.0.0 All All All

Application Gnome Gnome-shell 3.0.0.1 All All All

Application Gnome Gnome-shell 3.0.0.2 All All All

Application Gnome Gnome-shell 3.0.1 All All All

Application Gnome Gnome-shell 3.0.2 All All All

Application Gnome Gnome-shell 3.1.3 All All All

Application Gnome Gnome-shell 3.1.4 All All All
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Application Gnome Gnome-shell 3.1.90 All All All

Application Gnome Gnome-shell 3.1.90.1 All All All

Application Gnome Gnome-shell 3.1.91 All All All

Application Gnome Gnome-shell 3.1.91.1 All All All

Application Gnome Gnome-shell 3.1.92 All All All

Application Gnome Gnome-shell 3.2.0 All All All

Application Gnome Gnome-shell 3.2.1 All All All

Application Gnome Gnome-shell 3.2.2 All All All

Application Gnome Gnome-shell 3.2.2.1 All All All

Application Gnome Gnome-shell 3.3.2 All All All

Application Gnome Gnome-shell 3.3.3 All All All

Application Gnome Gnome-shell 3.3.5 All All All

Application Gnome Gnome-shell 3.3.90 All All All

Application Gnome Gnome-shell 3.3.91 All All All

Application Gnome Gnome-shell 3.3.92 All All All

Application Gnome Gnome-shell 3.4.0 All All All

Application Gnome Gnome-shell 3.4.1 All All All

Application Gnome Gnome-shell 3.4.2 All All All

Application Gnome Gnome-shell 3.5.2 All All All

Application Gnome Gnome-shell 3.5.3 All All All

Application Gnome Gnome-shell 3.5.4 All All All

Application Gnome Gnome-shell 3.5.90 All All All

Application Gnome Gnome-shell 3.5.91 All All All

Application Gnome Gnome-shell 3.5.92 All All All

Application Gnome Gnome-shell 3.6.0 All All All

Application Gnome Gnome-shell 3.6.1 All All All

Application Gnome Gnome-shell 3.6.2 All All All

Application Gnome Gnome-shell 3.6.3 All All All

Application Gnome Gnome-shell 3.6.3.1 All All All

Application Gnome Gnome-shell 3.7.1 All All All

Application Gnome Gnome-shell 3.7.2 All All All

Application Gnome Gnome-shell 3.7.2.1 All All All

Application Gnome Gnome-shell 3.7.3 All All All

Application Gnome Gnome-shell 3.7.3.1 All All All

Application Gnome Gnome-shell 3.7.4 All All All

Application Gnome Gnome-shell 3.7.4.1 All All All
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Application Gnome Gnome-shell 3.7.4.1 All All All

Application Gnome Gnome-shell 3.7.5 All All All

Application Gnome Gnome-shell 3.7.91 All All All

Application Gnome Gnome-shell All All All All

References

Reference Source Link

1030431 – (CVE-2013-7220) CVE-2013-7220 gnome-shell: blind command execution via activities search keyboard focus CONFIRM bugzilla.redhat.com

Bug 686740 – difficult to transition to the new lock screen CONFIRM bugzilla.gnome.org

oss-security - Re: Two CVE request for gnome-shell/screensaver issues MLIST www.openwall.com

DefCon_RESTing/Live-Demos/Neo4j at master · o2platform/DefCon_RESTing · GitHub CONFIRM github.com

oss-security - Two CVE request for gnome-shell/screensaver issues MLIST www.openwall.com

oss-security - Re: Re: Two CVE request for gnome-shell/screensaver issues MLIST www.openwall.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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