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The automatic screen lock functionality in GNOME Shell (aka gnome-shell) before 3.10 does not prevent access to the "Eni
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Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Gnome Gnome-shell 3.0.0 All All All
Gnome Gnome-shell 3.0.0.1 All All All
Gnome Gnome-shell 3.0.0.2 All All All
Gnome Gnome-shell 3.0.1 All All All
Gnome Gnome-shell 3.0.2 All All All
Gnome Gnome-shell 3.1.3 All All All
Gnome Gnome-shell 3.14 All All All
Gnome Gnome-shell 3.1.90 All All All
Gnome Gnome-shell 3.1.90.1 All All All
Gnome Gnome-shell 3.1.91 All All All
Gnome Gnome-shell 3.1.91.1 All All All
Gnome Gnome-shell 3.1.92 All All All
Gnome Gnome-shell 3.2.0 All All All
Gnome Gnome-shell 3.21 All All All
Gnome Gnome-shell 322 All All All
Gnome Gnome-shell 3.2.2.1 All All All
Gnome Gnome-shell 332 All All All
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Application Gnome Gnome-shell 3.5.90 All All All
Application Gnome Gnome-shell 3.5.91 All All All
Application Gnome Gnome-shell 3.5.92 All All All
Application Gnome Gnome-shell 3.6.0 All All All
Application Gnome Gnome-shell 3.6.1 All All All
Application Gnome Gnome-shell 3.6.2 All All All
Application Gnome Gnome-shell 3.6.3 All All All
Application Gnome Gnome-shell 3.6.3.1 All All All
Application Gnome Gnome-shell 3.7.1 All All All
Application Gnome Gnome-shell 3.7.2 All All All
Application Gnome Gnome-shell 3.7.2.1 All All All
Application Gnome Gnome-shell 3.7.3 All All All
Application Gnome Gnome-shell 3.7.3.1 All All All
Application Gnome Gnome-shell 3.74 All All All
Application Gnome Gnome-shell 3.7.4.1 All All All
Application Gnome Gnome-shell 3.7.5 All All All
Application Gnome Gnome-shell 3.7.91 All All All
Application Gnome Gnome-shell 3.7.92 All All All
Application Gnome Gnome-shell 3.8.0 All All All
Application Gnome Gnome-shell 3.8.0.1 All All All
Application Gnome Gnome-shell 3.8.1 All All All
Application Gnome Gnome-shell 3.8.2 All All All
Application Gnome Gnome-shell 3.8.3 All All All
Application Gnome Gnome-shell 3.84 All All All
Application Gnome Gnome-shell 3.9.1 All All All
Application Gnome Gnome-shell 3.9.2 All All All
Application Gnome Gnome-shell 3.9.3 All All All
Application Gnome Gnome-shell 3.94 All All All
Application Gnome Gnome-shell 3.95 All All All
Application Gnome Gnome-shell 3.9.90 All All All
Application Gnome Gnome-shell 3.9.91 All All All
Application Gnome Gnome-shell All All All All

References

Reference Source Link

Bug 708313 — Anyone can run any command on your lock screen CONFIRM  bugzilla.(
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oss-security - Re: Two CVE request for gnome-shell/screensaver issues MLIST WWW.OpE
oss-security - Two CVE request for gnome-shell/screensaver issues MLIST WWW.OPE

main: Close runDialog as necessary on session mode changes (efdf1ff7) - Commits - GNOME / gnome-shell - Gittab  CONFIRM  git.gnom

CVE Program record CVE.ORG www.cve
NVD vulnerability detail NVD nvd.nist.(
4] | ol

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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