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AVNAGMAUNCPIPIAP Certain versions of Fat Free Crm from Fatfreecrm contain the following
’ vulnerability:

Multiple cross-site request forgery (CSRF) vulnerabilities in Fat Free
CRM before 0.12.1 allow remote attackers to hijack the authentication
of unspecified victims via unknown vectors, related to the lack of a
protect_from_forgery line in app/controllers/application_controller.rb.

CVE-2013-7223 has been assigned by [ cve@mitre.org to track the vulnerability

CVSS2 Score: 6.8- MEDIUM
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CVE References

fatfreecrm/fat_free_crm - GitHub

) MISC www.phenoelit.org/stuff/ffcrm.txt

www.phenoelit.org

Description Tags Link

Fixing security vulnerabilities () CONFIRM github.com/fatfreecrm/fat_free_crm/wiki/Fixing-security-vulnerabilities-
(27th Dec 2013) - %2827th-Dec-2013%29

fatfreecrm/fat_free_crm Wiki -

GitHub

oss-security - Re: CVE request: { > MLIST [oss-security] 20131228 Re: CVE request: Fat Free CRM multiple vulnerat
Fat Free CRM multiple

vulnerabilities

Security vulnerabilities () CONFIRM github.com/fatfreecrm/fat_free_crm/issues/300

announced - Issue #300 -
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Full Disclosure: Happy Holidays / I3 FULLDISC 20131224 Happy Holidays / Xmas Advisory

Xmas Advisory text/html

Ensure requests are protected. - [ () CONFIRM
fatfreecrm/fat_free_crm@a7fedbb github.com/fatfreecrm/fat_free_crm/commit/a7fedbb36388bad0c0f32b2346481e0eal
- GitHub

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.
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There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Fatfreecrm Fat Free Crm 0.10.1 All All All
Application Fatfreecrm Fat Free Crm 0.11.0 All All All
Application Fatfreecrm Fat Free Crm 0.11.1 All All All
Application Fatfreecrm Fat Free Crm 0.11.2 All All All
Application Fatfreecrm Fat Free Crm 0.9.10 All All All
Application Fatfreecrm Fat Free Crm 0.9.6 All All All
Application Fatfreecrm Fat Free Crm 0.9.7 All All All
Application Fatfreecrm Fat Free Crm 0.9.8 All All All
Application Fatfreecrm Fat Free Crm 0.9.9 All All All
Application Fatfreecrm Fat Free Crm All All All All
Application Fatfreecrm Fat Free Crm 0.10.1 All All All
Application Fatfreecrm Fat Free Crm 0.11.0 All All All
Application Fatfreecrm Fat Free Crm 0.11.1 All All All
Application Fatfreecrm Fat Free Crm 0.11.2 All All All
Application Fatfreecrm Fat Free Crm 0.9.10 All All All
Application Fatfreecrm Fat Free Crm 0.9.6 All All All
Application Fatfreecrm Fat Free Crm 0.9.7 All All All
Application Fatfreecrm Fat Free Crm 0.9.8 All All All
Application Fatfreecrm Fat Free Crm 0.9.9 All All All
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No vendor comments have been submitted for this CVE
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