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CVE CVE-2013-7224
State PUBLISHED
Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-01-02 14:59:04 UTC
Updated 2026-04-29 01:13:23 UTC
Description Fat Free CRM before 0.12.1 does not restrict JSON serialization, which allows remote attackers to obtain sensitive informat

/ |

Risk And Classification

Primary CVSS: v2.0 5 from nvd@nist.gov

AV:N/AC:L/Au:N/C:P/I:N/A:N
EPSS: 0.006000000 probability, percentile 0.695440000 (date 2026-04-30)
Problem Types: CWE-200 | n/a

CVSS v2.0 Breakdown

\ccess Vector

\ccess Complexity

Low

\uthentication

Sonfidentiality

ntegrity

\vailability

AV:N/AC:L/Au:N/C:P/I:N/A:N

i [iv]

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language


https://cve.report/
https://cve.report/CVE-2013-7224/mitre
https://cve.report/CVE-2013-7224/nist
https://cve.report/CVE-2013-7224/cve_org
https://cve.report/api/cve/CVE-2013-7224.json
https://cve.report/CVE-2013-7224.pdf

Application Fatfreecrm Fat Free Crm 0.10.1 All All All
Application Fatfreecrm Fat Free Crm 0.11.0 All All All
Application Fatfreecrm Fat Free Crm 0.11.1 All All All
Application Fatfreecrm Fat Free Crm 0.11.2 All All All
Application Fatfreecrm Fat Free Crm 0.9.10 All All All
Application Fatfreecrm Fat Free Crm 0.9.6 All All All
Application Fatfreecrm Fat Free Crm 0.9.7 All All All
Application Fatfreecrm Fat Free Crm 0.9.8 All All All
Application Fatfreecrm Fat Free Crm 0.9.9 All All All
Application Fatfreecrm Fat Free Crm All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms
CNA Na N/a affected n/a Not specified
Reference Source Link

Add custom serializers for xml and json. - fatfreecrm/fat_free_crm@cf26a04 - GitHub  af854a3a-2127-422b-91ae-364da2661108 github.cc
Security vulnerabilities announced - Issue #300 - fatfreecrm/fat_free_crm - GitHub af854a3a-2127-422b-91ae-364da2661108  github.cc

Fixing security vulnerabilities (27th Dec 2013) - fatfreecrm/fat_free_crm Wiki - GitHub  af854a3a-2127-422b-91ae-364da2661108 github.cc

oss-security - Re: CVE request: Fat Free CRM multiple vulnerabilities af854a3a-2127-422b-91ae-364da2661108 openwall
www.phenoelit.org/stuff/ffcrm.txt af854a3a-2127-422b-91ae-364da2661108 www.phe
Full Disclosure: Happy Holidays / Xmas Advisory af854a3a-2127-422b-91ae-364da2661108 seclists.c
CVE Program record CVE.ORG WWW.CVE
NVD vulnerability detail NVD nvd.nist.(

4]

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
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