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Summary

CVE CVE-2013-7225

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-01-02 14:59:00 UTC

Updated 2014-01-03 17:04:00 UTC

Description Multiple SQL injection vulnerabilities in app/controllers/home_controller.rb in Fat Free CRM before 0.12.1 allow remote authenticated users to execute arbitrary SQL commands via (1) the homepage timeline feature or (2) the activity feature.

Risk And Classification

Problem Types: CWE-89

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Fatfreecrm Fat Free Crm 0.10.1 All All All

Application Fatfreecrm Fat Free Crm 0.11.0 All All All

Application Fatfreecrm Fat Free Crm 0.11.1 All All All

Application Fatfreecrm Fat Free Crm 0.11.2 All All All

Application Fatfreecrm Fat Free Crm 0.9.10 All All All

Application Fatfreecrm Fat Free Crm 0.9.6 All All All

Application Fatfreecrm Fat Free Crm 0.9.7 All All All

Application Fatfreecrm Fat Free Crm 0.9.8 All All All

Application Fatfreecrm Fat Free Crm 0.9.9 All All All

Application Fatfreecrm Fat Free Crm All All All All

Application Fatfreecrm Fat Free Crm 0.10.1 All All All

Application Fatfreecrm Fat Free Crm 0.11.0 All All All

Application Fatfreecrm Fat Free Crm 0.11.1 All All All

Application Fatfreecrm Fat Free Crm 0.11.2 All All All

Application Fatfreecrm Fat Free Crm 0.9.10 All All All

Application Fatfreecrm Fat Free Crm 0.9.6 All All All

Application Fatfreecrm Fat Free Crm 0.9.7 All All All
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Application Fatfreecrm Fat Free Crm 0.9.7 All All All

Application Fatfreecrm Fat Free Crm 0.9.8 All All All

Application Fatfreecrm Fat Free Crm 0.9.9 All All All

References

Reference Source Link

Fixing security vulnerabilities (27th Dec 2013) · fatfreecrm/fat_free_crm Wiki · GitHub CONFIRM github.com

oss-security - Re: CVE request: Fat Free CRM multiple vulnerabilities MLIST openwall.com

Fixed sql injection in timeline method. · fatfreecrm/fat_free_crm@078035f · GitHub CONFIRM github.com

Refactor activity_user to remove possible SQL injection points. · fatfreecrm/fat_free_crm@d4b2de8 · GitHub CONFIRM github.com

Security vulnerabilities announced · Issue #300 · fatfreecrm/fat_free_crm · GitHub CONFIRM github.com

www.phenoelit.org/stuff/ffcrm.txt MISC www.phenoelit.org

Full Disclosure: Happy Holidays / Xmas Advisory FULLDISC seclists.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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