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Integer overflow in the gdimageCrop function in ext/gd/gd.c in PHP 5.5.x before 5.5.9 allows remote attackers to cause a de
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Risk And Classification

Problem Types: CWE-189

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Php Php 5.5.0 alphat All All
Php Php 5.5.0 alpha2 All All
Php Php 5.5.0 alpha3 All All
Php Php 5.5.0 alpha4 All All
Php Php 5.5.0 alpha5 All All
Php Php 5.5.0 alphaé All All
Php Php 5.5.0 betal All All
Php Php 5.5.0 beta2 All All
Php Php 5.5.0 beta3 All All
Php Php 5.5.0 beta4 All All
Php Php 5.5.0 rci All All
Php Php 5.5.0 rc2 All All
Php Php 5.5.1 All All All
Php Php 5.5.2 All All Al
Php Php 5.5.3 All All All
Php Php 5.5.4 All All All
Php Php 5.5.5 All All All
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PHP 'ext/gd/gd.c' Heap Based Buffer Overflow Vulnerability

Support / Security / Advisories / / MDVSA-2014:027 | Mandriva

PHP :: Sec Bug #66356 :: Heap Overflow Vulnerability in imagecrop()

PHP Heap Overflow in imagecrop() Lets Remote Users Execute Arbitrary Code - SecurityTracker

Security Advisory SA56829 - PHP &quot;imagecrop()&quot; Buffer Overflow Vulnerabilities - Secunia

Bug 1065108 — CVE-2013-7226 CVE-2013-7327 CVE-2013-7328 CVE-2014-2020 php: multiple vulnerabilities in gdimageCrop()
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Fixed bug #66356 (Heap Overtiow Vulnerapility In Imagecrop()) - pnp/php-src@z2938329 - GItHUb COUNFIKM

PHP: PHP 5 ChangelLog CONFIRM
USN-2126-1: PHP vulnerabilities | Ubuntu UBUNTU
CVE Program record CVE.ORG
NVD vulnerability detail NVD

(| | 1|

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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