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Summary

CVE CVE-2013-7252

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-01-18 18:59:00 UTC

Updated 2016-08-02 13:58:00 UTC

Description kwalletd in KWallet before KDE Applications 14.12.0 uses Blowfish with ECB mode instead of CBC mode when encrypting the password store, which makes it easier for attackers to guess passwords via a codebook attack.

Risk And Classification

Problem Types: CWE-310

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Kde Kde Applications All All All All

References

Reference Source Link Tags

Bug 1048168 – CVE-2013-7252 kwallet: crypto misuse CONFIRM bugzilla.redhat.com Issue Tracking

oss-security - Re: CVE Request: kwallet: incorrect CBC encryption handling MLIST www.openwall.com

oss-security - kwallet crypto misuse MLIST www.openwall.com

www.kde.org/info/security/advisory-20150109-1.txt CONFIRM www.kde.org Patch, Vendor Advisory

kwallet Weak Stored Password Encryption Local Security Weakness BID www.securityfocus.com Third Party Advisory

kwalletd: Information disclosure (GLSA 201606-19) — Gentoo security GENTOO security.gentoo.org Third Party Advisory

KWallet Security Analysis | Gaganpreet's blog MISC gaganpreet.in Exploit

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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