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AVUACLAUNC CIUNAN Certain versions of Linux Kernel from Linux contain the following
’ vulnerability:

The Linux kernel before 3.12.4 updates certain length values before
ensuring that associated data structures have been initialized, which
allows local users to obtain sensitive information from kernel stack
memory via a (1) recvfrom, (2) recvmmesg, or (3) recvmsg system call,
related to net/ipv4/ping.c, net/ipv4/raw.c, net/ipv4/udp.c, net/ipvb/raw.c,

and net/ipv6/udp.c.

CVE-2013-7263 has been assigned by [J] cve@mitre.org to track the vulnerability
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Impact Impact Impact
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2013-7263 CVE-2013-
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GitHub
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By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Operating Linux Linux Kernel 3.0 rci All All
System

Operating Linux Linux Kernel 3.0 rc2 All All
System

Operating Linux Linux Kernel 3.0 rc3 All All
System

Operating Linux Linux Kernel 3.0 rc4 All All
System

Operating Linux Linux Kernel 3.0 rch5 All All
System

Operating Linux Linux Kernel 3.0 rcé All All
System

Operating Linux Linux Kernel 3.0 rc7 All All
System
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akLk KKK LKLk,

cpe:2.3:0:linux:linux_kernel:3.0.11:* """

akLk LKLk LK LKLk,

cpe:2.3:0:linux:linux_kernel:3.0.12:*: """

Ak kKKK LKLk,

cpe:2.3:0:linux:linux_kernel:3.0.13:*: """

Ak kKK kLK Lk,

cpe:2.3:0:linux:linux_kernel:3.0.14:*: """

ARk kL kKKK,

cpe:2.3:0:linux:linux_kernel:3.0.18:*:*:*:*:*:*:*:
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Ak koK kKKK,

cpe:2.3:0:linux:linux_kernel:3.0.19:*:*:**:**:*:

cpe:2.3:0:linux:linux_kernel:3.0.2:*:*:*:*:*:*:*:

Kk kKK kLK,

cpe:2.3:0:linux:linux_kernel:3.0.20:™ "™

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:3.0.22:*:*:***:*:*:

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.0.23:*:*:***:*:*:

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.0.25:*:*:***:*:*:

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.0.26:*:*:***:*:*:

Kk kKK oKk,

cpe:2.3:0:linux:linux_kernel:3.0.27:**:***:*:*:

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:3.0.28:*:*:*:*:*:*:*:

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:3.0.29:*:*:**:*:*:*:

cpe:2.3:0:linux:linux_kernel:3.0.3:*:*: " *:*:

aKk LKLk KKK,

cpe:2.3:0:linux:linux_kernel:3.0.38:*:*: """

akLk LKLk LKLk LK,

cpe:2.3:0:linux:linux_kernel:3.0.39:*:*: """

cpe:2.3:0:linux:linux_kernel:3.0.4::*:***:*:*:

Ak kKKK LKLk,

cpe:2.3:0:linux:linux_kernel:3.0.40:*:*: """

Ak kKK kLK Lk,

cpe:2.3:0:linux:linux_kernel:3.0.41:* "

Ak kKK kKK,

cpe:2.3:0:linux:linux_kernel:3.0.42:*: %"



Ak kKK kKK,

cpe:2.3:0:linux:linux_kernel:3.0.44:****:**:*:

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.0.46:*:*: "™

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.0.47:: "™

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.0.49:**: "™

cpe:2.3:0:linux:linux_kernel:3.0.5:*: "%

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:3.0.50:**:***:*:*:

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:3.0.51 " "™

akk LKLk LK LK LK,

cpe:2.3:0:linux:linux_kernel:3.0.64:*:*: """

Ak kLKL kLK LK,

cpe:2.3:0:linux:linux_kernel:3.0.65:*:*:*:*:*:*:*:

ARk kKK LKLk,

cpe:2.3:0:linux:linux_kernel:3.0.66:*:*:*:*:*:*:*:

Ak kKK kLK Lk,

cpe:2.3:0:linux:linux_kernel:3.0.67:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:3.0.7:*:*:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.0.8:*:*:*:*:*:*:*:



cpe:2.3:0:linux:linux_kernel:3.0.9:*:*:**:*:*:*:

dkukak kR akak.

cpe:2.3:0:linux:linux_kernel:3.1 %%

ARk kR akak.

cpe:2.3:0:linux:linux_kernel:3.1:rct ™

ARk kR akak.

cpe:2.3:0:linux:linux_kernel:3.1:rc2:*:*:*:*:*:*:

dkakak ok akak.

cpe:2.3:0:linux:linux_kernel:3.1:rcd:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:3.1.1:

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:3.1.10: "™

cpe:2.3:0:linux:linux_kernel:3.1.2:%: %

cpe:2.3:0:linux:linux_kernel:3.1.3:*:***:**:*:

cpe:2.3:0:linux:linux_kernel:3.1.4:*:****:*:*:

cpe:2.3:0:linux:linux_kernel:3.1.5: %" *:*:

cpe:2.3:0:linux:linux_kernel:3.1.6:*:*:*:**:*:*:

cpe:2.3:0:linux:linux_kernel:3.1.7:%:*:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.1.8:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:3.1.9: 7 *:*:*:

cpe:2.3:0:linux:linux_kernel:3.10.1:*: """

dkkakokakakuk.

cpe:2.3:0:linux:linux_kernel:3.10.16:*:*:*:**:*:":

dkkakokakakuk,

cpe:2.3:0:linux:linux_kernel:3.10.17:%:*:*

dkakakokakakuk.

cpe:2.3:0:linux:linux_kernel:3.10.19:%:*:*

cpe:2.3:0:linux:linux_kernel:3.10.2:*: """



dkak kR Rk k.

cpe:2.3:0:linux:linux_kernel:3.10.20:*:*:*:*:**:*:

dkak kR akakuk.

cpe:2.3:0:linux:linux_kernel:3.10.21:*:*****:*:

dkak kR ok akak.

cpe:2.3:0:linux:linux_kernel:3.10.23: " "
cpe:2.3:0:linux:linux_kernel:3.10.3:: "™
cpe:2.3:0:linux:linux_kernel:3.10.4:** "™
cpe:2.3:0:linux:linux_kernel:3.10.5: "™
cpe:2.3:0:linux:linux_kernel:3.10.6:*:* " "™
cpe:2.3:0:linux:linux_kernel:3.10.7: "™
cpe:2.3:0:linux:linux_kernel:3.10.8: %" "™
cpe:2.3:0:linux:linux_kernel:3.10.9:* %" "™

cpe:2.3:0:linux:linux_kernel:3.11:*::**:":*:

cpe:2.3:0:linux:linux_kernel:3.11. 1 % "

cpe:2.3:0:linux:linux_kernel:3.11.2:*: %"

cpe:2.3:0:linux:linux_kernel:3.11.3:*: """

cpe:2.3:0:linux:linux_kernel:3.11.4:*: """

cpe:2.3:0:linux:linux_kernel:3.11.5:* %"

cpe:2.3:0:linux:linux_kernel:3.11.6:*: """

cpe:2.3:0:linux:linux_kernel:3.11.7:* """

cpe:2.3:0:linux:linux_kernel:3.11.8:*: """

cpe:2.3:0:linux:linux_kernel:3.11.9:* """

akLk kKKK Lk,

cpe:2.3:0:linux:linux_kernel:3.12:*:*:**:*:*:*:

Ak kLKL LK LKLk,

cpe:2.3:0:linux:linux_kernel:3.12.1:* """

cpe:2.3:0:linux:linux_kernel:3.12.2:*:*: """

cpe:2.3:0:linux:linux_kernel:3.2:%: "

akakLkokakuk.

cpe:2.3:0:linux:linux_kernel:3.2:rc3:*:*: "

Rk kokukuk.

coe:2.3:0:linux:linux kernel:3.2:rc4:*:*:**:*:*:



kKR ok ukuk.

cpe:2.3:0:linux:linux_kernel:3.2:rc5:*:*:*

KRk akakuk.

cpe:2.3:0:linux:linux_kernel:3.2:rc6:*:*:**:*:*:

KRk ok kuk.

cpe:2.3:0:linux:linux_kernel:3.2:rc7:*:*:*:**:*:

cpe:2.3:0:linux:linux_kernel:3.2.1:

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.2.10: "™

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:3.2.1 1 "™

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:3.2.13:*:*:* "™

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:3.2.14:*:* "™

Kk kL kKKK,

cpe:2.3:0:linux:linux_kernel:3.2.15: " "1™

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:3.2.16:*:*:*:*:*:*:*:

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:3.2.17:*: % """

Ak kLKL kLK LK,

cpe:2.3:0:linux:linux_kernel:3.2.26:*:*:*:*:*:*:*:

Ak kLKL LK LKLk,

cpe:2.3:0:linux:linux_kernel:3.2.27:*: """
cpe:2.3:0:linux:linux_kernel:3.2.29:*:*:**:**:*:
cpe:2.3:0:linux:linux_kernel:3.2.3:*:*:***:*:*:

cpe:2.3:0:linux:linux_kernel:3.2.30:*: """

cpe:2.3:0:linux:linux_kernel:3.2.4::*:***:*:*:



cpe:2.3:0:linux:linux_kernel:3.2.5:**:***:**:

cpe:2.3:0:linux:linux_kernel:3.2.6:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:3.2.7:

cpe:2.3:0:linux:linux_kernel:3.2.8: " :**::

cpe:2.3:0:linux:linux_kernel:3.2.9: "

LRk ak kR akak.

cpe:2.3:0:linux:linux_kernel:3.3:*:*:*:**:*:*:

Kk kR akak.

cpe:2.3:0:linux:linux_kernel:3.3:rc2:*:*:*:*:*:*:

Rk kR Rk,

cpe:2.3:0:linux:linux_kernel:3.3:rc3:*:*:**:*:*:

Rk kR akak.

cpe:2.3:0:linux:linux_kernel:3.3:rc4:*:*:*:*:*:*:

Rk akakak k.

cpe:2.3:0:linux:linux_kernel:3.3:rc5:*:*:**:*:*:

kakakakakak.

cpe:2.3:0:linux:linux_kernel:3.3:rc6:*:": "

cpe:2.3:0:linux:linux_kernel:3.3.1: " *:*:*:

cpe:2.3:0:linux:linux_kernel:3.3.2:*:*:*: " *:*:

cpe:2.3:0:linux:linux_kernel:3.3.3:* " ":*:

cpe:2.3:0:linux:linux_kernel:3.3.4:*:*:**":*:*:

cpe:2.3:0:linux:linux_kernel:3.3.5: " *:*:

cpe:2.3:0:linux:linux_kernel:3.3.6:*:*:*: " ":*:

cpe:2.3:0:linux:linux_kernel:3.3.7: " ":*:

cpe:2.3:0:linux:linux_kernel:3.3.8:*:*: " *:*:

dkkakkakakak.

cpe:2.3:0:linux:linux_kernel:3.4:*:*:*:

akLk Lk akakuk.

cpe:2.3:0:linux:linux_kernel:3.4:rc1: "

akakukokukuk.

cpe:2.3:0:linux:linux_kernel:3.4:rc2:*:*:*:*:*::

dkakukokakuk.

cpe:2.3:0:linux:linux_kernel:3.4:rc3:*:*: "

dkLk Lk akakuk.

cpe:2.3:0:linux:linux_kernel:3.4:rc4:*:*:***::

dkak Lk okukuk.

cpe:2.3:0:linux:linux_kernel:3.4:rc5: "

akakkokukuk.

cpe:2.3:0:linux:linux_kernel:3.4:rc6:*:*:*:*:*::

PROURY. N YA LY IR Ppunpy s TV R 2



CPE.£L.0.0TNUXINUX_KEITes.4.1C/. - - oo ..

cpe:2.3:0:linux:linux_kernel:3.4.1:*****:**:

R R

cpe:2.3:0:linux:linux_kernel:3.4.11: ™

Kk kKK kLK,

cpe:2.3:0:linux:linux_kernel: