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CVE-2013-7284

Source: Mitre  Source: NIST  CVE.ORG  Print: PDF 

Certain versions of Pirpc from Malcolm Nooning contain the following
vulnerability:

The PlRPC module, possibly 0.2020 and earlier, for Perl uses the
Storable module, which allows remote attackers to execute arbitrary
code via a crafted request, which is not properly handled when it is
deserialized.
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CVE References

Description Tags Link

1030572 – perl-PlRPC: not secure across trust boundaries bugzilla.redhat.com

text/html

 CONFIRM bugzilla.redhat.com/show_bug.cgi?
id=1030572

#734789 - [CVE-2013-7284] Remote pre-authentication code
execution in PlRPC - Debian Bug report logs

bugs.debian.org

text/html

 CONFIRM bugs.debian.org/cgi-bin/bugreport.cgi?
bug=734789

Bug #90474 for PlRPC: Security notice on Storable and reply
attack

Patch

rt.cpan.org

text/html

 MISC rt.cpan.org/Public/Bug/Display.html?
id=90474

oss-sec: PlRPC Perl module: pre-auth remote code execution,
weak crypto

seclists.org

text/html

 MLIST [oss-security] 20140109 PlRPC Perl
module: pre-auth remote code execution, weak
crypto

1051108 – (CVE-2013-7284) CVE-2013-7284 perl-PlRPC:
pre-auth remote code execution

bugzilla.redhat.com

text/html

 CONFIRM bugzilla.redhat.com/show_bug.cgi?
id=1051108

CVE-2013-7284 has been assigned by  secalert@redhat.com to track the vulnerability
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https://bugzilla.redhat.com/show_bug.cgi?id=1051108


oss-sec: Re: PlRPC Perl module: pre-auth remote code
execution, weak crypto

seclists.org

text/html

 MLIST [oss-security] 20140109 Re: PlRPC Perl
module: pre-auth remote code execution, weak
crypto

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Malcolm Nooning Pirpc 0.2000 All All All

Application Malcolm Nooning Pirpc 0.2001 All All All

Application Malcolm Nooning Pirpc 0.2002 All All All

Application Malcolm Nooning Pirpc 0.2003 All All All

Application Malcolm Nooning Pirpc 0.2010 All All All

Application Malcolm Nooning Pirpc 0.2011 All All All

Application Malcolm Nooning Pirpc 0.2012 All All All

Application Malcolm Nooning Pirpc 0.2013 All All All

Application Malcolm Nooning Pirpc 0.2014 All All All

Application Malcolm Nooning Pirpc 0.2016 All All All

Application Malcolm Nooning Pirpc 0.2017 All All All

Application Malcolm Nooning Pirpc 0.2018 All All All

Application Malcolm Nooning Pirpc 0.2019 All All All

Application Malcolm Nooning Pirpc All All All All

Application Malcolm Nooning Pirpc 0.2000 All All All

Application Malcolm Nooning Pirpc 0.2001 All All All

Application Malcolm Nooning Pirpc 0.2002 All All All

Application Malcolm Nooning Pirpc 0.2003 All All All

Application Malcolm Nooning Pirpc 0.2010 All All All

Application Malcolm Nooning Pirpc 0.2011 All All All

Application Malcolm Nooning Pirpc 0.2012 All All All

Application Malcolm Nooning Pirpc 0.2013 All All All

Application Malcolm Nooning Pirpc 0.2014 All All All

Application Malcolm Nooning Pirpc 0.2016 All All All

Application Malcolm Nooning Pirpc 0.2017 All All All

Application Malcolm Nooning Pirpc 0.2018 All All All
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Application Malcolm Nooning Pirpc 0.2018 All All All

Application Malcolm Nooning Pirpc 0.2019 All All All

cpe:2.3:a:malcolm_nooning:pirpc:0.2000:*:*:*:*:perl:*:*:

cpe:2.3:a:malcolm_nooning:pirpc:0.2001:*:*:*:*:perl:*:*:

cpe:2.3:a:malcolm_nooning:pirpc:0.2002:*:*:*:*:perl:*:*:

cpe:2.3:a:malcolm_nooning:pirpc:0.2003:*:*:*:*:perl:*:*:

cpe:2.3:a:malcolm_nooning:pirpc:0.2010:*:*:*:*:perl:*:*:

cpe:2.3:a:malcolm_nooning:pirpc:0.2011:*:*:*:*:perl:*:*:

cpe:2.3:a:malcolm_nooning:pirpc:0.2012:*:*:*:*:perl:*:*:

cpe:2.3:a:malcolm_nooning:pirpc:0.2013:*:*:*:*:perl:*:*:

cpe:2.3:a:malcolm_nooning:pirpc:0.2014:*:*:*:*:perl:*:*:

cpe:2.3:a:malcolm_nooning:pirpc:0.2016:*:*:*:*:perl:*:*:

cpe:2.3:a:malcolm_nooning:pirpc:0.2017:*:*:*:*:perl:*:*:

cpe:2.3:a:malcolm_nooning:pirpc:0.2018:*:*:*:*:perl:*:*:

cpe:2.3:a:malcolm_nooning:pirpc:0.2019:*:*:*:*:perl:*:*:

cpe:2.3:a:malcolm_nooning:pirpc:*:*:*:*:*:perl:*:*:

cpe:2.3:a:malcolm_nooning:pirpc:0.2000:*:*:*:*:perl:*:*:

cpe:2.3:a:malcolm_nooning:pirpc:0.2001:*:*:*:*:perl:*:*:

cpe:2.3:a:malcolm_nooning:pirpc:0.2002:*:*:*:*:perl:*:*:

cpe:2.3:a:malcolm_nooning:pirpc:0.2003:*:*:*:*:perl:*:*:

cpe:2.3:a:malcolm_nooning:pirpc:0.2010:*:*:*:*:perl:*:*:

cpe:2.3:a:malcolm_nooning:pirpc:0.2011:*:*:*:*:perl:*:*:

cpe:2.3:a:malcolm_nooning:pirpc:0.2012:*:*:*:*:perl:*:*:

cpe:2.3:a:malcolm_nooning:pirpc:0.2013:*:*:*:*:perl:*:*:

cpe:2.3:a:malcolm_nooning:pirpc:0.2014:*:*:*:*:perl:*:*:

cpe:2.3:a:malcolm_nooning:pirpc:0.2016:*:*:*:*:perl:*:*:

cpe:2.3:a:malcolm_nooning:pirpc:0.2017:*:*:*:*:perl:*:*:

cpe:2.3:a:malcolm_nooning:pirpc:0.2018:*:*:*:*:perl:*:*:

cpe:2.3:a:malcolm_nooning:pirpc:0.2019:*:*:*:*:perl:*:*:
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← Previous ID Next ID→

No vendor comments have been submitted for this CVE
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