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Summary

CVE CVE-2013-7290

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-01-13 21:55:00 UTC

Updated 2018-03-25 01:29:00 UTC

Description The do_item_get function in items.c in memcached 1.4.4 and other versions before 1.4.17, when running in verbose mode, allows remote attackers to cause a denial of service (segmentation fault) via a request to delete a key, which does not account for the lack of a null terminator in the key and triggers a buffer over-read when printing to stderr, a different vulnerability than CVE-2013-0179.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Memcached Memcached 1.4.10 All All All

Application Memcached Memcached 1.4.11 All All All

Application Memcached Memcached 1.4.12 All All All

Application Memcached Memcached 1.4.13 All All All

Application Memcached Memcached 1.4.14 All All All

Application Memcached Memcached 1.4.15 All All All

Application Memcached Memcached 1.4.16 All All All

Application Memcached Memcached 1.4.4 All All All

Application Memcached Memcached 1.4.5 All All All

Application Memcached Memcached 1.4.6 All All All

Application Memcached Memcached 1.4.7 All All All

Application Memcached Memcached 1.4.8 All All All

Application Memcached Memcached 1.4.9 All All All

Application Memcached Memcached 1.4.10 All All All

Application Memcached Memcached 1.4.11 All All All

Application Memcached Memcached 1.4.12 All All All

Application Memcached Memcached 1.4.13 All All All
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Application Memcached Memcached 1.4.13 All All All

Application Memcached Memcached 1.4.14 All All All

Application Memcached Memcached 1.4.15 All All All

Application Memcached Memcached 1.4.16 All All All

Application Memcached Memcached 1.4.4 All All All

Application Memcached Memcached 1.4.5 All All All

Application Memcached Memcached 1.4.6 All All All

Application Memcached Memcached 1.4.7 All All All

Application Memcached Memcached 1.4.8 All All All

Application Memcached Memcached 1.4.9 All All All

References

Reference Source Link

Memcached 'items.c' Denial of Service Vulnerability BID www.securityfocus.com

Issue 306 - memcached - Crash when performing deletion - Memcached - Google Project Hosting CONFIRM code.google.com

ReleaseNotes1417 - memcached - Release notes for Release 1.4.17 - Memcached - Google Project Hosting CONFIRM code.google.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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