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CVE-2013-7296

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AVNACUAUNCNINAP Certain versions of Poppler from Freedesktop contain the following
’ vulnerability:

The JBIG2Stream::readSegments method in JBIG2Stream.cc in
Poppler before 0.24.5 does not use the correct specifier within a format
string, which allows context-dependent attackers to cause a denial of
service (segmentation fault and application crash) via a crafted PDF
file.

CVE-2013-7296 has been assigned by [f] cve@mitre.org to track the vulnerability

CVSS2 Score: ~5-MEDIUM

Access Access Authentication
Vector Complexity

Low [NONE
Confidentiality Integrity Availability
Impact Impact Impact

[ NONE | [ NONE |
CVE References

Description Tags Link

[SECURITY] Fedora 20 Update: poppler-0.24.3-3.fc20 FEDORA FEDORA-2014-0156

oss-sec: Re: CVE Request - Poppler library: DoS fixed I3 MLIST [oss-security] 20140117 Re: CVE

in 0.24.5 Request - Poppler library: DoS fixed in 0.24.5
Security Advisory SA56776 - SUSE update for Y{ SECUNIA 56776

libpoppler - Secunia

Gentoo Linux Documentation -- Poppler: Multiple E3J GENTOO GLSA-201401-21

vulnerabilities

oss-sec: CVE Request - Poppler library: DoS fixed in B2 MLIST [oss-security] 20140116 CVE Request -
0.24.5 Poppler library: DoS fixed in 0.24.5



https://cve.report/
https://cve.report/CVE-2013-7296/mitre
https://cve.report/CVE-2013-7296/nist
https://cve.report/CVE-2013-7296/cve_org
https://cve.report/CVE-2013-7296.pdf
http://cve.report/software/freedesktop/poppler
http://cve.report/vendor/freedesktop
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://lists.fedoraproject.org/pipermail/package-announce/2014-January/125710.html
http://seclists.org/oss-sec/2014/q1/105
https://web.archive.org/web/2013/http://secunia.com/advisories/56776
http://security.gentoo.org/glsa/glsa-201401-21.xml
http://seclists.org/oss-sec/2014/q1/97

IDIVI A-FOrce cxcridiigye

1048199 — (CVE-2013-7296) CVE-2013-7296 poppler:

DoS due to a format string error

poppler/poppler - The poppler pdf rendering library
(mirrored from
https:/gitlab.freedesktop.org/poppler/poppler)

Security Advisory SA56567 - Gentoo update for
poppler - Secunia

text/html

text/html

text/html

cgit.freedesktop.org

Vendor Advisory

text/html

§ A poppier-jpigasiredrii-reauseylrnierits-

dos(90552)

) CONFIRM bugzilla.redhat.com/show_bug.cgi?
id=1048199

G MISC
cgit.freedesktop.org/poppler/poppler/commit/?
id=58e04a08afee39370283c494ee2e4e392fd3b684

> SECUNIA 56567

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that

would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that

are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,

CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

comment@cve.report.

There are currently no QIDs associated with this CVE
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Application
Application
Application

Application

Freedesktop
Freedesktop
Freedesktop
Freedesktop

Freedesktop

Poppler
Poppler
Poppler
Poppler

Poppler

cpe:2.3:a:freedesktop:poppler:0.1: = "

cpe:2.3:a:freedesktop:poppler:0.1.1:

Foak Kk k Kk K

cpe:2.3:a:freedesktop:poppler:0.1.2:*:*: % *:*:*:

ARk LKLk LKLk LK,

cpe:2.3:a:freedesktop:poppler:0.10.0:*:*:* "

cpe:2.3:a:freedesktop:poppler:0.10.1:*:*:* %

Ak kKK kLK Lk,

cpe:2.3:a:freedesktop:poppler:0.10.2:*:*:*:*:*:*:*:

cpe:2.3:a:freedesktop:poppler:0.10.3:*:*:*:*:**:*:

Ak kKK kKK,

cpe:2.3:a:freedesktop:poppler:0.10.4:*:*:**:**:*:

cpe:2.3:a:freedesktop:poppler:0.10.5:*: "

Ak kKK kKK,

cpe:2.3:a:freedesktop:poppler:0.10.6:*:*:*:*:**::

Ak kKK kKK,

cpe:2.3:a:freedesktop:poppler:0.10.7:*:

cpe:2.3:a:freedesktop:poppler:0.11.

Ak kKK kKK,

kKoK Lk kKK,

cpe:2.3:a:freedesktop:poppler:0.11.1:

cpe:2.3:a:freedesktop:poppler:0.11.2:*:

Kk ok kK kLK,

cpe:2.3:a:freedesktop:poppler:0.11.3:*:*: " *:*:

cpe:2.3:a:freedesktop:poppler:0.12.0:*:*: " :*:*:

Kk ok kKKK,

cpe:2.3:a:freedesktop:poppler:0.12.1:*:*: " "

cpe:2.3:a:freedesktop:poppler:0.12.2:*:*:***:*:*:

kKoK kKK,

cpe:2.3:a:freedesktop:poppler:0.12.3:*:*:***:*:*:

cpe:2.3:a:freedesktop:poppler:0.12.4:*:*:***:*:*:

Kk ok ok kLK Lk,

cpe:2.3:a:freedesktop:poppler:0.13.0:*:*:***:*:*:

cpe:2.3:a:freedesktop:poppler:0.13.1:*:** "

Kk ok kKKK,

cpe:2.3:a:freedesktop:poppler:0.13.2:*:*:* " :*:*:

cpe:2.3:a:freedesktop:poppler:0.13.3:*:*: "% *:*:

AnaN Diadvandanltanimnanmnalav.N 40 Ak kokokokokak,
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cpe:2.3:a:freedesktop:poppler:0.14.0:* " "

cpe:2.3:a:freedesktop:poppler:0.14.1: " "

cpe:2.3:a:freedesktop:poppler:0.14.2:* " "

cpe:2.3:a:freedesktop:poppler:0.14.3:* " "

cpe:2.3:a:freedesktop:poppler:0.14.4:*:*:* "

cpe:2.3:a:freedesktop:poppler:0.14.5:* %"

ARk LKLk LKLk LK,

cpe:2.3:a:freedesktop:poppler:0.15.0:*:*:* "

cpe:2.3:a:freedesktop:poppler:0.15.1:*:* "

Ak kKK kLK Lk,

cpe:2.3:a:freedesktop:poppler:0.15.2:*:*:**:**:*:

cpe:2.3:a:freedesktop:poppler:0.15.3:*:*:**:**:*:

cpe:2.3:a:freedesktop:poppler:0.16.0:*:*:*:*:*:*:*:

akk kKKK Lk,

cpe:2.3:a:freedesktop:poppler:0.16.1:*:**

cpe:2.3:a:freedesktop:poppler:0.16.2:*:*:**:**::

Ak kKK kKK,

cpe:2.3:a:freedesktop:poppler:0.16.3:*: " *::

cpe:2.3:a:freedesktop:poppler:0.16.4:*:*:****::

kKKK kKK,

cpe:2.3:a:freedesktop:poppler:0.16.5:*:*:**:**::

kKoK kK kLK,

cpe:2.3:a:freedesktop:poppler:0.16.6:*:*:*:*:*:*:*:

cpe:2.3:a:freedesktop:poppler:0.16.7:*:*:* " :*:*:

Kk kK kKK,

cpe:2.3:a:freedesktop:poppler:0.17.0:* " "

cpe:2.3:a:freedesktop:poppler:0.17.1:* "

Kk ok ok kKK,

cpe:2.3:a:freedesktop:poppler:0.17.2:*:*:***:*:*:

Kk ok ok kKK,

cpe:2.3:a:freedesktop:poppler:0.17.3:*:*:***:*:*:

cpe:2.3:a:freedesktop:poppler:0.17.4:*:*:****:*:

Kk ok ok kKK,

cpe:2.3:a:freedesktop:poppler:0.18.0:*:*:***:*:*:

cpe:2.3:a:freedesktop:poppler:0.18.1:*:*:***:*:*:

Kk koK kKK,

cpe:2.3:a:freedesktop:poppler:0.18.2:*:*:***:*:*:

cpe:2.3:a:freedesktop:poppler:0.18.3:*:*:**:*:*:*:

cpe:2.3:a:freedesktop:poppler:0.18.4:*:*:***:*:*:



cpe:2.3:a:freedesktop:poppler:0.19.0:* " " *:*:

cpe:2.3:a:freedesktop:poppler:0.19.1:* " "

cpe:2.3:a:freedesktop:poppler:0.19.2:* " "

cpe:2.3:a:freedesktop:poppler:0.19.3: " "

cpe:2.3:a:freedesktop:poppler:0.19.4:*:*:* "

cpe:2.3:a:freedesktop:poppler:0.2.0:*:*: " :*:

ARk LKLk LK LK LK,

cpe:2.3:a:freedesktop:poppler:0.20.0:*:*:*:*:*:*:*:

cpe:2.3:a:freedesktop:poppler:0.20.1:*:*:* "

ARk kKK LKLk,

cpe:2.3:a:freedesktop:poppler:0.20.2:*:*:*:*:*:*:*:

cpe:2.3:a:freedesktop:poppler:0.20.3:*:*:*: " *:*:

ARk kKK LKLk,

cpe:2.3:a:freedesktop:poppler:0.20.4:*:*:*:*:*:*:*:

Ak kKK kLK Lk,

cpe:2.3:a:freedesktop:poppler:0.20.5:*:*:*:*:**:*:

Ak kKK kKK,

cpe:2.3:a:freedesktop:poppler:0.21.0:*: "

Ak kKK kLK Lk,

cpe:2.3:a:freedesktop:poppler:0.21.1 %

cpe:2.3:a:freedesktop:poppler:0.21.2:*:

ARk kK kKK,

cpe:2.3:a:freedesktop:poppler:0.21.3:

cpe:2.3:a:freedesktop:poppler:0.21.4:*:***

KKk kKKK,

cpe:2.3:a:freedesktop:poppler:0.22.0:*:*:*:*:*:*:*:

cpe:2.3:a:freedesktop:poppler:0.22.1:*:*: " :*:*:

Kk kK kKK,

cpe:2.3:a:freedesktop:poppler:0.22.2:*:*:*:*:*:*:*:
cpe:2.3:a:freedesktop:poppler:0.22.3:*:*:*:*:*:*:*:
cpe:2.3:a:freedesktop:poppler:0.22.4:*:*:***:*:*:
cpe:2.3:a:freedesktop:poppler:0.23.0:*:*:**:*:*:*:
cpe:2.3:a:freedesktop:poppler:0.23.1:*:*:***:*:*:
cpe:2.3:a:freedesktop:poppler:0.23.2:*:*:***:*:*:
cpe:2.3:a:freedesktop:poppler:0.23.3:*:*:***:*:*:

cpe:2.3:a:freedesktop:poppler:0.23.4:*:*:**:*:*:*:

cpe:2.3:a:freedesktop:poppler:0.24.0:*:*:**:*:*:*:



cpe:2.3:a:freedesktop:poppler:0.24.1:* " "

cpe:2.3:a:freedesktop:poppler:0.24.2:* " "

cpe:2.3:a:freedesktop:poppler:0.1: = "

cpe:2.3:a:freedesktop:poppler:0.1.1:*: " "

cpe:2.3:a:freedesktop:poppler:0.1.2:%:*: " "™

cpe:2.3:a:freedesktop:poppler:0.10.0:*:*:* "

Ak kLKL LK LKLk,

cpe:2.3:a:freedesktop:poppler:0.10.1:*:** %%

cpe:2.3:a:freedesktop:poppler:0.10.2:*:*:*:*:*:*:*:

ARk kKK LKLk,

cpe:2.3:a:freedesktop:poppler:0.10.3:*:*: 7 "

ARk kK kKK,

cpe:2.3:a:freedesktop:poppler:0.10.4:*:***:**:*:

ARk kKKK Lk,

cpe:2.3:a:freedesktop:poppler:0.10.5:*: %% " *:*:

ARk kK kKK,

cpe:2.3:a:freedesktop:poppler:0.10.6:*:*:*:*:*:*:*:

cpe:2.3:a:freedesktop:poppler:0.10.7:*:

Ak kKK kKK,

cpe:2.3:a:freedesktop:poppler:0.11.0:*

cpe:2.3:a:freedesktop:poppler:0.11.1:

Ak kKK kKK,

cpe:2.3:a:freedesktop:poppler:0.11.2:*

cpe:2.3:a:freedesktop:poppler:0.11.3:

Kk ok kKKK,

cpe:2.3:a:freedesktop:poppler:0.12.0:**: " *:*:

cpe:2.3:a:freedesktop:poppler:0.12.1:*: " "

Kk ok kKKK,

cpe:2.3:a:freedesktop:poppler:0.12.2:*:*:***:*:*:
cpe:2.3:a:freedesktop:poppler:0.12.3:*:*:***:*:*:
cpe:2.3:a:freedesktop:poppler:0.12.4:*:*:***:*:*:
cpe:2.3:a:freedesktop:poppler:0.13.0:*: % *:*:
cpe:2.3:a:freedesktop:poppler:0.13.1:* "
cpe:2.3:a:freedesktop:poppler:0.13.2:*:*:***:*:*:
cpe:2.3:a:freedesktop:poppler:0.13.3:* " *:**:*:

cpe:2.3:a:freedesktop:poppler:0.13.4:*: " :*:*:

cpe:2.3:a:freedesktop:poppler:0.14.0:*: " "



cpe:2.3:a:freedesktop:poppler:0.14.1:* " "

cpe:2.3:a:freedesktop:poppler:0.14.2:* " "

cpe:2.3:a:freedesktop:poppler:0.14.3:*:":* "

cpe:2.3:a:freedesktop:poppler:0.14.4:* = "

cpe:2.3:a:freedesktop:poppler:0.14.5:* " "

Ak kLKL LK LKLk,

cpe:2.3:a:freedesktop:poppler:0.15.0:*:":* "

ARk LKLk LKLk LK,

cpe:2.3:a:freedesktop:poppler:0.15.1:*:** %"

ARk LKLk LKLk LK,

cpe:2.3:a:freedesktop:poppler:0.15.2:*:*:* "% *:*:

Ak kKK kLK Lk,

cpe:2.3:a:freedesktop:poppler:0.15.3:*: % " *:*:

Ak kKK kLK Lk,

cpe:2.3:a:freedesktop:poppler:0.16.0:*:*:*:*:*:*:*:

Ak kKK kKK,

cpe:2.3:a:freedesktop:poppler:0.16.1:*:*:*: "

cpe:2.3:a:freedesktop:poppler:0.16.2:*:*:*:*:*:*:*:

akk kK kKK,

cpe:2.3:a:freedesktop:poppler:0.16.3: ™ ™ *::

cpe:2.3:a:freedesktop:poppler:0.16.4:*:*:*:*:**::
cpe:2.3:a:freedesktop:poppler:0.16.5:*:*:**:**::
cpe:2.3:a:freedesktop:poppler:0.16.6:*:*:*:*:**:*:

Ak kKKK kLK,

cpe:2.3:a:freedesktop:poppler:0.16.7:*:*:*:***::

cpe:2.3:a:freedesktop:poppler:0.17.0:*:*: " "

Kk ok kKKK,

cpe:2.3:a:freedesktop:poppler:0.17.1:* " "

cpe:2.3:a:freedesktop:poppler:0.17.2:*:*: " *:*:

Kk koK kKK,

cpe:2.3:a:freedesktop:poppler:0.17.3:*:*:***:*:*:

cpe:2.3:a:freedesktop:poppler:0.17.4:******:*:
cpe:2.3:a:freedesktop:poppler:0.18.0:*:*:***:*:*:
cpe:2.3:a:freedesktop:poppler:0.18.1:*:*:***:*:*:

Kk ok ok kKK,

cpe:2.3:a:freedesktop:poppler:0.18.2:*:*:**:*:*:*:
cpe:2.3:a:freedesktop:poppler:0.18.3:*:*:***:*:*:

cpe:2.3:a:freedesktop:poppler:0.18.4:*:*:***:*:*:

cpe:2.3:a:freedesktop:poppler:0.19.0:*:*:**:*:*:*:



cpe:2.3:a:freedesktop:poppler:0.19.1:* " "

cpe:2.3:a:freedesktop:poppler:0.19.2:* " " *:*:

cpe:2.3:a:freedesktop:poppler:0.19.3:*:" "

cpe:2.3:a:freedesktop:poppler:0.19.4:*:*:* "

cpe:2.3:a:freedesktop:poppler:0.2.0:*:*: """

cpe:2.3:a:freedesktop:poppler:0.20.0:*:":*: "

Ak kLKL LK LKLk,

cpe:2.3:a:freedesktop:poppler:0.20.1:*:*:* """

ARk LKLk LKLk LK,

cpe:2.3:a:freedesktop:poppler:0.20.2:*:*:*:*:*:*:*:

cpe:2.3:a:freedesktop:poppler:0.20.3:*:*: """

Ak kKK kLK Lk,

cpe:2.3:a:freedesktop:poppler:0.20.4:*:*:*:*:*:*:*:

cpe:2.3:a:freedesktop:poppler:0.20.5:*:*:**:*:*:*:

ARk kKK LKLk,

cpe:2.3:a:freedesktop:poppler:0.21.0:*:* "

akk kK kKK,

cpe:2.3:a:freedesktop:poppler:0.21.1 %%

cpe:2.3:a:freedesktop:poppler:0.21.2:*:

Ak kKK kKK,

cpe:2.3:a:freedesktop:poppler:0.21.3:*:

cpe:2.3:a:freedesktop:poppler:0.21.4:

Ak kKK kKK,

cpe:2.3:a:freedesktop:poppler:0.22.0:*:*:*:*:**::

kKoK kKKK,

cpe:2.3:a:freedesktop:poppler:0.22.1 %

cpe:2.3:a:freedesktop:poppler:0.22.2:*:*:**:*:*:*:

Kk kK kKK,

cpe:2.3:a:freedesktop:poppler:0.22.3:*:*:**:*:*:*:

cpe:2.3:a:freedesktop:poppler:0.22.4:*:*:***:*:*:

cpe:2.3:a:freedesktop:poppler:0.23.0:*:*:***:*:*:
cpe:2.3:a:freedesktop:poppler:0.23.1:*:*:***:*:*:
cpe:2.3:a:freedesktop:poppler:0.23.2:*:*:***:*:*:
cpe:2.3:a:freedesktop:poppler:0.23.3:*:*:***:*:*:
cpe:2.3:a:freedesktop:poppler:0.23.4:*:*:***:*:*:

Kk ok ok kKK,

cpe:2.3:a:freedesktop:poppler:0.24.0:*:*:**:*:*:*:

cpe:2.3:a:freedesktop:poppler:0.24.1:*:*: " :*:*:

cpe:2.3:a:freedesktop:poppler:0.24.2:*:*:* "% *:*:



No vendor comments have been submitted for this CVE
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