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Summary

CVE CVE-2013-7304

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-01-22 19:55:00 UTC

Updated 2017-08-29 01:34:00 UTC

Description Check Point Endpoint Security MI Server through R73 3.0.0 HFA2.5 does not configure X.509 certificate validation for client devices, which allows man-in-the-middle attackers to spoof SSL servers by presenting an arbitrary certificate during a session established by a client.

Risk And Classification

Problem Types: CWE-310

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Checkpoint Endpoint Security Mi Server R73 All hfa2.5 All All

References

Reference

Check Point Endpoint Security MI Server SSL Certificate Validation Security Bypass Vulnerability

Check Point Endpoint Security MI Server Certificate Validation Flaw Lets Remote Users Conduct Man-in-the-Middle Attacks - SecurityTracker

Security Advisory SA56744 - Check Point Endpoint Security MI Certificate Validation Security Issue - Secunia

IBM X-Force Exchange

Endpoint Security MI Server R73 certificate validation

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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