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Summary

CVE CVE-2013-7322

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-03-09 13:16:00 UTC

Updated 2017-08-29 01:34:00 UTC

Description usersfile.c in liboath in OATH Toolkit before 2.4.1 does not properly handle lines containing an invalid one-time-password (OTP) type and a user name in /etc/users.oath, which causes the wrong line to be updated when invalidating an OTP and allows context-dependent attackers to conduct replay attacks, as demonstrated by a commented out line when using libpam-oath.

Risk And Classification

Problem Types: CWE-287

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Nongnu Oath Toolkit 1.0.0 All All All

Application Nongnu Oath Toolkit 1.0.1 All All All

Application Nongnu Oath Toolkit 1.10.0 All All All

Application Nongnu Oath Toolkit 1.10.1 All All All

Application Nongnu Oath Toolkit 1.10.2 All All All

Application Nongnu Oath Toolkit 1.10.3 All All All

Application Nongnu Oath Toolkit 1.10.4 All All All

Application Nongnu Oath Toolkit 1.10.5 All All All

Application Nongnu Oath Toolkit 1.12.0 All All All

Application Nongnu Oath Toolkit 1.12.1 All All All

Application Nongnu Oath Toolkit 1.12.2 All All All

Application Nongnu Oath Toolkit 1.12.3 All All All

Application Nongnu Oath Toolkit 1.12.4 All All All

Application Nongnu Oath Toolkit 1.12.5 All All All

Application Nongnu Oath Toolkit 1.12.6 All All All

Application Nongnu Oath Toolkit 1.2.0 All All All

Application Nongnu Oath Toolkit 1.2.1 All All All
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Application Nongnu Oath Toolkit 1.2.1 All All All

Application Nongnu Oath Toolkit 1.2.2 All All All

Application Nongnu Oath Toolkit 1.4.0 All All All

Application Nongnu Oath Toolkit 1.4.1 All All All

Application Nongnu Oath Toolkit 1.4.2 All All All

Application Nongnu Oath Toolkit 1.4.3 All All All

Application Nongnu Oath Toolkit 1.4.4 All All All

Application Nongnu Oath Toolkit 1.4.5 All All All

Application Nongnu Oath Toolkit 1.4.6 All All All

Application Nongnu Oath Toolkit 1.6.0 All All All

Application Nongnu Oath Toolkit 1.6.1 All All All

Application Nongnu Oath Toolkit 1.6.2 All All All

Application Nongnu Oath Toolkit 1.6.3 All All All

Application Nongnu Oath Toolkit 1.6.4 All All All

Application Nongnu Oath Toolkit 1.8.0 All All All

Application Nongnu Oath Toolkit 1.8.1 All All All

Application Nongnu Oath Toolkit 1.8.2 All All All

Application Nongnu Oath Toolkit 2.0.0 All All All

Application Nongnu Oath Toolkit 2.0.1 All All All

Application Nongnu Oath Toolkit 2.0.2 All All All

Application Nongnu Oath Toolkit 2.2.0 All All All

Application Nongnu Oath Toolkit 1.0.0 All All All

Application Nongnu Oath Toolkit 1.0.1 All All All

Application Nongnu Oath Toolkit 1.10.0 All All All

Application Nongnu Oath Toolkit 1.10.1 All All All

Application Nongnu Oath Toolkit 1.10.2 All All All

Application Nongnu Oath Toolkit 1.10.3 All All All

Application Nongnu Oath Toolkit 1.10.4 All All All

Application Nongnu Oath Toolkit 1.10.5 All All All

Application Nongnu Oath Toolkit 1.12.0 All All All

Application Nongnu Oath Toolkit 1.12.1 All All All

Application Nongnu Oath Toolkit 1.12.2 All All All

Application Nongnu Oath Toolkit 1.12.3 All All All

Application Nongnu Oath Toolkit 1.12.4 All All All

Application Nongnu Oath Toolkit 1.12.5 All All All

Application Nongnu Oath Toolkit 1.12.6 All All All
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Application Nongnu Oath Toolkit 1.2.0 All All All

Application Nongnu Oath Toolkit 1.2.1 All All All

Application Nongnu Oath Toolkit 1.2.2 All All All

Application Nongnu Oath Toolkit 1.4.0 All All All

Application Nongnu Oath Toolkit 1.4.1 All All All

Application Nongnu Oath Toolkit 1.4.2 All All All

Application Nongnu Oath Toolkit 1.4.3 All All All

Application Nongnu Oath Toolkit 1.4.4 All All All

Application Nongnu Oath Toolkit 1.4.5 All All All

Application Nongnu Oath Toolkit 1.4.6 All All All

Application Nongnu Oath Toolkit 1.6.0 All All All

Application Nongnu Oath Toolkit 1.6.1 All All All

Application Nongnu Oath Toolkit 1.6.2 All All All

Application Nongnu Oath Toolkit 1.6.3 All All All

Application Nongnu Oath Toolkit 1.6.4 All All All

Application Nongnu Oath Toolkit 1.8.0 All All All

Application Nongnu Oath Toolkit 1.8.1 All All All

Application Nongnu Oath Toolkit 1.8.2 All All All

Application Nongnu Oath Toolkit 2.0.0 All All All

Application Nongnu Oath Toolkit 2.0.1 All All All

Application Nongnu Oath Toolkit 2.0.2 All All All

Application Nongnu Oath Toolkit 2.2.0 All All All

Application Nongnu Oath Toolkit All All All All

References

Reference Source Link Tags

Re: [OATH-Toolkit-help] libpam-oath vulnerable to replay of OTP as res MLIST lists.nongnu.org

oss-sec: Re: oath-toolkit PAM module OTP token invalidation issue MLIST seclists.org

[OATH-Toolkit-help] libpam-oath vulnerable to replay of OTP as result of MLIST lists.nongnu.org

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

Re: [OATH-Toolkit-help] libpam-oath vulnerable to replay of OTP as resul MLIST lists.nongnu.org

OATH Toolkit NEWS CONFIRM www.nongnu.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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