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Certain versions of Internet Explorer from Microsoft contain the
following vulnerability:

The Microsoft.XMLDOM ActiveX control in Microsoft Windows 8.1 and
earlier allows remote attackers to determine the existence of local
pathnames, UNC share pathnames, intranet hostnames, and intranet
IP addresses by examining error codes, as demonstrated by a res://
URL, and exploited in the wild in February 2014.

CVSS2 Score: 4.3 - MEDIUM
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NETWORK MEDIUM NONE
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Availability
Impact

PARTIAL NONE NONE

CVE References

Description Tags Link

Microsoft Security Bulletin MS14-052 - Critical |
Microsoft Docs

Patch

Vendor Advisory

docs.microsoft.com

text/html

 MS MS14-052

Microsoft Internet Explorer Mulitple Flaws Let Remote
Users Execute Arbitrary Code and Obtain Potentially
Sensitive Information - SecurityTracker

Third Party Advisory

VDB Entry

www.securitytracker.com

text/html

 SECTRACK 1030818

Vulnerability Note VU#539289 - Microsoft XMLDOM
ActiveX control information disclosure vulnerability

Third Party Advisory

US Government Resource

www.kb.cert.org

text/html

 CERT-VN VU#539289

CVE-2013-7331 has been assigned by  cve@mitre.org to track the vulnerability

 �

�

https://cve.report/
https://cve.report/CVE-2013-7331/mitre
https://cve.report/CVE-2013-7331/nist
https://cve.report/CVE-2013-7331/cve_org
https://cve.report/CVE-2013-7331.pdf
http://cve.report/software/microsoft/internet_explorer
http://cve.report/vendor/microsoft
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://docs.microsoft.com/en-us/security-updates/securitybulletins/2014/ms14-052
http://www.securitytracker.com/id/1030818
http://www.kb.cert.org/vuls/id/539289


FireEye Blog - Threat Research and Analysis |
FireEye

Third Party Advisory

www.fireeye.com

text/html

 MISC
www.fireeye.com/blog/uncategorized/2014/02/operation-
snowman-deputydog-actor-compromises-us-veterans-
of-foreign-wars-website.html

Microsoft XMLDOM in IE can divulge information of
local drive/network in error messages | Computer
Security Is My Interest!

Exploit

soroush.secproject.com

text/html

 MISC
soroush.secproject.com/blog/2013/04/microsoft-
xmldom-in-ie-can-divulge-information-of-local-
drivenetwork-in-error-messages/

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Microsoft Internet Explorer 10 All All All

Application Microsoft Internet Explorer 11 All All All

Application Microsoft Internet Explorer 6 All All All

Application Microsoft Internet Explorer 7 All All All

Application Microsoft Internet Explorer 8 All All All

Application Microsoft Internet Explorer 9 All All All

Application Microsoft Internet Explorer 10 All All All

Application Microsoft Internet Explorer 11 All All All

Application Microsoft Internet Explorer 6 All All All

Application Microsoft Internet Explorer 7 All All All

Application Microsoft Internet Explorer 8 All All All

Application Microsoft Internet Explorer 9 All All All

Operating
System

Microsoft Windows 7 - sp1 All All

Operating
System

Microsoft Windows 7 - sp1 All All

Operating
System

Microsoft Windows 8 - All All All

Operating
System

Microsoft Windows 8 - All All All

Operating
System

Microsoft Windows 8.1 - All All All

Operating
System

Microsoft Windows 8.1 - All All All

Operating
System

Microsoft Windows Rt - All All All
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Operating
System

Microsoft Windows Rt - All All All

Operating
System

Microsoft Windows Rt 8.1 - All All All

Operating
System

Microsoft Windows Rt 8.1 - All All All

Operating
System

Microsoft Windows Server 2003 - sp2 All All

Operating
System

Microsoft Windows Server 2003 - sp2 All All

Operating
System

Microsoft Windows Server 2008 - sp2 All All

Operating
System

Microsoft Windows Server 2008 r2 sp1 All All

Operating
System

Microsoft Windows Server 2008 r2 sp1 All All

Operating
System

Microsoft Windows Server 2008 - sp2 All All

Operating
System

Microsoft Windows Server 2008 r2 sp1 All All

Operating
System

Microsoft Windows Server 2008 r2 sp1 All All

Operating
System

Microsoft Windows Server 2012 - All All All

Operating
System

Microsoft Windows Server 2012 r2 All All All

Operating
System

Microsoft Windows Server 2012 - All All All

Operating
System

Microsoft Windows Server 2012 r2 All All All

Operating
System

Microsoft Windows Vista - sp2 All All

Operating
System

Microsoft Windows Vista - sp2 All All
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cpe:2.3:a:microsoft:internet_explorer:6:*:*:*:*:*:*:*:

cpe:2.3:a:microsoft:internet_explorer:7:*:*:*:*:*:*:*:

cpe:2.3:a:microsoft:internet_explorer:8:*:*:*:*:*:*:*:

cpe:2.3:a:microsoft:internet_explorer:9:*:*:*:*:*:*:*:
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cpe:2.3:o:microsoft:windows_8:-:*:*:*:*:*:*:*:

cpe:2.3:o:microsoft:windows_8.1:-:*:*:*:*:*:*:*:

cpe:2.3:o:microsoft:windows_8.1:-:*:*:*:*:*:*:*:

cpe:2.3:o:microsoft:windows_rt:-:*:*:*:*:*:*:*:
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cpe:2.3:o:microsoft:windows_server_2012:-:*:*:*:*:*:*:*:

cpe:2.3:o:microsoft:windows_server_2012:r2:*:*:*:*:*:*:*:

cpe:2.3:o:microsoft:windows_vista:-:sp2:*:*:*:*:*:*:

cpe:2.3:o:microsoft:windows_vista:-:sp2:*:*:*:*:*:*:
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No vendor comments have been submitted for this CVE
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