VE-2013-7341

MITRE NVD CVE.ORG JSON API Print: PDF 1)

CVE CVE-2013-7341
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-03-24 14:20:00 UTC
Updated 2020-12-01 14:52:00 UTC
Description Multiple cross-site scripting (XSS) vulnerabilities in Flowplayer Flash before 3.2.17, as used in Moodle through 2.3.11, 2.4.x

/ ]

1|

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Flowplayer Flowplayer Flash 3.0.0 All All All
Application Flowplayer Flowplayer Flash 3.0.1 All All All
Application Flowplayer Flowplayer Flash 3.0.2 All All All
Application Flowplayer Flowplayer Flash 3.0.3 All All All
Application Flowplayer Flowplayer Flash 3.04 All All All
Application Flowplayer Flowplayer Flash 3.0.5 All All All
Application Flowplayer Flowplayer Flash 3.0.6 All All All
Application Flowplayer Flowplayer Flash 3.1.0 All All All
Application Flowplayer Flowplayer Flash 3.1.1 All All All
Application Flowplayer Flowplayer Flash 3.1.2 All All All
Application Flowplayer Flowplayer Flash 3.1.3 All All All
Application Flowplayer Flowplayer Flash 3.1.4 All All All
Application Flowplayer Flowplayer Flash 3.15 All All All
Application Flowplayer Flowplayer Flash 3.2.0 All All All
Application Flowplayer Flowplayer Flash 3.2.1 All All All
Application Flowplayer Flowplayer Flash 3.2.10 All All All
Application Flowplayer Flowplayer Flash 3.2.11 All All All
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Application Moodle Moodle 2.3.5 All All All
Application Moodle Moodle 2.3.6 All All All
Application Moodle Moodle 237 All All All
Application Moodle Moodle 2.3.8 All All All
Application Moodle Moodle 239 All All All
Application Moodle Moodle 2.4.0 All All All
Application Moodle Moodle 2441 All All All
Application Moodle Moodle 2.4.2 All All All
Application Moodle Moodle 243 All All All
Application Moodle Moodle 244 All All All
Application Moodle Moodle 245 All All All
Application Moodle Moodle 2.4.6 All All All
Application Moodle Moodle 247 All All All
Application Moodle Moodle 2.4.8 All All All
Application Moodle Moodle 2.5.0 All All All
Application Moodle Moodle 2.5.1 All All All
Application Moodle Moodle 25.2 All All All
Application Moodle Moodle 253 All All All
Application Moodle Moodle 254 All All All
Application Moodle Moodle 2.6.0 All All All
Application Moodle Moodle 2.6.1 All All All
Application Moodle Moodle All All All All
Reference Source Link Tags
404 « Page missing CONFIRM  flash.flowplayer.org

Official Moodle git projects - moodle.git/search CONFIRM  git.moodle.org

XSS security enhancements - Issue #121 - flowplayer/flash - GitHub CONFIRM  github.com

oss-security - Moodle security notifications public MLIST openwall.com

Moodle.org: MSA-14-0008: Cross site scripting potential in Flowplayer CONFIRM  moodle.org

CVE Program record CVE.ORG  www.cve.org canonical
NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.


http://cve.report/vendor/moodle
http://cve.report/software/moodle/moodle
http://cve.report/vendor/moodle
http://cve.report/software/moodle/moodle
http://cve.report/vendor/moodle
http://cve.report/software/moodle/moodle
http://cve.report/vendor/moodle
http://cve.report/software/moodle/moodle
http://cve.report/vendor/moodle
http://cve.report/software/moodle/moodle
http://cve.report/vendor/moodle
http://cve.report/software/moodle/moodle
http://cve.report/vendor/moodle
http://cve.report/software/moodle/moodle
http://cve.report/vendor/moodle
http://cve.report/software/moodle/moodle
http://cve.report/vendor/moodle
http://cve.report/software/moodle/moodle
http://cve.report/vendor/moodle
http://cve.report/software/moodle/moodle
http://cve.report/vendor/moodle
http://cve.report/software/moodle/moodle
http://cve.report/vendor/moodle
http://cve.report/software/moodle/moodle
http://cve.report/vendor/moodle
http://cve.report/software/moodle/moodle
http://cve.report/vendor/moodle
http://cve.report/software/moodle/moodle
http://cve.report/vendor/moodle
http://cve.report/software/moodle/moodle
http://cve.report/vendor/moodle
http://cve.report/software/moodle/moodle
http://cve.report/vendor/moodle
http://cve.report/software/moodle/moodle
http://cve.report/vendor/moodle
http://cve.report/software/moodle/moodle
http://cve.report/vendor/moodle
http://cve.report/software/moodle/moodle
http://cve.report/vendor/moodle
http://cve.report/software/moodle/moodle
http://cve.report/vendor/moodle
http://cve.report/software/moodle/moodle
http://cve.report/vendor/moodle
http://cve.report/software/moodle/moodle
http://flash.flowplayer.org/documentation/version-history.html
http://git.moodle.org/gw?p=moodle.git&a=search&h=HEAD&st=commit&s=MDL-43344
https://github.com/flowplayer/flash/issues/121
http://openwall.com/lists/oss-security/2014/03/17/1
https://moodle.org/mod/forum/discuss.php?d=256420
https://www.cve.org/CVERecord?id=CVE-2013-7341
https://nvd.nist.gov/vuln/detail/CVE-2013-7341
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