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Summary

CVE CVE-2013-7341

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-03-24 14:20:00 UTC

Updated 2020-12-01 14:52:00 UTC

Description Multiple cross-site scripting (XSS) vulnerabilities in Flowplayer Flash before 3.2.17, as used in Moodle through 2.3.11, 2.4.x before 2.4.9, 2.5.x before 2.5.5, and 2.6.x before 2.6.2, allow remote attackers to inject arbitrary web script or HTML by (1) providing a crafted playerId or (2) referencing an external domain, a related issue to CVE-2013-7342.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Flowplayer Flowplayer Flash 3.0.0 All All All

Application Flowplayer Flowplayer Flash 3.0.1 All All All

Application Flowplayer Flowplayer Flash 3.0.2 All All All

Application Flowplayer Flowplayer Flash 3.0.3 All All All

Application Flowplayer Flowplayer Flash 3.0.4 All All All

Application Flowplayer Flowplayer Flash 3.0.5 All All All

Application Flowplayer Flowplayer Flash 3.0.6 All All All

Application Flowplayer Flowplayer Flash 3.1.0 All All All

Application Flowplayer Flowplayer Flash 3.1.1 All All All

Application Flowplayer Flowplayer Flash 3.1.2 All All All

Application Flowplayer Flowplayer Flash 3.1.3 All All All

Application Flowplayer Flowplayer Flash 3.1.4 All All All

Application Flowplayer Flowplayer Flash 3.1.5 All All All

Application Flowplayer Flowplayer Flash 3.2.0 All All All

Application Flowplayer Flowplayer Flash 3.2.1 All All All

Application Flowplayer Flowplayer Flash 3.2.10 All All All

Application Flowplayer Flowplayer Flash 3.2.11 All All All
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Application Flowplayer Flowplayer Flash 3.2.11 All All All

Application Flowplayer Flowplayer Flash 3.2.12 All All All

Application Flowplayer Flowplayer Flash 3.2.13 All All All

Application Flowplayer Flowplayer Flash 3.2.14 All All All

Application Flowplayer Flowplayer Flash 3.2.15 All All All

Application Flowplayer Flowplayer Flash 3.2.2 All All All

Application Flowplayer Flowplayer Flash 3.2.3 All All All

Application Flowplayer Flowplayer Flash 3.2.4 All All All

Application Flowplayer Flowplayer Flash 3.2.5 All All All

Application Flowplayer Flowplayer Flash 3.2.6 All All All

Application Flowplayer Flowplayer Flash 3.2.7 All All All

Application Flowplayer Flowplayer Flash 3.2.8 All All All

Application Flowplayer Flowplayer Flash 3.2.9 All All All

Application Flowplayer Flowplayer Flash 3.0.0 All All All

Application Flowplayer Flowplayer Flash 3.0.1 All All All

Application Flowplayer Flowplayer Flash 3.0.2 All All All

Application Flowplayer Flowplayer Flash 3.0.3 All All All

Application Flowplayer Flowplayer Flash 3.0.4 All All All

Application Flowplayer Flowplayer Flash 3.0.5 All All All

Application Flowplayer Flowplayer Flash 3.0.6 All All All

Application Flowplayer Flowplayer Flash 3.1.0 All All All

Application Flowplayer Flowplayer Flash 3.1.1 All All All

Application Flowplayer Flowplayer Flash 3.1.2 All All All

Application Flowplayer Flowplayer Flash 3.1.3 All All All

Application Flowplayer Flowplayer Flash 3.1.4 All All All

Application Flowplayer Flowplayer Flash 3.1.5 All All All

Application Flowplayer Flowplayer Flash 3.2.0 All All All

Application Flowplayer Flowplayer Flash 3.2.1 All All All

Application Flowplayer Flowplayer Flash 3.2.10 All All All

Application Flowplayer Flowplayer Flash 3.2.11 All All All

Application Flowplayer Flowplayer Flash 3.2.12 All All All

Application Flowplayer Flowplayer Flash 3.2.13 All All All

Application Flowplayer Flowplayer Flash 3.2.14 All All All

Application Flowplayer Flowplayer Flash 3.2.15 All All All

Application Flowplayer Flowplayer Flash 3.2.2 All All All

Application Flowplayer Flowplayer Flash 3.2.3 All All All

http://cve.report/vendor/flowplayer
http://cve.report/software/flowplayer/flowplayer_flash
http://cve.report/vendor/flowplayer
http://cve.report/software/flowplayer/flowplayer_flash
http://cve.report/vendor/flowplayer
http://cve.report/software/flowplayer/flowplayer_flash
http://cve.report/vendor/flowplayer
http://cve.report/software/flowplayer/flowplayer_flash
http://cve.report/vendor/flowplayer
http://cve.report/software/flowplayer/flowplayer_flash
http://cve.report/vendor/flowplayer
http://cve.report/software/flowplayer/flowplayer_flash
http://cve.report/vendor/flowplayer
http://cve.report/software/flowplayer/flowplayer_flash
http://cve.report/vendor/flowplayer
http://cve.report/software/flowplayer/flowplayer_flash
http://cve.report/vendor/flowplayer
http://cve.report/software/flowplayer/flowplayer_flash
http://cve.report/vendor/flowplayer
http://cve.report/software/flowplayer/flowplayer_flash
http://cve.report/vendor/flowplayer
http://cve.report/software/flowplayer/flowplayer_flash
http://cve.report/vendor/flowplayer
http://cve.report/software/flowplayer/flowplayer_flash
http://cve.report/vendor/flowplayer
http://cve.report/software/flowplayer/flowplayer_flash
http://cve.report/vendor/flowplayer
http://cve.report/software/flowplayer/flowplayer_flash
http://cve.report/vendor/flowplayer
http://cve.report/software/flowplayer/flowplayer_flash
http://cve.report/vendor/flowplayer
http://cve.report/software/flowplayer/flowplayer_flash
http://cve.report/vendor/flowplayer
http://cve.report/software/flowplayer/flowplayer_flash
http://cve.report/vendor/flowplayer
http://cve.report/software/flowplayer/flowplayer_flash
http://cve.report/vendor/flowplayer
http://cve.report/software/flowplayer/flowplayer_flash
http://cve.report/vendor/flowplayer
http://cve.report/software/flowplayer/flowplayer_flash
http://cve.report/vendor/flowplayer
http://cve.report/software/flowplayer/flowplayer_flash
http://cve.report/vendor/flowplayer
http://cve.report/software/flowplayer/flowplayer_flash
http://cve.report/vendor/flowplayer
http://cve.report/software/flowplayer/flowplayer_flash
http://cve.report/vendor/flowplayer
http://cve.report/software/flowplayer/flowplayer_flash
http://cve.report/vendor/flowplayer
http://cve.report/software/flowplayer/flowplayer_flash
http://cve.report/vendor/flowplayer
http://cve.report/software/flowplayer/flowplayer_flash
http://cve.report/vendor/flowplayer
http://cve.report/software/flowplayer/flowplayer_flash
http://cve.report/vendor/flowplayer
http://cve.report/software/flowplayer/flowplayer_flash
http://cve.report/vendor/flowplayer
http://cve.report/software/flowplayer/flowplayer_flash
http://cve.report/vendor/flowplayer
http://cve.report/software/flowplayer/flowplayer_flash
http://cve.report/vendor/flowplayer
http://cve.report/software/flowplayer/flowplayer_flash
http://cve.report/vendor/flowplayer
http://cve.report/software/flowplayer/flowplayer_flash
http://cve.report/vendor/flowplayer
http://cve.report/software/flowplayer/flowplayer_flash
http://cve.report/vendor/flowplayer
http://cve.report/software/flowplayer/flowplayer_flash
http://cve.report/vendor/flowplayer
http://cve.report/software/flowplayer/flowplayer_flash


Application Flowplayer Flowplayer Flash 3.2.4 All All All

Application Flowplayer Flowplayer Flash 3.2.5 All All All

Application Flowplayer Flowplayer Flash 3.2.6 All All All

Application Flowplayer Flowplayer Flash 3.2.7 All All All

Application Flowplayer Flowplayer Flash 3.2.8 All All All

Application Flowplayer Flowplayer Flash 3.2.9 All All All

Application Flowplayer Flowplayer Flash All All All All

Application Moodle Moodle 2.0.0 All All All

Application Moodle Moodle 2.0.1 All All All

Application Moodle Moodle 2.0.2 All All All

Application Moodle Moodle 2.0.3 All All All

Application Moodle Moodle 2.0.4 All All All

Application Moodle Moodle 2.0.5 All All All

Application Moodle Moodle 2.0.6 All All All

Application Moodle Moodle 2.0.7 All All All

Application Moodle Moodle 2.0.8 All All All

Application Moodle Moodle 2.0.9 All All All

Application Moodle Moodle 2.1.0 All All All

Application Moodle Moodle 2.1.1 All All All

Application Moodle Moodle 2.1.10 All All All

Application Moodle Moodle 2.1.2 All All All

Application Moodle Moodle 2.1.3 All All All

Application Moodle Moodle 2.1.4 All All All

Application Moodle Moodle 2.1.5 All All All

Application Moodle Moodle 2.1.6 All All All

Application Moodle Moodle 2.1.7 All All All

Application Moodle Moodle 2.1.8 All All All

Application Moodle Moodle 2.1.9 All All All

Application Moodle Moodle 2.2.0 All All All

Application Moodle Moodle 2.2.1 All All All

Application Moodle Moodle 2.2.10 All All All

Application Moodle Moodle 2.2.11 All All All

Application Moodle Moodle 2.2.2 All All All

Application Moodle Moodle 2.2.3 All All All

Application Moodle Moodle 2.2.4 All All All

Application Moodle Moodle 2.2.5 All All All
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Application Moodle Moodle 2.2.5 All All All

Application Moodle Moodle 2.2.6 All All All

Application Moodle Moodle 2.2.7 All All All

Application Moodle Moodle 2.2.8 All All All

Application Moodle Moodle 2.2.9 All All All

Application Moodle Moodle 2.3.0 All All All

Application Moodle Moodle 2.3.1 All All All

Application Moodle Moodle 2.3.10 All All All

Application Moodle Moodle 2.3.2 All All All

Application Moodle Moodle 2.3.3 All All All

Application Moodle Moodle 2.3.4 All All All

Application Moodle Moodle 2.3.5 All All All

Application Moodle Moodle 2.3.6 All All All

Application Moodle Moodle 2.3.7 All All All

Application Moodle Moodle 2.3.8 All All All

Application Moodle Moodle 2.3.9 All All All

Application Moodle Moodle 2.4.0 All All All

Application Moodle Moodle 2.4.1 All All All

Application Moodle Moodle 2.4.2 All All All

Application Moodle Moodle 2.4.3 All All All

Application Moodle Moodle 2.4.4 All All All

Application Moodle Moodle 2.4.5 All All All

Application Moodle Moodle 2.4.6 All All All

Application Moodle Moodle 2.4.7 All All All

Application Moodle Moodle 2.4.8 All All All

Application Moodle Moodle 2.5.0 All All All

Application Moodle Moodle 2.5.1 All All All

Application Moodle Moodle 2.5.2 All All All

Application Moodle Moodle 2.5.3 All All All

Application Moodle Moodle 2.5.4 All All All

Application Moodle Moodle 2.6.0 All All All

Application Moodle Moodle 2.6.1 All All All

Application Moodle Moodle 2.0.0 All All All

Application Moodle Moodle 2.0.1 All All All

Application Moodle Moodle 2.0.2 All All All

Application Moodle Moodle 2.0.3 All All All
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Application Moodle Moodle 2.0.4 All All All

Application Moodle Moodle 2.0.5 All All All

Application Moodle Moodle 2.0.6 All All All

Application Moodle Moodle 2.0.7 All All All

Application Moodle Moodle 2.0.8 All All All

Application Moodle Moodle 2.0.9 All All All

Application Moodle Moodle 2.1.0 All All All

Application Moodle Moodle 2.1.1 All All All

Application Moodle Moodle 2.1.10 All All All

Application Moodle Moodle 2.1.2 All All All

Application Moodle Moodle 2.1.3 All All All

Application Moodle Moodle 2.1.4 All All All

Application Moodle Moodle 2.1.5 All All All

Application Moodle Moodle 2.1.6 All All All

Application Moodle Moodle 2.1.7 All All All

Application Moodle Moodle 2.1.8 All All All

Application Moodle Moodle 2.1.9 All All All

Application Moodle Moodle 2.2.0 All All All

Application Moodle Moodle 2.2.1 All All All

Application Moodle Moodle 2.2.10 All All All

Application Moodle Moodle 2.2.11 All All All

Application Moodle Moodle 2.2.2 All All All

Application Moodle Moodle 2.2.3 All All All

Application Moodle Moodle 2.2.4 All All All

Application Moodle Moodle 2.2.5 All All All

Application Moodle Moodle 2.2.6 All All All

Application Moodle Moodle 2.2.7 All All All

Application Moodle Moodle 2.2.8 All All All

Application Moodle Moodle 2.2.9 All All All

Application Moodle Moodle 2.3.0 All All All

Application Moodle Moodle 2.3.1 All All All

Application Moodle Moodle 2.3.10 All All All

Application Moodle Moodle 2.3.2 All All All

Application Moodle Moodle 2.3.3 All All All

Application Moodle Moodle 2.3.4 All All All
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Application Moodle Moodle 2.3.5 All All All

Application Moodle Moodle 2.3.6 All All All

Application Moodle Moodle 2.3.7 All All All

Application Moodle Moodle 2.3.8 All All All

Application Moodle Moodle 2.3.9 All All All

Application Moodle Moodle 2.4.0 All All All

Application Moodle Moodle 2.4.1 All All All

Application Moodle Moodle 2.4.2 All All All

Application Moodle Moodle 2.4.3 All All All

Application Moodle Moodle 2.4.4 All All All

Application Moodle Moodle 2.4.5 All All All

Application Moodle Moodle 2.4.6 All All All

Application Moodle Moodle 2.4.7 All All All

Application Moodle Moodle 2.4.8 All All All

Application Moodle Moodle 2.5.0 All All All

Application Moodle Moodle 2.5.1 All All All

Application Moodle Moodle 2.5.2 All All All

Application Moodle Moodle 2.5.3 All All All

Application Moodle Moodle 2.5.4 All All All

Application Moodle Moodle 2.6.0 All All All

Application Moodle Moodle 2.6.1 All All All

Application Moodle Moodle All All All All

References

Reference Source Link Tags

404 • Page missing CONFIRM flash.flowplayer.org

Official Moodle git projects - moodle.git/search CONFIRM git.moodle.org

XSS security enhancements · Issue #121 · flowplayer/flash · GitHub CONFIRM github.com

oss-security - Moodle security notifications public MLIST openwall.com

Moodle.org: MSA-14-0008: Cross site scripting potential in Flowplayer CONFIRM moodle.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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