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Multiple integer overflows in libpng before 1.5.14rc03 allow remote attackers to cause a denial of service (crash) via a crafte

| 1|

Risk And Classification

Problem Types: CWE-189

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Libpng Libpng 1.5.0 beta All All
Libpng Libpng 1.5.1 All All All
Libpng Libpng 1.5.1 beta All All
Libpng Libpng 1.5.10 beta All All
Libpng Libpng 1.5.11 All All All
Libpng Libpng 1.5.11 beta All All
Libpng Libpng 1.5.12 All All All
Libpng Libpng 1.5.13 beta All All
Libpng Libpng 1.5.2 All All All
Libpng Libpng 1.5.2 beta All All
Libpng Libpng 1.5.3 beta All All
Libpng Libpng 1.5.4 All All All
Libpng Libpng 1.5.4 beta All All
Libpng Libpng 1.55 All All All
Libpng Libpng 1.5.5 beta All All
Libpng Libpng 1.5.6 All All All
Libpng Libpng 1.5.6 beta All All
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Application Libpng Libpng 1.5.7 All All All
Application Libpng Libpng 1.5.7 beta All All
Application Libpng Libpng 158 All All All
Application Libpng Libpng 1.5.8 beta All All
Application Libpng Libpng 15.9 All All All
Application Libpng Libpng 1.5.9 beta All All
Application Libpng Libpng 1.5.0 beta All All
Application Libpng Libpng 1.5.1 All All All
Application Libpng Libpng 1.5.1 beta All All
Application Libpng Libpng 1.5.10 beta All All
Application Libpng Libpng 1.5.11 All All All
Application Libpng Libpng 1.5.11 beta All All
Application Libpng Libpng 1.5.12 All All All
Application Libpng Libpng 1.5.13 beta All All
Application Libpng Libpng 1.5.2 All All All
Application Libpng Libpng 1.5.2 beta All All
Application Libpng Libpng 1.5.3 beta All All
Application Libpng Libpng 1.5.4 All All All
Application Libpng Libpng 1.54 beta All All
Application Libpng Libpng 1.55 All All All
Application Libpng Libpng 1.5.5 beta All All
Application Libpng Libpng 156 All All All
Application Libpng Libpng 1.5.6 beta All All
Application Libpng Libpng 157 All All All
Application Libpng Libpng 15.7 beta All All
Application Libpng Libpng 158 All All All
Application Libpng Libpng 1.5.8 beta All All
Application Libpng Libpng 1.5.9 All All All
Application Libpng Libpng 1.5.9 beta All All
Application Libpng Libpng All All All All
Reference Source Link
oss-sec: CVE-2013-7353 CVE-2013-7354 libpng integer overflows MLIST seclists

libpng CVE-2013-7354 Multiple Heap Based Buffer Overflow Vulnerabilities BID WWW.SE
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LIBPNG: PNG reference library / Bugs / #199 Integer overflow in png_set_unknown_chunks in libpng/pngset.c v1.5.13 CONFIRM sourcef
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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