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Summary

CVE CVE-2013-7370

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-12-11 14:15:00 UTC

Updated 2019-12-17 16:44:00 UTC

Description node-connect before 2.8.1 has XSS in the Sencha Labs Connect middleware

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Debian Debian Linux 10.0 All All All

Operating System Debian Debian Linux 8.0 All All All

Operating System Debian Debian Linux 9.0 All All All

Operating System Debian Debian Linux 10.0 All All All

Operating System Debian Debian Linux 8.0 All All All

Operating System Debian Debian Linux 9.0 All All All

Operating System Opensuse Opensuse 13.1 All All All

Operating System Opensuse Opensuse 13.1 All All All

Application Redhat Openshift 2.0 All All All

Application Redhat Openshift 2.0 All All All

Application Sencha Connect All All All All

Application Sencha Connect All All All All

References

Reference Source

1091166 – (CVE-2013-7370) CVE-2013-7370 nodejs-connect: XSS via HTTP request with a crafted method containing JavaScript MISC

oss-security - CVE request: various NodeJS module vulnerabilities MISC

Node Security Project | MISC
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Node Security Project | MISC

Bug 875166 – VUL-0: CVE-2013-7370: nodejs: methodOverride Middleware Reflected XSS MISC

oss-security - Re: CVE request - node-connect: methodOverride middleware reflected cross-site scripting MISC

CVE-2013-7370 MISC

CVE-2013-7370 - Red Hat Customer Portal MISC

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.
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