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CVE CVE-2013-7371
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-12-11 15:15:00 UTC
Updated 2019-12-16 19:57:00 UTC
Description node-connects before 2.8.2 has cross site scripting in Sencha Labs Connect middleware (vulnerability due to incomplete fix
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Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Debian Debian Linux 10.0 All All All

Operating System Debian Debian Linux 8.0 All All All

Operating System Debian Debian Linux 9.0 All All All

Operating System Debian Debian Linux 10.0 All All All

Operating System Debian Debian Linux 8.0 All All All

Operating System Debian Debian Linux 9.0 All All All

Application Sencha Connect All All All All

Application Sencha Connect All All All All

Reference Source Link

IBM X-Force Exchange MISC exchange.xforce.ibrr
oss-security - CVE request: various NodeJS module vulnerabilities MISC www.openwall.com
Node Security Project | MISC nodesecurity.io

Red Hat Customer Portal MISC access.redhat.com
CVE-2013-7371 MISC security-tracker.debi
oss-security - Re: CVE request - node-connect: methodOverride middleware reflected cross-site scripting  MISC www.openwall.com
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

994927 Nodeds (Npm) Security Update for connect (GHSA-6w62-83g6-rfhj)
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